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Preface

This book is your guide to configuring and managing DataDirect
Sequelink® 6.0 from DataDirect Technologies. Read on to find
out more about your SequelLink environment and how to use
this book.

What Is DataDirect SequeLink®?

DataDirect SequelLink is a middleware product that provides
point-to-point connections from a client to a server for the latest
data access standards, including Open Database Connectivity
(ODBCQ), JDBC, ActiveX Data Objects (ADO), and ADO.NET.

In this documentation, references to SequelLink Server and
Sequelink Client apply to both the 32-bit and 64-bit versions.
Information that applies to a specific version of SequeLink Server
or Sequelink Client is identified.

Using This Book

This book assumes you are familiar with your operating system
and its commands; the concept of directories; the management
of user accounts and security access; and your network protocol
and its configuration.

SequelLink Administrator’s Guide
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This book contains the following information:

Chapter 1 “Introduction” on page 29 introduces some
concepts to help you understand how to configure and
manage your Sequelink environment.

Part 1: Configuring and Managing SequelLink Services

Chapter 2 “Using the SequelLink® Manager Snap-in” on
page 47 describes how to use the SequeLink Manager
Snap-in.

Chapter 3 “Configuring SequeLink® Services Using the
SequelLink Manager Snap-in” on page 63 describes how to
create and manage server data sources with the Sequelink
Manager Snap-in.

Chapter 4 “Managing Data Access Activity Using the
SequelLink® Manager Snap-in” on page 91 describes the tasks
you perform to manage and monitor SequelLink service
activity using the SequeLink Manager Snap-in.

Chapter 5 “Using the SequelLink® Manager Command-Line
Administrator” on page 99 describes how to use the
SequelLink Manager Command-Line Tool, issue SequeLink
Manager commands, and lists some commonly used
SequelLink Manager commands.

Chapter 6 “Using the SequelLink® Manager for z/OS" on
page 113 describes how to use the SequelLink Manager for
z/0S.

Chapter 7 “Configuring SequelLink® Services Using the
SequeLink® Manager for z/OS” on page 129 describes the
tasks you may need to perform to configure and manage
SequelLink Server for z/OS services and data access activities
locally from a z/OS machine.

Sequelink Administrator’s Guide



Using This Book

Part 2: Configuring and Managing SequelLink Clients

Chapter 8 “Configuring the ODBC Client” on page 169
describes the tasks you may need to perform to configure
and manage the Sequelink Client for ODBC.

Chapter 9 “Configuring the ADO Client” on page 211
describes the tasks you may need to perform to configure
and manage the SequelLink Client for ADO.

Chapter 10 “Configuring the JDBC Client” on page 251
describes the tasks you may need to perform to configure
and manage the SequeLink Client for JDBC.

Chapter 11 “Configuring the .NET Client” on page 265
describes the tasks you may need to perform to configure
and manage the SequelLink Client for .NET.

Part 3: Configuring SequelLink in Your Environment

Chapter 12 “Configuring Transliteration” on page 277
describes how configure transliteration for SequeLink Server.

Chapter 13 “Configuring SequelLink® Security” on page 291
offers an overview of SequeLink security options and
describes how to configure SequelLink security for Linux,
UNIX, and Windows and z/OS platforms.

Chapter 14 “Configuring the Sequelink® Proxy Server” on
page 351 describes how to configure Sequelink security for
Java environments.

Chapter 15 “Configuring SequelLink® Services for Your
Database” on page 381 describes how to configure
Sequelink services for specific databases.

Chapter 16 “Using LDAP with the SequeLink® Clients” on
page 427 explains how SequelLink Clients use LDAP
directories to retrieve connection information and describes
how to create and update LDAP entries for SequeLink
services.

Sequelink Administrator’s Guide
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Part 4: Appendixes

m Appendix A “z/OS Workload Manager (WLM) Classification”
on page 437 describes the information used by SequeLink
Server to classify WLM enclaves.

m Appendix B “SequelLink® Manager Commands” on page 439
lists all available SequelLink Manager commands.

m Appendix C “Operator Interface Commands for z/0S” on
page 479 lists all available Operator Interface commands by
category.

B Appendix D “SequelLink® Service Attributes” on page 491 lists
the SequeLink Manager attributes you can use to configure
and manage your Sequelink environment.

m Appendix E “SequeLink® Events” on page 589 lists and defines
the SequelLink events, the attributes associated with events,
and explains how to write a filter for an event.

m Appendix F “Internationalization, Localization, and Unicode”
on page 597 provides an overview of how
internationalization, localization, and Unicode relate to each
other.

NOTE: This book refers the reader to Web URLs for more
information about specific topics, including Web URLs not
maintained by DataDirect Technologies. Because it is the nature
of Web content to change frequently, DataDirect Technologies
can guarantee only that the URLs referenced in this book were
correct at the time of publishing.

Sequelink Administrator’s Guide
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SequelLink® Documentation

The following table provides a guide for finding information in
your SequelLink documentation:

For information about...

Sequelink concepts and
planning your SequeLink
environment

Installing the Sequelink
middleware components

Administering your
Sequelink environment

Developing ODBC, ADO,
JDBC, and .NET
applications for the
Sequelink environment

Troubleshooting and
referencing error
messages

HTML Version

Go to...

Getting Started with SequelLink
Sequelink Installation Guide
SequelLink Administrator’s Guide

Sequelink Developer’s Reference

Sequelink Troubleshooting Guide
and Reference

All of these books can be placed on your system as HTML-based
online help during a normal installation of the product. They are
located in the help subdirectory of the product installation
directory. To use the help, you must have one of the following

browsers installed:

B Internet Explorer 5.x or higher
m Netscape 4.x, 6.1, or higher

m FireFox 1.0 or higher

SequelLink Administrator’s Guide
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X

UNIX

If you choose to install the online books, you can access the entire
help system by selecting the help icon that appears in the
DataDirect program group.

On UNIX and Linux platforms, if you want the help files, copy the
/bookshtml subdirectory from the product DVD to a local
directory.

To open the help system from a command-line environment, at a
command prompt, enter:

browser exe my local dir/bookshtml/help.htm

where browser exe is the name of your browser executable and
my local diris the path to the product installation directory.

After the browser opens, the left pane displays the Table of
Contents, Index, and Search tabs for the entire documentation
library. When you have opened the main screen of the help
system in your browser, you can bookmark it in the browser for
quick access later.

NOTE: Security features set in your browser can prevent the help
system from launching. A security warning message is displayed.
Often, the warning message provides instructions for unblocking
the help system for the current session. To allow the help system
to launch without encountering a security warning message, the
security settings in your browser can be modified. Check with

your system administrator before disabling any security features.

Help is available from the setup dialog box for the ODBC driver
and ADO data provider. When you click Help, your browser opens
to the correct topic in the help system, without opening the help
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Table of Contents. A grey toolbar appears at the top of the
browser window.

ElE

This tool bar contains previous and next navigation buttons.

PDF Version

DataDirect product documentation is also provided in PDF
format, which allows you to view it, perform text searches, or
print it. You can view the PDF documentation using the Adobe
Acrobat Reader. The PDF documentation is available on the
product DVD and also on the DataDirect Technologies Web site:

http://www.datadirect.com/support/product_info/proddoc_prod
uct/index.ssp

You can download the entire library in a compressed file. When
you uncompress the file, it appears in the correct directory
structure.

If you want to copy the documentation library from the product
DVD, you must maintain the same directory structure that is on
the DVD.

m To copy all product books, copy the entire \bookspdf
directory to your local or network drive.

m To copy a specific book, copy that book’s directory structure
(beneath the \bookspdf subdirectory) to your local or
network drive. For example, to copy the SequelLink
Administrator’s Guide, you would copy the entire \admin
subdirectory:

\bookspdf\admin
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Maintaining the correct directory structure allows cross-book text
searches and cross-references. If you download or copy the books
individually outside of their normal directory structure, their
cross-book search indexes and hyperlinked cross-references to
other volumes will not work. You can view a book individually,
but it will not automatically open other books to which it has
cross-references.

To help you navigate through the library, a file, called books.pdf,
is provided. This file lists each online book provided for the
product. We recommend that you open this file first and, from
this file, open the book you want to view.

Typographical Conventions

This book uses the following typographical conventions:

Convention Explanation

italics Introduces new terms you may not be familiar
with, and is used occasionally for emphasis.

bold Emphasizes important information. Also
indicates button, menu, and icon names on
which you can act. For example, click Next.

UPPERCASE Indicates keys or key combinations you can
use. For example, press the ENTER key.
monospace Indicates syntax examples, values that you
specify, or results that you receive.
monospaced Indicates names that are placeholders for
italics values you specify; for example, filename.

forward slash / Separates menus and their associated
commands. For example, Select File / Copy
means to select Copy from the File menu.

vertical rule | Indicates an OR separator to delineate items.
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Convention Explanation

brackets [ ] Indicates optional items. For example, in the

braces { }

ellipsis . . .

following statement: SELECT [DISTINCT],
DISTINCT is an optional keyword.

Indicates that you must select one item. For
example, {yes | no} means you must specify
either yes or no.

Indicates that the immediately preceding item
can be repeated any number of times in
succession. An ellipsis following a closing
bracket indicates that all information in that
unit can be repeated.

Environment-Specific Information

This book supports users of various operating environments.
Where it provides information that does not apply to all

supported

environments, the following symbols are used to

identify that information:

Symbol

X

UNIX

z/0S

Environment

Windows. Information specific to the Microsoft
Windows 2000, Windows Server 2003, Windows XP,
and Windows Vista environments is identified by the
Windows symbol.

UNIX and Linux. Information specific to Linux and
UNIX environments is identified by this symbol, which
applies to all Linux and UNIX environments
supported. UNIX is a registered trademark of The
Open Group in the United States and other countries.

z/0S. Information specific to z/OS environments is
identified by the characters z/OS.
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Contacting Technical Support

DataDirect Technologies offers a variety of options to meet your
technical support needs. Please visit our Web site for more details
and for contact information:

http://support.datadirect.com

The DataDirect Technologies Web site provides the latest support
information through our global service network. The
SupportLink program provides access to support contact details,
tools, patches, and valuable information, including a list of FAQs
for each product. In addition, you can search our Knowledgebase
for technical bulletins and other information.

To obtain technical support for an evaluation copy of the
product, go to:

http://www.datadirect.com/support/eval_help/index.ssp
or contact your sales representative.

When you contact us for assistance, please provide the following
information:

m The serial number that corresponds to the product for which
you are seeking support, or a case number if you have been
provided one for your issue. If you do not have a SupportLink
contract, the SupportLink representative assisting you will
connect you with our Sales team.

B Your name, phone number, email address, and organization.
For a first-time call, you may be asked for full customer
information, including location.

m The DataDirect product and the version that you are using.

m The type and version of the operating system where you have
installed your DataDirect product.
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Contacting Technical Support

Any database, database version, third-party software, or
other environment information required to understand the
problem.

A brief description of the problem, including, but not limited
to, any error messages you have received, what steps you
followed prior to the initial occurrence of the problem, any
trace logs capturing the issue, and so on. Depending on the
complexity of the problem, you may be asked to submit an
example or reproducible application so that the issue can be
recreated.

A description of what you have attempted to resolve the
issue. If you have researched your issue on Web search
engines, our Knowledgebase, or have tested additional
configurations, applications, or other vendor products, you
will want to carefully note everything you have already
attempted.

A simple assessment of how the severity of the issue is
impacting your organization.
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1 Introduction

This chapter introduces some concepts to help you understand
how to configure and manage your Sequelink environment. For
a complete discussion of planning issues, including
configuration, administration, and migration issues, refer to
Getting Started with Sequelink.

SequeLink® Server System Administration

Sequelink provides the following options for configuring and
managing your SequeLink environment:

B Local system administration allows you to configure and
manage your Sequelink environment using the Sequelink
Manager installed locally on a SequelLink Server.

m Remote system administration allows you to configure and
manage your SequelLink environment using the Sequelink
Manager installed on the desktop of a networked client.

NOTE: Only SequelLink 6.0 services can be configured, managed,
or monitored with the SequeLink Manager 6.0.

Local System Administration

You can use the SequeLink Manager locally from the SequeLink
Server to configure and manage your Sequelink environment;
however, which SequeLink Manager tool you can use locally
depends on your Sequelink Server platform.
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Remote System Administration

Remote system administration allows you to configure and
manage your data access environment from the convenience of
your desktop regardless of your SequelLink Server platform. For
example, suppose you are responsible for administering an
environment with distributed data access involving a variety of
data stores across your enterprise, such as Oracle on UNIX and
Windows, and Microsoft SQL Server on Windows as shown in
Figure 1-1. You can install the SequelLink Manager Snap-in on a
Windows XP or Windows Vista networked client and perform
administration tasks, such as configuring SequeLink service
settings, from the convenience of your desktop.

Figure 1-1. Remote System Administration for Data Access
Environments
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Using the SequeLink® Manager

The SequeLink Manager tool can be used to perform
administrative and monitoring requests.

Administrative Requests

The type of administrative requests you can issue to a Sequelink
Agent and the SequeLink Manager tool you can use to issue the
requests depends on the platform you are administering. The
following list describes the types of administrative requests you
can issue:

m Configuration

Creating and managing SequelLink services
Creating and managing SequelLink server data sources

Configuring monitoring profiles, which determine the
data access events that can be monitored (viewed) using
the SequeLink Manager

Configuring event-tracing profiles, which determine the
data access events that are written to an event trace file

B Management

Starting and stopping SequeLink services
Stopping active data access user sessions

Reviewing traced events to analyze a problem during an
earlier data access activity
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Monitoring Requests

The SequelLink Manager allows you to perform the following
monitoring tasks:

m Viewing details about active services

m Viewing active user sessions and information about live data
access activities

For example, you can easily view the number of transactions that
have been processed or the number of rows that have been
fetched by all user sessions. Also, if a user session is not
performing correctly (such as the session repeatedly fetches
thousands of rows), you can use the Sequelink Manager to
identify and end that specific user session.

Additionally, the SequelLink Manager allows you to troubleshoot
previous events. For example, if an error occurs during a nightly
data processing job, you can view an event trace to troubleshoot
the problem.

Sequelink® Manager Implementations

SequelLink provides the following implementations of the
Sequelink Manager:

B Sequelink Manager Snap-in is a GUI designed as a snap-in to
the Microsoft Management Console (MMCQ). It can be used to
configure and manage Sequelink services, and to monitor
data access activity.

m Sequelink Manager Command-Line Tool is a command-line
interface that can be used to configure and manage
Sequelink services. Similarly, it can be used to monitor data
access activity.

m Sequelink Manager for z/OS is an ISPF dialog tool that can be
used to create data access services on the z/OS platform, as
well as configure and manage SequelLink services and monitor
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data access activity on z/OS. It can be installed only on z/0OS
platforms.

Table 1-1 shows the platforms on which you can install and run
the different implementations of the SequeLink Manager.

Table 1-1. Installation Platforms for the SequelLink Manager
Tools

SequeLink Manager Windows Linux/ z/0S
UNIX

Sequelink Manager Snap-in X

SequeLink Manager Command-Line X X

Tool

Sequelink Manager for z/OS X

About SequeLink® Services and Data Sources

Sequelink Server installs the following server software service
components to provide data connectivity, performance, and
administration for two-tier client/server and n-tier
Web/application server environments:

B Sequelink data access services handle data access requests
from any Sequelink Client. Multiple SequeLink data access
services can run on the same SequelLink Server. For example,
Sequelink Server for Oracle and Sequelink Server for
Microsoft SQL Server can run side-by-side on the same
machine.

m Sequelink Agent services carry out configuration,
management, and monitoring requests from any Sequelink
Manager. The SequeLink Agent can service multiple
Sequelink services on the same SequelLink Server.

SequelLink Administrator’s Guide

33



34

Chapter 1 Introduction

When you complete the installation of the Sequelink Server
software as documented in the Sequelink Installation Guide, a
Sequelink data access service is configured for the type of
Sequelink Server you installed (for example, SequelLink Server for
Oracle). In addition, a SequeLink Agent is configured to handle
configuration, management, and monitoring requests from any
Sequelink Manager.

Data Sources

Sequelink uses two types of data sources—server data sources
and client data sources.

Server Data Sources

Server data sources are data sources configured on the Sequelink
Server. These data sources contain settings that affect how the
Sequelink service operates and settings that affect how data is
accessed by SequeLink Clients. Centralizing this information on
the server, instead of distributing it among hundreds of
Sequelink Clients, provides easier management of your entire
data access infrastructure. When you install SequelLink Server, a
default server data source, named Default, is automatically
created on the server, using the values you specified during
installation. If necessary, you can modify the definition of the
default server data source. Server data sources apply to a
Sequelink service. Each SequelLink service can have multiple
server data sources.

Unlike server data sources, client data sources are minimal data
sources configured on the SequelLink Client that contain
connection instructions to a SequelLink data access service. The
data access functionality of a session is governed by a set of data
source and service attributes for the SequelLink data access
service. These attributes are configured on the server.
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If you do not specify a server data source for your connection,
the attributes of the Default server data source govern the data
access functionality of the connection. For example, if you
configured two server data sources named DS1 and DS2 as
shown in Figure 1-2, and configured a Sequelink Client that did
not specify a particular server data source, the data access
functionality of the connection between the SequelLink Client
and the SequeLink Server would be governed by the Default
server data source.

Figure 1-2. Sequelink Clients Specifying Server Data Sources
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Server data sources use SequelLink service attributes to define
functionality. For example, if you set DataSourceReadOnly=
Select, the client application will only be able to perform Select
statements when using that service.

NOTES:

B Sequelink service attributes beginning with "DataSource",
such as DataSourceReadOnly, are server data source
attributes. Server data source attributes are always dynamic.

B Sequelink Agent services do not have server data source
attributes.
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Only commonly used service attributes are included in the default
configuration of a SequeLink service. To configure other
attributes, you must add that attribute explicitly to your
SequelLink configuration.

For instructions on configuring server data sources using the:

m SequeLink Manager MMC Snap-in, see Chapter 3
“Configuring SequeLink® Services Using the SequeLink
Manager Snap-in” on page 63.

B SequelLink Manager Command-Line Tool, see Chapter 5
“Using the SequelLink® Manager Command-Line
Administrator” on page 99.

m Sequelink Manager for z/OS, see Chapter 7 “Configuring
SequelLink® Services Using the SequelLink® Manager for
z/OS” on page 129.

Client Data Sources

Client data sources are minimal data source containing the host,
port, and server data source, that are configured on the
Sequelink Client and provide connection instructions to a
Sequelink data access service. When a client application connects
to a SequelLink data access service using a SequelLink Client, the
data access functionality of the session is governed by a set of
data source and service attributes for the SequelLink data access
service. These attributes are configured on the server. These
attributes are configured on the server.

Client data sources are required when configuring the Sequelink
Client for oDBC or the SequelLink Client for ADO. For SequeLink
Client for JDBC, you can configure either a client data source or a
connection URL. SequelLink Client for .NET clients do not require a
client data source; instead, you configure a connection string.
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See the following chapters for instructions on configuring client
data sources for the SequelLink Client for 0DBC and SequeLink
Client for ADO Client:

m Chapter 8 “Configuring the ODBC Client” on page 169
m Chapter 9 “Configuring the ADO Client” on page 211

See “Specifying JDBC Driver Connection URLs” on page 252 for
instructions on specifying connection URLs for SequeLink Client
for JDBC. Configuring JDBC client data sources is considered an
advanced topic.

See “Specifying Connection Properties” on page 265 for
instructions on specifying connection options for the SequeLink
Client for .NET.

Service Attributes

When a client application connects to a SequeLink data access
service using a Sequelink Client, the data access functionality of
the session is governed by a set of service and data source
attributes for the SequelLink data access service.

When you create a SequelLink service, only commonly used
service attributes are included in the default configuration of a
Sequelink service. The newly created Sequelink service contains
a default server data source called Default, which is configured
with the default values entered during installation.

To configure other service or data source attributes, you must
add each attribute explicitly to your SequeLink configuration.
You configure SequeLink services and their attributes using the
Sequelink Manager.

Sequelink service attributes beginning with Service, such as
ServiceCodePageMap, are Sequelink data access service
attributes that are associated with a server data source.
Sequelink service attributes beginning with "DataSource," such
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as DataSourceReadOnly, are SequeLink data access service
attributes that are associated with a server data source.

Sequelink service attributes are static or dynamic:

m Static attributes require you to restart a SequelLink service
when you add or change the attribute before the change
becomes effective.

m Dynamic attributes become effective after the attribute is
added or changed and the configuration is saved. Most
dynamic attributes affect the behavior of a database
connection; therefore, when you add or change an attribute,
the new values are used for the next connection. Active
connections do not use the new values.

See Appendix D “SequeLink® Service Attributes” on page 491 for
a complete list and description of SequeLink service attributes.

Sequelink® Service Templates

When you install SequeLink Server, at least one SequelLink data
access service is installed using default attributes for that service.
Default service attributes are defined in the SequeLink service
templates. Using the Sequelink Manager, you can create
additional services based on the Sequelink service templates.
Examples of Sequelink service templates include:

[SequeLink 6.0] Agent Service
[SequeLink 6.0] DB2 for LUW service
[SequelLink 6.0] DB2 for z/OS service
[SequeLink 6.0] Informix service
[SequelLink 6.0] JDBC Socket service
[SequelLink 6.0] ODBC Socket service
[SequelLink 6.0] Oracle 10 service
[SequelLink 6.0] SQL Server service
[SequeLink 6.0] Sybase service
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See “Creating a SequeLink® Service” on page 66 for information
on creating a SequeLink service and a complete list of SequeLink
service templates.

Monitoring SequeLink® Service Activity

Sequelink can monitor services, sessions, statements, and data
access events. To configure what you want Sequelink to
monitor, you can use the SequelLink Manager. For information
about setting monitoring profiles using the:

B SequelLink Manager Snap-in, see Chapter 3 “Configuring
SequelLink® Services Using the SequelLink Manager
Snap-in” on page 63.

B SequelLink Manager Command-Line Tool, see Chapter 5
“Using the SequelLink® Manager Command-Line
Administrator” on page 99.

m Sequelink Manager for z/OS, see Chapter 7 “Configuring
Sequelink® Services Using the SequelLink® Manager for
z/OS"” on page 129.

You can integrate SequeLink monitoring with the Windows
Performance Monitor tool, which allows you to access
monitoring information from this Windows tool. See
“Integrating SequelLink® Monitoring with the Windows
Performance Tool” on page 85 for instructions on integrating
SequelLink monitoring with the Windows Performance Monitor
tool.

Event Handling

All important server actions, such as data access activity and
stopping and starting the server, cause an event to be
generated. Depending on which SequelLink profiles are active,
the information generated by the event is displayed as it occurs
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on the runtime monitor and stored in a file named the event
trace file. By default, the event trace file is located in the
installdir/tracing directory, where installdir is your SequeLink
Server installation directory.

By setting profiles in your SequelLink service configuration to
control which events are traced, you can inspect information
generated by these events. Event tracing allows you to monitor
ongoing activity, troubleshoot problems, and fine-tune your data
access infrastructure. For example, if you want to monitor the
number of transactions a SequeLink Server processes for capacity
planning purposes, you could set a profile in the SequeLink
service configuration to return only that information. In addition,
the information stored in the event trace file is persisted,
meaning that you can inspect the information at a later time.

Events are identified by:

B AneventID

m The service in which the event occurred
B The time the event occurred

m List of attributes and their values

Examples of information that can be monitored and traced are
SQL statements, number of transactions, failures, and
authentication information.

See “Configuring Event Tracing” on page 86 for instructions on
configuring the events to be monitored and traced by the
Sequelink Manager.
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About SequelLink® Threading Models

The type of connection model you choose for your SequeLink
configuration partly depends on your SequelLink Server
platform, the scalability requirements, and whether you are
using the distributed transaction functionality of a DBMS.
Sequelink provides the following types of connection models:

m The ThreadPool connection model starts SequeLink with a
preallocated minimum number of threads that can be
increased when needed to a specified maximum number of
threads. These threads can be shared by multiple SequeLink
Clients connected to the SequelLink Server. This connection
model provides optimum scalability—many client
connections can be serviced with the same system resources
on the server. It is the default connection model for all
platforms. (ServiceConnectionModel=ThreadPool)

b4 a NOTE: If you are using distributed transactions with DB2

~y Universal Database (UDB) on Linux, UNIX, or Windows
platforms, do not use the ThreadPool connection model; use
the Process/Connection model.

See “Allocating the Number of Threads to the Thread Pool”
on page 42 and “Returning Threads to the Thread Pool” on
page 42 for more information about configuring how the
thread-pool engine operates.

m The Process/Connection connection model creates a separate
operating system process for each SequeLink Client
connection request. This connection model is not valid on
z/0S. (ServiceConnectionModel=Process/Connection)

D24 E NOTE: If you are using distributed transactions with DB2 UDB
Unix on Linux, UNIX, or Windows platforms, use this model.

B The Thread/Connection connection model provides a
dedicated thread for each SequelLink Client connection to a
SequelLink Server. Use the Thread/Connection connection
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z/0S

model for client applications that are database-intensive, such
as bulk load or bulk transfer applications.
(ServiceConnectionModel=Thread/Connection)

See Appendix D “SequeLink® Service Attributes” on page 491 for
more information about service attributes.

Allocating the Number of Threads to
the Thread Pool

Sequelink can accommodate both low and high user activity by
using a minimum number of pre-started threads in the thread
pool that can be dynamically increased to accommodate peak
user activity. When the Sequelink Server is started, the number of
threads specified by the ServiceMinThreads service attribute will
populate the thread pool to wait for data access requests from
Sequelink Clients. If, during the working day, frequent user
activity causes the number of threads specified by
ServiceMinThreads to be active concurrently, SequeLink Server
will dynamically create additional threads up to the number
specified by the ServiceMaxThreads service attribute.

NOTE: On z/OS, a thread is equivalent to an attached TCB.

Returning Threads to the Thread Pool

Sequelink allows you to accommodate idle periods and heavy
workload traffic by setting service attributes that let you govern
when threads are returned to the thread pool, and consequently,
when the threads become available to service other client
connections.

The DataSourceThreadMaxRpc attribute specifies the maximum
number of data access requests to be accepted from the same
client before the thread allocated to that connection is returned
to the thread pool. For example, if DataSourceThreadMaxRpc=10,
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the thread will not be returned to the thread pool until after
10 requests have been made. When the time specified by the
DataSourceThreadRpcTimeOut attribute has been exceeded, the
thread is returned to the thread pool to serve another
connection. This attribute avoids a client connection
monopolizing a thread by not responding to it in a timely
manner.

The ServiceThreadLockThreshold attribute specifies a percentage
of the value specified by the ServiceMaxThreads attribute. When
the number of active threads is less than this percentage, a
connection that has executed more RPCs than the value specified
by the DataSourceThreadMaxRpc attribute on the current
thread is allowed to lock this thread for the time specified by the
DataSourceThreadRpcTimeOut attribute. For example, if
ServiceMaxThreads=10 and ServiceThreadLockThreshold=50, and
only 4 threads are active, a connection can lock the thread it is
using for another time period specified by the
DataSourceThreadRpcTimeOut attribute.

These data source attributes ensure that the Sequelink Server
can continue to process additional client data access requests,
even under heavy workload conditions that can cause all threads
to be active concurrently.
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Part 1: Configuring and
Managing SequelLink® Services

This part contains the following chapters:

Chapter 2 “Using the SequelLink® Manager Snap-in” on
page 47 describes how to use the SequeLink MMC Snap-In
Administrator.

Chapter 3 “Configuring Sequelink® Services Using the
Sequelink Manager Snap-in” on page 63 describes how to
create and manage server data sources with the Sequelink
MMC Snap-In Administrator.

Chapter 5 “Using the SequelLink® Manager Command-Line
Administrator” on page 99 describes how to use the
SequelLink Command-Line Administrator Tool, issue
SequelLink Manager commands, and lists some commonly
used SequeLink Manager commands.

Chapter 4 “Managing Data Access Activity Using the
SequelLink® Manager Snap-in” on page 91 describes the tasks
you perform to manage and monitor SequelLink service
activity using the SequeLink MMC Snap-In Administrator.

Chapter 6 “Using the SequelLink® Manager for z/OS" on
page 113 describes how to use the SequelLink Manager for
z/OS.

Chapter 7 “Configuring Sequelink® Services Using the
SequeLink® Manager for z/OS” on page 129 describes the
tasks you may need to perform to configure and manage
Sequelink Server for z/OS services locally from a z/OS
machine.
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2 Using the SequeLink®
Manager Snap-in

z/OS

E On the Windows platforms on which SequeLink Server runs, you

can use the Sequelink Manager Snap-in to configure, manage,
and monitor your SequelLink environment on the same machine
or on a remote networked machine. The SequelLink Manager
MMC Snap-in is designed as a snap-in tool to the Microsoft
Management Console (MMCQ). This chapter describes how to use
the SequeLink Manager MMC Snap-in. See “SequelLink® Server
System Administration” on page 29 for more information about
the SequeLink Manager.

NOTE: To configure and manage Sequelink services on z/OS or to
create z/OS-specific core entities such as UID maps, DB2
interfaces, use the Sequelink Manager for z/OS. See Chapter 7
“Configuring Sequelink® Services Using the SequeLink® Manager
for z/OS” on page 129 for more information. Monitoring can be
performed using any SequeLink Manager.

Adding the SequelLink® Manager Snap-in to

the MMC

Before you can use the SequeLink Manager MMC Snap-in to
administer a remote SequelLink Server, you must add it to the
MMLC. You do not need to add the SequeLink Manager Snap-in
to the MMC if you are administering a local SequeLink Server
because a default .MSC file, which defines the local SequeLink
Manager configuration, is installed when you install SequeLink
Server. For local administration, you can simply open the .MSC
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file in the MMC. The default .MSC file is named sladmin60.msc
and is installed in the installdinadmin directory, where installdir is
your Sequelink Server installation directory (for example,
C:\Program Files\DataDirect\slserver60\admin).

When you add the SequeLink Manager MMC Snap-in to the
MMC, you must choose a configuration option to connect to a
SequelLink Agent on the same machine or connect to a Sequelink
Agent on another machine. Once you have added the
configuration to the MMC, you can save the configuration in an
.MSC file.

To add the SequeLink Manager MMC Snap-in to the MMC:

1 Start the MMC. Select Start / Run, and type mmc in the Open
field; then, click OK. An MMC console window appears.

Tﬁ Consolel H=] 3

File Action VYiew Favorites | Window  Help

" Console Root
= | m Name

-
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2 From the MMC toolbar, select File / Add/Remove Snap-in.
The Add/Remove Snap-in window appears.

Add/Remove Snap-in

Standalane | E stensions I

Use thiz page to add or remove a standalone Snap-in from the console.

2 x|

Snap-ing added to: I-

[

— Diescription

Add... | Bemowve I

Abaout.. |

Ok | Cancel
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3 C(lick Add. The Add Standalone Snap-in window appears.

Add Standalone Snap-in 2=l
Available Standalone Snap-ins:
| Wendor | :I
[ atalirect Technologies
=2, Device Manager Microzoft Corporation
E Digk Defragmenter Enecutive Software Inte..
(L Digk anagement WERITAS Software Cor...
Ewent Viewer Microsaft Corporation
,@ Fax Service Management Microgoft Corporation
[OFolder
2 FrontPage Server Estensions
@ Group Policy Microzoft Corporation
Q Ihdexing Service Microzoft Corporation, 1. j
o
— Dezcrption
Sequelink Manager
Add Cloze
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4 From the Available Standalone Snap-ins list, select the
DataDirect Sequelink 6.0 Manager, and click Add. The Add
SequelLink Manager window appears.

Add SequeLink Manager x|

Welcome to the SequeLink Manager Snap-In

This wizard will guide wou through the process of setting up Sequelink Manager,
Choose one of the Following modes and click Mext,

@ Uze thiz option if pou want to administer
Sequelink on the local host

" Remote Host

@ Llze this option if you want to adminizter
Sequelink on a remate hozt

" Offline Canfiguration

& Troublezhooting anly. Use thiz mode only
if you don't have a running agent available

< Back I Heut » I Cancel

5 Choose one of the following SequelLink Manager
configuration options:

m Choose the Local Host option to configure and manage
Sequelink services on the same machine. Continue with
“Local Host Configuration” on page 52.

m Choose the Remote Host option to configure and
manage Sequelink services on another machine.
Continue with “Remote Host Configuration” on page 54.
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B Choose the Offline Configuration option to open the local
configuration file in offline mode. You must specify the
local configuration file in the Configuration File field. The
local configuration file is installdincfg\swandm.ini where
installdir is the SequelLink Server installation directory.

IMPORTANT: Only use this option when instructed to do so
by DataDirect Technologies technical support.

Local Host Configuration

1 On the Add SequeLink Manager window, select the Local
Host option; then, click Next.

Add Sequelink Manager

Walcome to the SequeLink Manager $nap-In

This wizard will quide vou through the process of setting up Sequelink Manager,
Choose one of the following modes and click Mext,

@ Llze this ophaon if you want to administer
SequeLink on the local host
" Hemate Host
@ |Uze thiz option if pou want to administer
SequeLink on a remate host
" Difline Configuration

& Troubleshooting only. s thiz mode anly
if you don't have a running agent available

< Back I Mest » I Cancel
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2 The Local window appears showing the location and name of
the local configuration file in the Configuration File field.
The local configuration file defines SequeLink Server
configuration information such as SequeLink services, server
data sources, and profiles.

NOTE: The default local configuration file is
installdincfg\swandm.ini, where installdir is the SequeLink
Server installation directory.

Add SequeLink Manager x|

Configuration file

Please enter the full path of your SequeLink configuration fle,
Click Finish to complete the wizard,

Configuration File: gram FileshD ataDirecthzlmanagerb0hcighawandnm. in

< Back I Finigh I Cancel |

Click Finish. The SequeLink Manager MMC Snap-in is added
to the MMC.

You can now use the SequelLink Manager MMC Snap-in to
configure and manage Sequelink services on the same
machine.

3 Tosave the Sequelink Manager MMC Snap-in to an MMC file
(.MSCQ), select Console / Save from the MMC console window.
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Remote Host Configuration

IMPORTANT: Before you can add the SequelLink Manager MMC
Snap-in to the MMC as a remote host configuration, make sure
that the Sequelink Agent is active on the remote host.

1 On the Add SequelLink Manager window, select the Remote
Host option. Then, click Next.

Add SequelLink Manager x|

Welcome to the SequeLink Manager Snap-In

This wizard will quide ywou through the process of setting up Sequelink Manager.
Chaose one of the Fallowing modes and click Hext,

" Local Host

@ ze thiz option if you want to administer
Sequelink on the local host

@ Llze this ophan if you want to administer
SequeLink on a remate host

™ Offine Configuration

& Troublezhooting anly. Use thiz mode anly
if you don't have a running agent available

% Back I Mext = I Cancel
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2 The Add Sequelink Manager window appears.

Add SequeLink Manager x|

SequeLink Agent

Pleaze enter the connection information o your Sequelink Agent,
Click Finish to complete the wizard,

Specify the host an which pour Sequelink &gent iz running.
The host can be specified by either the hozst name or the host address.

Host: ||

The part iz the TCP part on which pour Seguelink Agent iz listening.
The TCF port must be in the range 1024 to 65534,

TCP Paort: I

Encrepted (550 [

< Back I Eirizh | Cancel

Perform the following actions:

a In the Host field, type the host name of the remote
SequelLink server.

b In the TCP port field, type the TCP/IP port the SequeLink
Agent is listening on for connection requests. The port
you specify must be the same as the one specified for the
Sequelink Agent service when the SequelLink Server was
installed; the default is 19995.

¢ If the remote SequeLink Agent service is configured for
SSL encryption, select the Encrypted (SS) check box. This
check box must be selected when connecting to a
Sequelink Agent service enabled for SSL. See
“ServiceSSLEnabled” on page 584 for detailed
information.
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d Click Finish. The SequeLink Manager MMC Snap-in is added
to the MMC.

rm sladming0 - [Console Root'SequeLink 6.0 Manager (tcp://ironflex.datadirect.com:16804)]

“8) Fle Action View Favorites Window Help 18] x||
| - = = L |
- @ EFR R Ve |
|_] Console Root | Sequelink 6.0 Manager (tcp:/fironflex.datadirect.com: 16804)
# Sequelink 6.0 Manager (localhost)
- [ SequeLink 6.0 Manager (tcp:ffironflex.datadirect .com:16804) ;ﬂ@

Mok connected

to Unknown, .,

You can now use the SequeLink Manager MMC Snap-in to
configure and manage Sequelink services on another
machine.

3 To save the Sequelink Manager MMC Snap-in to an MMC file
(.MSQ), select Console / Save from the MMC console window.
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Working with the SequelLink® Manager

Snap-in

The MMC Console window, by default, is divided into two panes.
The left pane shows the console tree in the Tree tab. Each node
in the tree for the SequeLink Manager MMC Snap-in represents
an item in your Sequelink configuration. You can expand any
node in the console tree by double-clicking that node or by
single-clicking the + (plus sign) for that node.

‘i sladminGd - [Console Root' SequeLink 6.0 Manager (localhost)\ Connected to SLAgent6l Sequelink Services'SLagent60... [M[=] E1

) Fle Adion Wiew Favortes Window Help

e~ 08 FHE @ Y00

=8| x|

.'I

) Console Foot
= [ Sequelink 6.0 Managsr (locathost)
= [ Conrected to LAgentsl
=] Sequelink Services

= &, Configuration
= 5 Service Settings

+ 2] Profies
+ B Monikor
| B] Service Event Trace
+ Wy SLOraclkesD [inactive]
#1-1_1 Service Templates

SLiganbed [acthee]
Name [ Type |
"—a\} Configuestion Folder
Momitor Folder
|E] service Event Trace Folder

+] ] Gereral

#1124 Administration Securi
=] Advanced

+ =4 Irstallation par amete
+1- 3 Logging

| =

The Favorites tab of the left pane contains views you have added
to your list of favorites. When you select an item in the left pane,
the right pane (details pane) displays information about the
item you selected or shows wizards you can use to perform

common tasks that affect that item. To use any wizard, click the
wizard icon.
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Connecting to Sequelink® Agents

To view or change information about a local or remote Sequelink
service, you must connect to the Sequelink Agent servicing that
Sequelink service. To connect to a Sequelink Agent, double-click
the SequelLink Agent in the left pane. If a user name and
password are required to connect to the SequelLink Agent, the
SequeLink Manager MMC Snap-in will prompt you for that
information. If prompted for a user name and password, enter
the appropriate user name and password in the connection
dialog box.

Tﬁ sladmin60 - [Console Root'\SequeLink 6.0 Manager (localhost)]
'ﬁ File Action View Favorites Window Help =8| x|
& = BB 2 vowl

1 Console Root | sequetink 6.0 Manager (localhost)
= [i Sequelink 6.0 Manager (localhost) | ﬂ@

ronnected

All Tasks 3
New Window from Here
.ﬂ— Refresh
Stops the Agent. el
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Displaying SequeLink® Service
Attributes

Once you are connected to a SequelLink Agent, you can view the
following types of attributes:

m Attributes of the SequeLink Agent service

m Attributes of any SequeLink data access service (active and
inactive) serviced by the connected SequeLink Agent

Sequelink service attributes are logically grouped into the
following categories:

m General m Application Security

m Advanced m Environment

E Logging m Installation parameters
m Administration Security m \Workarounds

[

User Security

To view the attributes in a specific category, expand the category
by selecting that node or by selecting the + (plus sign) for that
node. See Appendix D “SequeLink® Service Attributes” on

page 491 for a list and description of SequelLink service
attributes for more information.

Refreshing Active Information

You can refresh the active information being viewed in the
SequelLink Manager Snap-in, such as active sessions or active
services, by using the Refresh button on the SequelLink Manager
Snap-in toolbar or by turning on the Auto Refresh option for the
current session. The Auto Refresh option can only be used for
the Monitor node (and all its subnodes) and the Sequelink
Services node. It allows you to specify an interval in seconds to
automatically refresh the display.
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To turn on the Auto Refresh option:

1 Select the node you want to turn on the Auto Refresh option
for, and then, select View / Auto Refresh.

2 Choose one of the following Auto Refresh options:

m Slow (refreshes every 10 seconds)

Normal (refreshes every 5 seconds)

Fast (refreshes every 2 seconds)

Custom (specify a refresh interval in seconds)

The Auto Refresh option is turned off by default and is not saved
when you save your configuration to an .MSC file. To turn off the
Auto Refresh option, select View / Auto Refresh.

Using the SequeLink® Manager Snap-in
Toolbar

Table 2-1 lists some important elements of the toolbar and
describes the actions they allow you to perform.

Table 2-1. SequeLink Manager MMC Snap-in Toolbar

Item Description
Console  Commands that perform the following actions:
menu
New Creates a new console.
Open Opens a console.
Save Saves changes you make to the current
console.
Save as Saves the current console with another
name.

Shortcut Tip: Right-clicking on any item in the console tree displays a
menu allowing you to perform the same actions available from the
toolbar.
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Table 2-1. SequeLink Manager MMC Snap-in Toolbar (cont.)

Item Description
Add/Remove Adds or removes MMC snap-ins to or
Snap-in from the MMC.
Options Options that affect how the console can
be used.
Window Options that affect the console window.
menu
Help Accesses online help for the MMC.
menu
D Creates a new console.
T4 Opens a console.
= P

Saves changes to the current console.

Creates a new window.

Action Commands that perform actions applicable to the selected

menu object. For example, if an active Sequelink Service is
selected, the Stop command is available.

View Allows you to customize how the console appears. It also

menu allows you to turn on the Auto refresh option for the
Monitor nodes and Sequelink Services nodes for the
current session.

Favorites Allows you to add views to your Favorites list.

menu

=) Moves back to the last configurable item in the console
tree.

= Moves forward to the next configurable item in the

console tree.

Moves up one level in the console tree.

Shortcut Tip: Right-clicking on any item in the console tree displays a
menu allowing you to perform the same actions available from the

toolbar.
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Table 2-1. SequeLink Manager MMC Snap-in Toolbar (cont.)

Item Description
Shows or hides the console tree.

Displays the properties of a SequelLink service.

Deletes an attribute when you select it while a service
attribute is selected.

Refreshes active information in the console tree.

Accesses online help for the MMC and for the Sequelink
Manager Snap-in.

Saves all modifications to the configuration file.

Discards all modifications and reverts to the original
configuration file.

Adds a SequelLink data access service.

Saves changes to the Sequelink configuration.

Starts and stops SequeLink services.

®E e e BB X E

Shortcut Tip: Right-clicking on any item in the console tree displays a
menu allowing you to perform the same actions available from the
toolbar.
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3 Configuring SequelLink®
Services Using the Sequelink
Manager Snap-in

This chapter contains the following sections to help you
configure Sequelink services.

m "Configuring SequeLink® Services" on page 64

m "Configuring Server Data Sources Using the SequeLink®
Manager Snap-in" on page 75

m "Configuring Monitoring" on page 79

m "Configuring Event Tracing" on page 86
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Configuring SequelLink® Services

z/OS

This chapter describes how to create and manage SequeLink
services with the SequeLink Manager MMC Snap-in.

To do this...

Start and stop Sequelink services

Create a Sequelink service
Delete a SequelLink service
View service attributes
Change a service attribute
Add a service attribute
Delete a service attribute
Configure monitoring

Configure event tracing

See...

"Starting and Stopping
SequelLink® Services" on
page 65

"Creating a Sequelink®
Service" on page 66

"Deleting a Sequelink®
Service" on page 71

"Viewing Service Attributes"
on page 71

"Changing a Service
Attribute" on page 72
"Adding a Service Attribute"
on page 73

"Deleting a Service
Attribute" on page 74
"Configuring Monitoring"
on page 79

"Configuring Event Tracing"
on page 86

NOTE: Sequelink services for DB2 on z/OS must be created,
started, stopped, and deleted locally using the SequeLink

Manager for z/OS. See Chapter 7 "Configuring SequeLink®
Services Using the SequeLink® Manager for z/OS" on page 129 for
more information about creating and managing SequelLink

services on z/OS.
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Starting and Stopping SequelLink®
Services

NOTE: You can only start and stop the SequeLink Agent locally
from the Sequelink Server on which it runs.

1 From the MMC, right-click the Connected or Not Connected
icon and select Start Agent to start (or Stop Agent to stop)
the SequelLink Agent.

Tﬁ sladminb0 - [Console Root'Sequelink 6.0 Manager (localhost)]
'ﬁ File Action View Favorites Window Help =18 x|
e =» B|lvaws

] Console Root Sequelink 6.0 Manager (localhost)
- [§ Sequelink 6.0 Manager (localhost) I ﬂ@

+ H ' (
tonnected

Open

Connect
All Tasks 3

New Window from Here

| 4| e [

Stops the Agent.

Help

2 You are prompted to confirm that you want to stop or start
the service. The following dialog box shows an example of
the message that appears when you stop a service.

Stop SLOracle9i |

& Y'ou are going o stop the Sequelink Service SLOraclkesi

zpeedy.na.Datalirect. com.

Stopping thiz Service will cauze all open zeszions to be terminated.
Open zession: may have running ransactions which will be rolled back.

Are you sure pou want to continue?

Click *'es to continue.

3 Click the Yes button to stop or to start the service.
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Creating a SequeLink® Service

When you install SequeLink Server, at least one SequelLink data
access service, and one or more service templates determined by
the SequelLink Server, are installed. You can use the Sequelink
Manager to create additional services based on the SequeLink
service templates and to modify the default service attributes
defined in the service templates:

Zﬁa [SequeLink 6.0] Agent service

z/0S [SequeLink 6.0] Agent service for z/OS

[SequelLink 6.0] DB2 service for z/OS

[SequeLink 6.0] DB2 UDB LUW service

[Sequelink 6.0] DB2 UDB LUW service (enhanced code page support)
[SequeLink 6.0] Informix service (32-bit only)

[SequeLink 6.0] JDBC Socket service (32-bit only)

[SequeLink 6.0] ODBC Socket service

[SequeLink 6.0] ODBC Socket service (enhanced code page support)

b4 [SequelLink 6.0] ODBC Socket service (enhanced code page support -
unix UTF8 encoding)

b ¢ [SequeLink 6.0] ODBC Socket service (enhanced code page support -
o UTF16 encoding)

[SequeLink 6.0] Oracle 9 service (32-bit only)

[SequelLink 6.0] Oracle 9 service (enhanced code page support -
32-bit only)

[SequelLink 6.0] Oracle 10 service

[SequeLink 6.0] Oracle 10 service (enhanced code page support)
[SequeLink 6.0] SQL Server service

[SequeLink 6.0] SQL Server service (enhanced code page support)
[SequelLink 6.0] Sybase service

[Sequelink 6.0] Sybase service (enhanced code page support)
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[SequelLink 6.0] Sybase service (enhanced code page support - UTF8
encoding)

[SequelLink 6.0] Sybase service (enhanced code page support - UTF16
encoding)

z/0OS

NOTE: Unicode ODBC drivers can be written with either UTF-8 or
UTF-16 encoding. When configuring SequeLink Server for ODBC
Socket, choose the appropriate SequeLink service for the ODBC
driver that you will be using. See Chapter 12 "Configuring
Transliteration" on page 277 for more information about
choosing a template.

NOTE: SequeLink DB2 services for z/OS must be created with the
SequeLink Manager for z/OS. See Chapter 7 "Configuring
Sequelink® Services Using the SequelLink® Manager for z/OS" on
page 129 for more information.

In most cases, the SequelLink service templates provide a
configuration that can be used without any modification. Not all
Sequelink service attributes are defined in the templates. See
Appendix D "SequeLink® Service Attributes" on page 491 for a
list of all SequeLink service attributes.
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To create a Sequelink data access service:

1 Inthe console tree, select the SequeLink Agent to service the
new SequelLink data access service.

2 In the Details pane, click the Create a Service wizard. The
wizard prompts you to choose the type of service to create.

Add Sequelink Service x|

Select Service Iype
Select the type of Sequelink Service you want to create and click Nest,

Serice Tipe: [ ~ |

< Biank | [dEsts | Cancel I

From the Service drop-down list, select the type of SequeLink
service you want to create; then, click Next.
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3 The wizard prompts you for service information.

Add S5equeLlink Service

Perform the following actions:

a Inthe Service Name field, type the service name you want
to use for the new service. The service name must be
unique (not used by another service).
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b Inthe TCP port field, type the number of the TCP/IP port
on which the new service will be listening. The port must
be an available port (cannot be used by another service).

¢ Click Next.

4 The wizard prompts you to register the service on the host
machine. The default is to register the service, which makes
the service information available to the operating system.
This is required on Windows if you want to start your service
through the SequelLink Manager or the Service Control
Manager.

Add SequeLink Service

Register Service

Select if you want to register your Service.

On Windows spstems, this ophion will add your Sequelink Service to the Services
[atabaze and reqgister the TCP port as an occupied port number,

On UMES spstems. only the TCP port is registerad.

‘Heqister Service v

e R b

< Back I Finigh I Cancel

5 Click Finish to create the new SequeLink service.
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Deleting a SequelLink® Service

NOTE: Before deleting a SequeLink service, you must stop the
service you want to delete.

1 Right-click the service you want to delete in the left pane,
and select Delete.

2 You are prompted to confirm the deletion. Click OK to
confirm. The service is deleted.

Viewing Service Attributes

To view Sequelink service attributes, select an attribute category
from the Service Settings node. The Details pane shows all
attributes in that category and their current values. For example,
if you select the General category, the ServiceDescription and
ServiceConnectinfo attributes are displayed in the Details pane.

~10/x]
| =L

"fii sladmin60 - [Console Root',SequeLink 6.0 Manager (localhost)iConnecte

) Eile

Window  Help

& | BmB 2 vaoEs

Action  Miew  Fawvarites

[_1 Console Rook

-4 SLAgenten [active]
E';‘f:h SLraclesD [inactive]
EI‘S{\ Configuration
E@ Service Settings
(5 General
-3 Advanced

- Logging

@ Service Security
@ User Security
@ Data Source Settings
@ Profiles

[]--- Service Event Trace
-0 Service Templates

-[58] Installation paramete

|

General 2 attributeis)

B ﬁ Sequelink 6.0 Manager {localhost) Aktribute | Tvpe | Value
B g I(F:_Eln;ectecll_.tokfémgfantsﬂ b SepviceDescription Sring [Sequelink 6.0] Cracle 10 service
- equelink Services
i abi SepviceConnectInfo Stiing  Lop!//NC-BKENT1,19996
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NOTE: Only commonly used attributes are included in the
configuration of a newly created SequelLink service. To configure
other attributes, you must add the attribute explicitly to your
SequelLink configuration.

See Appendix D "SequeLink® Service Attributes"” on page 491 for
a description of the service attributes.

Changing a Service Attribute

1 Right-click any service attribute and select Properties. The
properties window for that attribute appears.

For example, to change the ServiceMaxThreads attribute,
right-click ServiceMaxThreads, and select Properties. The
ServiceMaxThreads Properties window appears.

ServiceM axThreads Properties K |
General |

Attribute; |S ervicet asThreads

Tupe; |Integer: [5 - B4000)
Walle:

k. I Cancel | LEpli |

2 Type a new value for the attribute in the Value field, and click
OK. The attribute is changed.

3 Save the configuration.

NOTE: When you add or change a static attribute, you must
restart the Sequelink service before the change takes affect.
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Dynamic attributes become effective after the attribute is
added or changed and the configuration is saved.

Appendix D "SequeLink® Service Attributes" on page 491
describes the service attributes and specifies whether each
attribute is static or dynamic.

Adding a Service Attribute

1 Right-click any service attribute category, and select
New / Attribute. The New Attribute window appears.

Hew Attnbute ER
Attribute; I j
Tupe: |
Walue:

] I Cancel |

NOTE: If you do not know the attribute category, you can
right-click the Service Settings node, and select

New / Attribute. In this case, the drop-down list displays all
attributes.

2 From the Attribute drop-down list, select the attribute you
want to add to the service. The Type field adjusts to show the
type of value required.

NOTE: If an attribute is already defined and only one
instance of the attribute is allowed, the attribute is not
displayed in the drop-down list.

3 Inthe Value field, type a value for the attribute (or in some
cases, select an option), and click OK. The attribute is added
to the service.
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4 Save the configuration.

NOTE: When you add or change a static attribute, you must
restart the SequelLink service before the change takes affect.
Dynamic attributes become effective after the attribute is
added or changed and the configuration is saved.

See Appendix D "SequeLink® Service Attributes" on page 491 for
a description of the service attributes.

Deleting a Service Attribute

1 Right-click the SequelLink service attribute you want to delete,
and select Delete.

2 You are prompted to confirm the deletion. Click OK to
confirm. The attribute is deleted from the service
configuration.

3 Save the configuration.

NOTE: When you delete a static attribute, you must restart the
Sequelink service before the change takes affect. Deletion of
dynamic attributes becomes effective after the attribute is
deleted and the configuration is saved.

See Appendix D "SequeLink® Service Attributes" on page 491 for
a description of the service attributes.
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Configuring Server Data Sources Using the
SequeLink® Manager Snap-in

This section describes how to create and manage server data
sources with the SequeLink Manager MMC Snap-in. See "Data
Sources" on page 34 for more information about data sources.

To do this...
Create a server data source

Delete a server data source
Rename a server data source

View server data source
attributes

Add a server data source
attribute

Change the default value of a
server data source attribute

See...

"Creating a Server Data Source"
on page 76

"Deleting a Server Data Source"
on page 77

"Renaming a Server Data
Source" on page 77

"Viewing Server Data Source
Attributes" on page 77

"Adding a Server Data Source
Attribute" on page 78

"Changing the Value of a Server
Data Source Attribute" on
page 79
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Creating a Server Data Source

1 Right-click the Data Source Settings node and select
New / Data source. A new server data source appears in the
Details pane.

i siadmino0 - (Console Root\sequeLink 60 Manager (icalhost)\Connected to SLAgent60\Seas 10/
“B) e Acton Vew Fevprtes Window Heb =18 x|
- Am e XFR R VvowH8

] Console Root a | | New Data source

=@ SequeLink 6.0 Manager (localhost)

Name T
= Connected to SLAgents0 -;_-;I—g-ma‘ | ny |
(=] Sequelink Services el oyl
- ¥y SLAgent60 [active] ~
- 4y SLSQLServers0 [active] (8 User Security Folder
=4 SQLServer2000sl60atf_A [active]
= é\\ Configuration

i (3 Service Settings

(- (=] Data Source Settings
1 ¥F Vs
- #3 Default

] ovs

143 IVS

+ [+
t

v L
(=4 Profiles
[ Monitor

[#-| 8] Service Event Trace =l

2 When created, the new data source is an editable field. Type
the name of the data source and press ENTER.

3 Save the configuration.

When you create a server data source, the attributes for the new
server data source are copied from the default data source. This
default data source is created when the data access service is
created. See "Viewing Server Data Source Attributes" on page 77
for instructions on viewing server data source attributes. See
"Changing the Value of a Server Data Source Attribute" on

page 79 for instructions on changing server data source
attributes.
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Deleting a Server Data Source

1 Right-click the server data source you want to delete, and
select Delete.

2 You are asked to confirm the deletion. To confirm, click OK.
The server data source is deleted.

NOTE: You cannot delete the Default data source.

3 Save the configuration.

Renaming a Server Data Source

1 Right-click the server data source you want to rename, and
select Rename. The data source becomes an editable field.
Type the name of the data source, and press ENTER.

2 Save the configuration.

Viewing Server Data Source Attributes

To view attributes for a data source, select the server data
source. The available attribute categories appear in the Details
pane. To view the attributes, select any attribute category. The
attributes and their values appear in the Details pane. See
Appendix D "SequeLink® Service Attributes" on page 491 for a
description of the service attributes.
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Adding a Server Data Source Attribute

1 Right-click the data source to which you want to add an
attribute, and select New / Attribute. The New Attribute

window appears.

Mew Attribute |

Attribute: I j

Type: |

Walle:

| [k I Cancel

2 Inthe Attribute drop-down list, select the attribute you want
to add to the server data source. The Type field adjusts to
show the type of value required.

3 Inthe Value field, change the default value of the attribute if
necessary; then, click OK. The attribute is added to the server
data source.

4 Save the configuration.

See Appendix D "SequelLink® Service Attributes"” on page 491 for
a description of the attributes that apply to data sources.
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Changing the Value of a Server Data
Source Attribute

When you create a server data source, the attributes of the new
data source are copied from the default data source.

To change the value of a server data source attribute:

1 Right-click the data source attribute, and select Properties.
The Properties window for that attribute appears.

2 Type a new value for the attribute in the Value field, and
click OK. The attribute is changed.

3 Save the configuration.

See Appendix D "SequeLink® Service Attributes" on page 491 for
a description of the attributes that apply to data sources.

Configuring Monitoring

SequelLink provides the following levels of monitoring for
Sequelink data access services, listed here from highest-level to
lowest-level. Some of the monitoring levels are also supported
for the Sequelink Agent service.

m Service monitoring monitors these activities by service:

Statistics of received packets and sent packets
Sessions started and statements opened
Active statements and sessions

Fetched rows and affected rows

Transactions
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B Session monitoring monitors these activities by session within
a service:

Statistics of received packets and sent packets
Statements opened and active statements

Fetched rows and affected rows

Transactions

Information about each session, such as start time, client
information (network address, data source used by the
client, and type of client), native database session
identification, and database user

B Statement monitoring monitors these activities by statement
within a session:

* Fetched rows and affected rows
e SQL statements issued

To enable monitoring at one of the listed levels, higher-level
monitoring must be enabled. For example, you cannot monitor
Session information unless Service monitoring is enabled.
Similarly, you cannot monitor Statement information unless both
Service monitoring and Session monitoring are enabled.

)( On Linux/UNIX, both a monitoring and an event trace profile are
unix  enabled when you install SequeLink Server.

After installation, you can create a monitoring profile or modify
an existing profile.

NOTES:

B You can configure only one monitoring profile for each
SequelLink service.

m After changing the connection model for a service, you must
delete any monitoring or event profiles for the service. For
example, if you changed the connection model from
Threadpool to Threadconnection, you must delete the
monitoring and event profiles, and create new profiles.
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You can integrate SequeLink monitoring with the Windows
Performance Monitor tool, which allows you to access
monitoring information from the Windows tool.

Creating a Monitoring Profile

1 Select the Profiles node for a Sequelink service (beneath the
Configuration node). Select Action / New / Monitoring
Profile. The Monitoring Properties window appears.

Monitoring Properties E |

E nable konitoring I

— Service Manitoring

[" received packet size (avg) [ statements opened W active sessions
[ sent packet size [avg) [ active statements [T affected rows
v sessions started [ fetched rows [ hanzactions

— Sezsion Maonitoring

v Enable
[ received packet size (aval [ active statements [ hansactions
[ zent packet size [avg) [ fetched rows W info
[ statements opened [ affected rows

— Statement Monitaring

[ Enable
™| fetchedimaws (et ™| affected rowe (st =} =qllfist]
7| fetchediows 7| affected ows

QK | Cancel I Lppli |

For Windows users: When you create a profile, the Enable
Performance Monitoring window appears before the
Monitoring window if you have the Windows Performance
Monitor tool installed on the same Windows server on which
the SequelLink Server and SequeLink Manager Snap-In are
installed.
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If you want to integrate SequelLink monitoring with the
Windows Performance Monitor tool, select the Enable check
box. Then, click Next. The Monitoring Properties window
appears.

See "Integrating SequelLink® Monitoring with the Windows
Performance Tool" on page 85 for instructions on integrating
Sequelink with the Windows Performance Tool.

2 Perform any of the following actions in the Monitoring
window:

B To enable a type of monitoring (Service Monitoring,
Session Monitoring, and Statement Monitoring), select the
Enable check box within the appropriate Monitoring
group. Remember that to enable monitoring information
at a monitoring level, you must enable the higher-level
monitoring. Therefore, if you disable Service Monitoring,
all lower-level monitoring information is also disabled.

m To enable a property, select the check box beside the
property.

m To disable types of monitoring (Service Monitoring,
Session Monitoring, and Statement Monitoring), clear the
Enable check box within the appropriate Monitoring

group.
B To disable any property, clear the check box beside the
property.
3 Click OK.

4 Restart the SequelLink service to activate the new monitoring
profile.
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Changing an Existing Monitoring
Profile

1 Select the Profiles node for a Sequelink service (beneath the
service's Configuration node). The monitoring profile is
displayed in the Details pane. Double-click the monitoring
profile. The Monitoring Properties window appears.

Monitoring Properties [ 2]

E nable konitoring I

— Service Manitoring

[ received packet size (avg] [ statements opened v active sessions
[ zent packet size [avg] [ active statements [ affected rows
[V sessions started [ fetched rows [ hansactions

— Sezsion Manitoring

V¥ Enable
[ received packet size [avg] [ active statements ™ tanzactions
[ sent packet size [avg) [ fetched rows v/ info
[ statements opened [ affected rows

— Statement Monitaring

[ Enable
™| fetchedimaws [(ast] ™ affected rows st =} =qllfizst]
I feteliediraws 7| aftested rows

ak. | Cancel I Spply
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Perform any of the following actions in the Monitoring
window:

m To enable a type of monitoring (Service Monitoring,
Session Monitoring, and Statement Monitoring), select the
Enable check box within the appropriate Monitoring
group. Remember that to enable monitoring information
at a monitoring level, you must enable the higher-level
monitoring. Therefore, if you disable Service Monitoring,
all lower-level monitoring information is also disabled.

B To enable a property, select the check box beside the
property.

m To disable types of monitoring (Service Monitoring,
Session Monitoring, and Statement Monitoring), clear the
Enable check box within the appropriate Monitoring

group.

m To disable a property, clear the check box beside the
property.

Click OK.

Restart the SequelLink service to activate the changed
monitoring profile.

Deleting a Monitoring Profile

1

Select the Profiles node for a SequelLink service (beneath the
service’s Configuration node). The existing monitoring profile
is displayed in the Details pane.

Right-click the monitoring profile, and select Delete.

You are prompted to confirm the deletion. Click OK to
confirm. The profile is deleted from the service configuration.

Save the configuration.
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Integrating SequelLink® Monitoring
with the Windows Performance Tool

E If you are integrating SequeLink monitoring with the Windows
= Performance Monitoring tool on the Windows platforms on

which the SequeLink Server runs, you must explicitly set the
required counters in the Windows registry. When the SequeLink
Server installation finishes, the files SWEVPERF.INI and
SWEVPERF.H appear in your temporary directory (for example,
C:\temp).

To integrate SequelLink monitoring with Windows performance
monitoring:

1

Using a command prompt, change the directory to the
directory containing the SWEVPERF.INI file (for example,
C:\temp).

Type the following command; then, press ENTER:
lodctr swevperf.ini

If you do not have an active (enabled) monitoring profile
that is configured for integration with the Windows
Performance Monitor tool, configure one. See "Configuring
Monitoring" on page 79 for instructions on configuring
monitoring. To activate a new monitoring profile, restart the
SequelLink service for which you defined the profile.

NOTE: If you have a monitoring profile that is not configured
for integration with the Windows Performance Monitor Tool,
delete that monitoring profile and create one that is
configured for integration. Integration must be configured
when you create the profile.

Start the Windows Performance Monitor tool and select the
Add to Chart menu item. In the window that appears, select
the Sequelink 6.0 Services object and select the counters you
want to monitor from the Instance list box.
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Configuring Event Tracing

Events are generated when the client application accesses data
and when specific server activities occur, such as when a service
starts or an error occurs. Depending on which SequelLink profiles
are active, the information generated by the event is displayed as
it occurs in the runtime monitor and is stored persistent in the
event trace file.

By default, the event trace file is located in the installdirttracing
directory where installdir is your SequeLink Server installation
directory.

)( On Linux and UNIX, both a monitoring and an event trace profile
unix are enabled when you install SequeLink Server.

NOTE: You can configure only one event trace profile for each
Sequelink service.
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Creating an Event Trace Profile

1 Select the Profiles node for a Sequelink service (beneath the
service's Configuration node). Select Action / New / Event
Trace Profile. The Event Tracing Properties window appears.

Ewent Tracing Properties EE
Ewents I

Check which Events you want to write to the Seguelink Event Trace.

— Events
Ewent processing Starting il ol Se_wi.ce v Statemer?t
Ewent processing Stopping ¥ Session ¥ Transaction
Curzaor Closed [w | Metwark ¥ Others
Curzar Opened v Ermor
Debug Tracing
Error Intermal ;I Check Al Uncheck Al

You may achieve additional filtering by selecting one or more
eventz and specifying a filker string below.

— Filter

Check S_lgntahcl

0Ok | Cancel I SEply |

2 Enable and disable events:

m To enable a group of events, select the check box beside
the appropriate group name (Service, Session, Network,
Error, Statement, Transaction, or Others).

B To enable individual events, select the check box beside
the event in the scroll box. See Appendix E "SequeLink®
Events" on page 589 for a list and a description of all
events.

m To disable a group of events, clear the check box beside
the appropriate group name (Service, Session, Network,
Error, Statement, Transaction, or Others).
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NOTE: Event names that do not start with Service, Session,
Network, Error, Statement, or Transaction are Other
events (for example, Cursor Closed).

m To disable individual events, clear the check box beside the
event in the scroll box.

3 Optionally, you can place a filter on any event or group of

events. To add a filter, type the filter in the Filter text box.
Some events have a set of attributes. You can place a filter on
the attributes of an event. For example, if you want to
monitor and trace only authentication events for sessions
started by administrators, you could write the following filter
for the Session Authenticated event:

${Authorization} = "administrator"

See Appendix E "SequeLink® Events" on page 589 for an
explanation of the filter syntax, and a list and description of
the attributes for each event.

Click Next. The Add Event Trace Profile window appears. Click
Finish in this window to add the profile.

Save the configuration.

Restart the SequelLink service to activate the new event trace
profile.
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Changing an Existing Event Trace

Profile

1 Select the Profiles node for a Sequelink service (beneath the
Configuration node). The existing event trace profile is

displayed in the Details pane. Double-click the event trace
profile. The Events window appears.

Event Tracing Properties EiE3

Events |

Check which Events you want to write ta the Sequelink Event Trace.

—Eventz
Event processing Starting ﬂ v SEIVi_CE 7 Statemerjt
Event processing Stopping ¥ Session W Transaction
v Cursar Closed ¥ Metwork ¥ Others
Curzor Dpened V¥ Emor
Debug Tracing
Errar Internal =] Check All | Uncheck & |

Y'ou may achieve additional filkering by selecting one or more
events and specifving a filker string below,

Filter

Check Sgnta:-:l

0K | Cancel I Al |

2 Enable and disable events:

m To enable a group of events, select the check box beside
the appropriate group name (Service, Session, Network,
Error, Statement, Transaction, or Others).

B To enable individual events, select the check box beside
the event. See Appendix E "SequeLink® Events" on
page 589 for a list of all events and their definition.
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m To disable a group of events, clear the check box beside
the appropriate group name (Service, Session, Network,
Error, Statement, Transaction, or Others).

m To disable individual events, clear the check box beside the
event in the scroll box.

3 Optionally, you can place a filter on an event or group of

events. Type a filter in the Filter text box. Some events have a
set of attributes. You can place a filter on the attributes of an
event. For example, if you want to monitor and trace only
authentication events for sessions started by administrators,
you could write the following filter for the Session
Authenticated event:

${Authorization} = "administrator"

See Appendix E "SequeLink® Events" on page 589 for an
explanation of the filter syntax, and a list and description of
the attributes for each event.

Click OK.
Save the configuration.

Restart the SequelLink service to activate the new event trace
profile.

Deleting an Event Trace Profile

1

Select the Profiles node for a Sequelink service (beneath the
service’s Configuration node). The existing event trace profile
is displayed in the Details pane.

Right-click the event profile, and select Delete.

You are prompted to confirm the deletion. Click OK to
confirm. The event profile is deleted from the service
configuration.

Save the configuration.
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4 Managing Data Access
Activity Using the SequelLink®
Manager Snap-in

This chapter describes the tasks you perform to manage and
monitor data access activity using the SequelLink Manager MMC

Snap-in.

To do this...
Kill a session
View event tracing information

View details about an active
service

View active sessions and details
about an active session

See...
"Killing a Session" on page 92

"Viewing Event Tracing
Information" on page 92

"Viewing Details About an
Active Service" on page 96

"Viewing Active Sessions and
Details About an Active
Session" on page 97
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Killing a Session

NOTE: To view or kill sessions for a SequeLink service, monitoring
must be enabled for the service. See "Configuring Monitoring"
on page 79 for information about enabling monitoring for a
SequelLink service.

To kill a session:

1 Click the Monitor / Active sessions node of the SequeLink
service. The Details pane shows a list of active sessions.

2 Right-click the session you want to kill, and select Kill.

Viewing Event Tracing Information

You can view all events of a service or filter the events to view.
You can also use the Find function to search for a specific event in
the events that are displayed in the Details pane.

NOTE: When the service event trace is refreshed, it is possible that
the displayed information may no longer be available in the
event trace file because the event trace file is circular, meaning
that the oldest events are overwritten with the newest events. If
this happens, the SequeLink Manager displays Information not
available.

See "Event Handling" on page 39 for general information about
event handling.
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To view event trace information:

1 Click the Service Event Trace node of a service. The Details
pane displays a list of all events, which depends on how
event tracing is configured.

‘in sladmin60 - [Console Root\Sequelink 6.0 Manager (localhost)\Connected to SLAgent60\Sequelink \
%) Ele Acton View Favorites Window Hep | =181 %]
e«=» A0 FRE 2 vl
=] E Sequelink 6.0 Manager (localhost) ﬁ Service Event Trace 64936 event(s)
= a Emdnd to SLAgent60 Date [ Time i Event :I
& Sequelink Servicer. (&) 4f2/2007 6:16:22PM Session Started -
- SLAgents0 [active] G 1.4 "
- @ SLSQLServersO [active] }__)4,*21200? 6:14:52PM Service Params
&) SQLServer2000s60atf A [actve] é) 4/2/2007 6:14:52PM Service startgd
&, Configuration >)4_-’2}2007 12:13:15PM Service Stopping
(8 Monitor & 47272007 12:13:15PM Session Stopped
= 5] tTrace &) 4/2/2007 12:13:14PM Session Authenticated
-4 SQLServer2005s60atf_A [actve] (&) 41272007 12:13:14PM Session Params
- ¥ SQLServer2005sI60atf U [active] (3 4/2/2007 12:13:14PM Session Started
@ % SLDB2UDBSO [active] €3 3/30/2007 5:04:35PM Error Occured
-y DB2VANTSIG0atf_A [active] € 3/30/2007 5:04:35PM Error Occured
# R DB2VENTsIs0atf_U [active] (3)3/30/2007 5:04:35PM Session Stopped
R DB2VENTsI60krbS [active] (@ 3/30/2007 5:04:35PM Statement Closed
- DB2VBNTsI60ga_A [active] (3)3/30/2007 5:04:35PM Statement Closed
& 2 DB2v8NTsl60ga_U [active] <[ |@3/30/2007  si04:358M Statement Closed %
.E m PO WA AIE Nmnl [ i sm1 } ﬂJ "‘_.I I ﬂJ
Done | I
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2 Optionally, you can search for a specific event in the Details
pane. To do this, right-click the Service Event Trace node of a
service; then, select Find Event. The Find Event window

appears.
x|

Event|d: :‘Jn_-,- S N
Generated by:  [SOLServer2000sI60at_A@belg-geertps -Cam'
Time: | |
Attributes ._&!-!!iPl!E..._d: Walue & 4dd
¥ Match case Drl-rhgactmr AR
I™ Match whole word only Up * Down

In this window, perform the following actions:

a Select the type of event you want to view from the
Event ID drop-down list.

b To search down in the event list, select Down in the
Direction group. To search up, select Up.

¢ Optionally, you can define search criteria for the event.
Click Add. The New Attribute window appears. In this
window, select the attribute by which you want to search
from the Attribute drop-down list. In the Value field, type
the search criteria for the attribute. For example, if you
want to search for Session Started events from a certain
client host (such as ‘sales1.company.com’), you would select
Session Started in the Find Event window, click Add, select
Clientinfo from the Attribute drop-down list, and type
salesl.company.com in the Value field.

d Click Find Next to find the next event.
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3 Optionally, you can filter the search to display only specific
events in the Details pane. To do this, click the Service Event
Trace node of a service; then, select View / Filter. The Filter

window appears.

Filter

Filker Events |

Eventz o Wiew:

Selectal |

o]

7] x|
Event Types
W Service W Statement
[¥ Session W Tranzaction
W Metwork W Others
v Errar
Clearall |
Cancel | Appli |

In this window, perform one of the following actions:

m Select the events you want to view from the Events to
View list. To select non-adjacent events from the list, hold
down the CTRL key while selecting the events. To select
adjacent events from the list, hold down the SHIFT key
while selecting the events.

m Select the types of events you want to view by selecting
the appropriate Event Types check boxes. When you
select an event type, the corresponding events are
highlighted in the Events to View list.

4 To view information about a specific event, right-click an
event in the Details pane, and select Properties. The Event
Properties window appears.
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5 Click the Attributes tab to view the attributes for that event.

Event Properties K E3 |
General  Attributes I Help
Attribute | YW alue |

Error code 3061

Eror meszage Authaorization failure.
Sezzionld 2

Clientinfa 10.30.11.79

Idzer name ora301db

Hext | Previous |

0k, I Cancel | e[

Viewing Details About an Active Service

Select the Monitor node of the service for which you want
details. The Details pane shows details about the active service.
The level of detail that is displayed depends on how the
monitoring is configured. See "Configuring Monitoring" on
page 79 for more information.

See "Refreshing Active Information" on page 59 for information
about refreshing information about active services.
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Viewing Active Sessions and Details About an
Active Session

1

Select the Monitor node of the SequelLink service for which
you want to view active sessions.

Select the Active sessions node. The Details pane shows all
active sessions for that SequelLink service.

NOTE: Optionally, you can sort active sessions that appear in
the Details pane based on session name, session type, IP
address, or DBMS user. To do this, click the appropriate
header category at the top of the Details pane. The active
session list is sorted based on the criteria you selected.

To view details about an active session, expand the Active
sessions node. In the console tree in the left pane, select the
session for which you want details. The Details pane displays
details about that session.

See "Refreshing Active Information" on page 59 for information
about refreshing information about active sessions.
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5 Using the SequelLink®
Manager Command-Line
Administrator

This chapter describes how to use the SequeLink Manager
Command-Line Administrator, issue SequeLink Manager
commands, and lists some commonly used SequeLink Manager
commands. See “SequelLink® Server System Administration” on
page 29 for general information about the SequelLink Manager.

Using the SequeLink® Manager
Command-Line Tool

z/0OS

The SequeLink Manager Command-Line Tool runs on Linux,
UNIX, and Windows only. It allows you to configure and manage
your SequelLink environment remotely from a networked client
or locally from a Sequelink Server by issuing commands through
the command-line interface.

You can use any of the following methods to issue SequeLink
Manager commands:

m Direct
m Batch
B Interactive

NOTE: To configure and manage Sequelink services on z/OS or to
create z/OS-specific core entities such as DB2 interfaces, use the
SequeLink Manager for z/OS. See Chapter 7 “Configuring
Sequelink® Services Using the SequelLink® Manager for z/OS" on
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page 129 for more information. Monitoring can be performed
using any SequelLink Manager.

Direct Command Execution

Using direct command execution, you can invoke one command
at a time on the command line. The command syntax for direct
execution is:

executable command name [parameters]

where:

executable is installdinadmin\swcla.exe on Windows and
installdir/admin/swcla.sh on Linux/UNIX. See “Invoking the
SequeLink® Manager Command-Line Tool” on page 103 for the
parameters you can specify when invoking the tool.

command_name is any SequeLink Manager command (short or long
name). See Appendix B “SequeLink® Manager Commands” on
page 439 for a list and description of each command.

parameters are valid options for the specified command. When
using direct command execution to issue a command, you must
provide all of a command'’s required and optional parameters in
the correct position (specify the parameters in the order they are
documented).
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Batch Command Execution

The batch method of executing commands allows you to execute
a script file that contains SequeLink Manager commands. The
command syntax for batch execution is:

executable -1 script file

where:

executable is installdinadmin\swcla.exe on Windows and
installdir/admin/swcla.sh on Linux/UNIX. See “Invoking the
SequeLink® Manager Command-Line Tool” on page 103 for the
parameters you can specify when invoking the tool.

script file is the name of the file to execute. This file can
contain SequelLink Manager commands only. When using a script
file to execute commands, you must provide all of a command’s
required and optional parameters in the script file (specify the
parameters in the order they are documented).

Interactive Command Execution

Using interactive command execution, you do not have to
specify all the command parameters on the command line. The
command-line tool will prompt you for the required parameters.
To start interactive mode, type:

executable
where:

executable is installdinadmin\swcla.exe on Windows and
installdir/admin/swcla.sh on Linux/UNIX. See “Invoking the
SequelLink® Manager Command-Line Tool” on page 103 for the
parameters you can specify when invoking the tool.
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The tool is invoked and a command prompt is displayed, along
with copyright text (unless you invoked the tool with the -nologo
flag):

swcla>

At the swcla command prompt, type either a command with all
of its parameters or a command name, and the tool will prompt
you for the required parameters.

To exit interactive mode, type:

exit

General Rules

SequelLink Manager command names are not case-sensitive;
however, the command parameter service_name is case
sensitive.

If the value of a command parameter contains spaces, the
value must be enclosed within single quotes (') or double
quotes (").

If the value of a command parameter contains single or
double quotes, use single quotes to quote double quotes and
double quotes to quote single quotes.

The pound sign (#) is a comment character. All text that
follows the pound sign on the same line is ignored.

When issuing commands using the direct or batch method,
you must specify all of a command’s required and optional
parameters in the correct position (specify the parameters in
the order they are documented).
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Invoking the SequeLink® Manager
Command-Line Tool

You invoke the SequeLink Manager Command-Line Tool using
the following syntax:

executable [-nologo] [-1 script file] [-o output file] [-e error file]
[-1 | -r host:port] [-uid user id [-pwd password]] [command]
where:

executable is installdinadmin\swcla.exe on Windows and
installdirfadmin/swcla.sh on Linux/UNIX.

-nologo disables the display of the copyright banner.
-1 script file specifies a script file to execute.

-o output file specifies the name of a file in which the
command-line tool will write all of its output (except errors).

-e error file specifies the name of a file in which the
command-line tool will write all its errors (not normal output).
All error and normal output can be written to the same file if the
file specified for the -0 and -¢ flags is the same.

-1 specifies to use the local host configuration.

-r host:port specifies to use the remote host configuration. In
this case, you must specify the host name and port of the remote
server.

-uid user id specifies the user ID to use for local or remote host
configuration. This parameter is valid only in combination with
the -1 or -r parameters.

-pwd password specifies a password to use for local or remote
host configuration. This parameter is valid only in combination
with the -1 or -r parameters.
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command is the name of any SequeLink Manager command and its
parameters. See Appendix B “SequelLink® Manager Commands”
on page 439 for a list and description of each command.

When invoking the SequeLink Manager Command-Line Tool, you
must choose whether you want the tool to connect to a local
Sequelink Agent (a Sequelink Agent service running on the
same machine as the tool) or a remote Sequelink Agent (a
SequeLink Agent service running on another machine). If you
have not connected to a SequelLink Agent, the SequeLink
Manager Command-Line Tool will return the following message
when you issue a command:

[SequeLink error 5509] Command not available for current
configuration.

You can invoke the SequeLink Manager Command-Line Tool and
connect to a local or remote SequeLink Agent after you invoke
the tool or when you invoke the tool as shown in the following
examples:

Example A: Connecting to a Local or Remote SequelLink Agent
After Invoking the Tool

SLServer60\admin\swcla.exe

This example invokes the tool without specifying whether it will
connect to a local or remote SequelLink Agent. You must now
explicitly connect to a local or remote SequeLink Agent using the
ActivateLocalConfig or ActivateRemoteConfig commands
described in Appendix B “SequeLink® Manager Commands” on
page 439 before you can enter any other commands.
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Example B: Connecting to a Local SequeLink Agent When
Invoking the Tool

SLServer60\admin\swcla.exe -1

This example connects the tool to a local SequelLink Agent. The
administrator will be prompted for the user ID and password for
the SequeLink administrator. The administrator can now enter
any SequelLink Manager command described in Appendix B
“SequeLink® Manager Commands” on page 439.

Example C: Connecting to a Remote SequeLink Agent When
Invoking the Tool

SLServer60\admin\swcla.exe -r

This example connects the tool to a remote SequeLink Agent.
The administrator will be prompted for the host name and port
of the remote server. Then, the administrator will be prompted
for the user ID and password for the SequelLink administrator.
The administrator can now enter any SequeLink Manager
command described in Appendix B “SequeLink® Manager
Commands” on page 439.

Displaying Help for a Command

To display help for a command, type the following at a
command-line tool prompt:

help [long command name | short command name]
For example:
help DataSourceCreate

You can also display help about the different options you have
when invoking the command-line tool. To do this, type the
following at a command-line tool prompt:

help

SequelLink Administrator’s Guide

105



106 Chapter 5 Using the SequeLink® Manager Command-Line Administrator

Commonly Used SequelLink® Manager
Commands

Command:

Syntax:

Example:

Command:
Syntax:

Example:

This section lists some commonly used SequelLink Manager
commands. Both long and short command names are listed. See
Appendix B “SequeLink® Manager Commands” on page 439 for a
complete list of SequeLink Manager commands.

Starting a Sequelink® Service

ServiceStart | ss

{ServiceStart | ss} service name

ss SLOraclelO

Stopping a SequelLink® Service

ServiceStop | sst
{ServiceStop | sst} service name

sst SLOraclel0
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Command:

Syntax:

Example:

Command:

Syntax:

Example:

Command:

Syntax:

Example:

Commonly Used SequeLink® Manager Commands

Creating a SequeLink® Service

ServiceCreate | sc

{ServiceCreate | sc} service name service ID tcp port

Service template IDs can be obtained using the
ServiceTemplateList |stl command.

sc SLOraclel(0 SL6 OraclelOwW 19996

Deleting a SequelLink® Service

NOTE: Before deleting a SequeLink service, you must stop the
service you want to delete.

ServiceDelete | sd

{ServiceDelete | sd} service name

sd SLOraclelO

Viewing Service Attributes

Servicelnfo | si
{ServicelInfo | si} service name

si SLOraclelO
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Changing a Service Attribute

Command: ServiceAttributeReplace | sar

Syntax: {ServiceAttributeReplace | sar} service name attribute name
value

Exanuﬂe: sar SLOraclelQ ServiceUser[2] devuser

Adding a Service Attribute

Command: ServiceAttributeAdd | saa

Syntax: {ServiceAttributeAdd | saa} service name attribute name
value

Example: saa SLOraclel0O ServiceUser sglnk

Deleting a Service Attribute

Command: ServiceAttributeDelete | sad
Syntax: {ServiceAttributeDelete | sad} service name attribute name
Example: sad SLOraclel0 ServiceCodePage

sad SLOraclelQ ServiceUser[2]

Creating a Server Data Source

Command: DataSourceCreate | dsc
Syntax: {DataSourceCreate | dsc} service name data source name
Example: dsc SLOraclelO DS Employees
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Syntax:

Example:

Command:

Syntax:

Example:

Command:

Syntax:

Example:

Commonly Used SequeLink® Manager Commands

Deleting a Server Data Source

DataSourceDelete | dsd
{DataSourceDelete | dsd} service name data source name

dsd SLOraclel0 DS Employees

Changing a Server Data Source
Attribute
DataSourceAttributeReplace | dsar

{DataSourceAttributeReplace | dsar} service name
data source name attribute name value

dsar SLOraclel(O DS Employees DataSourceCurrentCatalog
partners

Adding a Server Data Source Attribute

DataSourceAttributeAdd | dsaa

{DataSourceAttributeAdd | dsaa} service name
data source name attribute name value

dsaa SLOraclel0 DS Employees DataSourceCurrentCatalog
employees
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Deleting a Server Data Source Attribute

Command: DataSourceAttributeDelete | dsad

Syntax: {DataSourceAttributeDelete | dsad} service name
data source name attribute name

Example: dsad SLOraclel0 DS Employees DataSourceCurrentCatalog

Killing a Session

Command: SessionStop | sess

Syntax: {SessionStop | sess} service name session ID

Session IDs can be obtained with the ServiceActivelnfo | sai
command.

Example: sess SLOraclel0 5

Viewing Event Tracing Information

Command: EventList | el

Syntax: {eventlist | el} service name | [remote]file=
event trace file name
[details]

[ [{service | srvc}] |
[{session | sess}] |
[{statement | stmt}] |
[{transaction | trans}] |
[{network | net}] |
[{error | err}] |
[{other | oth}] ] ]
[c }

ount=[{ + | - }] {all | number}]
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Command:
Syntax:

Example:

Commonly Used SequeLink® Manager Commands 111

[offset={begin | end} [{ + | - }]number]
[query='custom event filter string’]

Local host or remote configuration examples:

el SLAgent details

el SLOracle details service count=all offset=10
el SLOraclel0 stmt query='${ReturnCode} != 0’

el “file=C:\Program Files\DataDirect\slserver60\tracing\
SLoraclel0O.trc” count=10

el “remotefile=C:\Program Files\DataDirect\slserver60\
tracing\SLoraclel(.trc” service details

Offline configuration examples:

el “file=C:\Program Files\DataDirect\slserver60\tracing\
SLoraclel0O.trc”

el “file=C:\Program Files\DataDirect\slserver60\tracing\
SLoraclel0O.trc” count=10

el “file=C:\Program Files\DataDirect\slserver60\tracing\
SLoraclelQ.trc” count=-all offset=end

el “file=C:\Program Files\DataDirect\slserver60\tracing\
SLoraclelO.trc” offset=5 service session

el “file=C:\Program Files\DataDirect\slserver60\tracing\
SLoraclel0O.trc” service details

Viewing Active Services

ServiceList | sl

{ServiceList | sl}

sl
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Command:

Syntax:

Example:

Command:

Syntax:

Example:

Viewing Details About an Active
Service (Including Active Sessions)

ServiceActivelnfo | sai

{ServiceActivelnfo | sai} service name

sal SLOraclel0

Viewing Details About an Active
Session

Sessioninfo | sesi

{SessionInfo | sesi} service name session ID

Session IDs can be obtained using the ServiceActivelnfo | sai
command.

sesi SLOraclel0 5
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Using the SequeLink® Manager

for z/0OS

z/0S You can use the Sequelink Manager for z/OS to configure and
manage SequeLink Server for z/OS locally using an ISPF dialog.
This chapter describes how to use the SequeLink Manager and
the SequeLink Manager Operator Interface.

Starting the SequelLink® Manager for z/OS

1

Start the SequelLink Manager for z/OS. How you start the
SequelLink Manager for z/OS depends on whether you
allocated the Sequelink ISPF libraries to the TSO session
(refer to the Sequelink Installation Guide).

m If you allocated the ISPF libraries, continue with Step 2.

m If you did not allocate the ISPF libraries, continue with
Step 3.

Starting the SequeLink Manager When ISPF Libraries Are
Allocated:

Type the following command:
TSO %SSMC [HLQ(HLQ prefix) USR(USR prefix)]

where HLQ prefixis the installation dataset prefix, and

USR prefix is the server-specific dataset prefix. Then, press
ENTER. When using this format to start the SequeLink
Manager for z/OS, you must always pass the HLQ parameter.
We recommend passing the USR parameter as well. If you do
not specify the USR parameter, SequelLink retrieves the last
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passed value from your SSMC profile. If neither parameter is
passed, and no value can be retrieved from your profile, the
default value HLQ is used.

For example:
TSO $SSMC HLQ (SQLNK.V6ROMO) USR(COMPANY.DEV)

3 Starting the SequeLink Manager When ISPF Libraries Are Not
Allocated:

Type the following command:

TSO EX "HLQ prefix.CLIST(SSMC)’ ' [HLQ(HLQ prefix)]
[USR(USR prefix)]’

where HLQ prefix is the installation dataset prefix, and

USR prefix is the server-specific dataset prefix. Then, press
ENTER. You do not have to explicitly specify the HLQ prefix. If
it is not specified, the prefix is set to the high-level qualifier of
the dataset from which the SSMC CLIST is executed. We
recommend passing the USR parameter as well; the
parameter will be saved in the user’s SSMC profile. If you do
not specify the USR parameter, SequelLink retrieves the last
passed value from your SSMC profile. If neither parameter is
passed, and no value can be retrieved from your profile, the
default value HLQ is used.

For example:

TSO EX ’SQLNK.V6ROMO.CLIST(SSMC)’ "HLQ (SQLNK.V6ROMO)
USR (COMPANY . DEV) '

or
TSO EX ’SQLNK.V6ROMO.CLIST(SSMC)’ 'USR(COMPANY.DEV)’

The HLQ used will be the HLQ from which the SSMC CLIST is
fetched.
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NOTE: In the first example, the HLQ specified to locate the
SSMC CLIST might be different from the HLQ argument
passed. This is especially important when administering two
different versions of SequeLink. In this case, we recommend
that you always specify the HLQ argument explicitly.

4 When the Serverlist dataset (USR_prefix.SERVER) has not
been allocated for the environment USR, you are prompted
for the necessary information. Press ENTER to continue. The
SequeLink Manager for z/OS main menu appears.

DataDirect Sequelink Manager for z/0S - Main menu

Command ===>
ServerList dataset COMPANY.DEV.SERVERS is not defined yet

Do you want it to be allocated now? YES/NO

Fl=Help F3=End F5=View Err Fl2=Cancel

5 If you select NO, you exit the SSMC application. If you select
YES, the following panel appears. Enter vOL (vvvvvv) where
vvvvvv is the volume on which you want to allocate the
serverlist dataset. This volume will be used to allocate
server-specific datasets for SequelLink servers that are added
to this environment. Press ENTER to continue.

DataDirect SequeLink Manager for z/0S - Main menu

Command ===>

Specify VOLUME on which to allocate it? VOL(vvvvvv) | VOL (SMS)

Fl=Help F3=End F5=View Err Fl2=Cancel
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6 When you start the SequelLink Manager for z/OS, copyright
information appears. Press ENTER to continue. The SequeLink
Manager for z/OS ServerList panel appears.

DataDirect SequeLink Manager for z/0S - ServerList Row 1 to 3 of 3

Allowed actions or commands are:

o (S)elect a server o (G)enerate JCL
o (A)dd a server o (O)perator interface
o (D)elete a server

Name Description
SQLDB2V7 Development SequelLink for DB2v7 (subsys: DB7U)
SQLDB2V8 Development SequelLink for DB2v8 (subsys: DB8A)
SQLDB2V9 Development SequelLink for DB2v9 (subsys: DBON)

KEKKXXK KKK KKk kkkkkkxxxxdhkhkxx* Bottom oOf data FHFFXXxxkkkkkokkkkkkxxkxxkkkhkkokkkkx

Command ===> Scroll > PAGE
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Working with the SequeLink® Manager for

z/0S

The SequelLink Manager for z/OS ISPF panels list items in your
Sequelink configuration, allow you to select actions that affect
these items, or allow you to view or change attributes.

For example, you can select a server from the Sequelink
Manager for z/OS ServerList menu.

DataDirect SequelLink Manager for z/0S - ServerList Row 1 to 3 of 3

Allowed actions or commands are:

o (S)elect a server o (G)enerate JCL
o (A)dd a server o (0)perator interface
o (D)elete a server

Name Description
SQLDB2V7 Development SequeLink for DB2v7 (subsys: DB7U)
SQLDB2V8 Development Sequelink for DB2v8 (subsys: DB8A)
SQLDB2V9 Development Sequelink for DB2v9 (subsys: DBON)

KAkkkkkkkhkhkkkhkhkhkkkhkkhkhkrkhkhkkkkxhkk*x Bottom Of data KAk khkkkAkhkhkkhkkhkhkhkkkhkhhkkxhkhkkhkkkkk*k
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Using the Server Management Tree

When you select a Sequelink Server, the server management tree
appears.

DataDirect SequelLink Manager for z/0S
Command ===> Scroll > CSR

Management Tree for server SQLDB2VS
To see a list of valid actions on a node, type '?' beside it.

Use '/' to expand or collapse tree branches.

Valid commands are: EXP SAVE REFRESH ERRSTK
SQLDB2V8 (offline)
- Global Settings
- DB2 Interface
- DSN8
- UID Maps
- SequeLink Service

You can use the server management tree to view or change
entities defined within the SequelLink Server, such as:

m Global settings

m DB2 interface

m User ID (UID) maps

B A Sequelink service and its configuration settings

Press the TAB key to navigate to the tree nodes on the server
management tree.

To perform an action on a tree node, type the action code at the
tree node. To find which actions each node accepts, type ? beside
the node you want information about and press ENTER. For
example, when you type ? beside a Sequelink service, a message
appears telling you that the node will accept D (Delete), s (Select),
/ (Expand or Contract), + (Expand), and - (Contract).
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Using the Command prompt, you can also type the following
commands that affect the server management tree:

B EXP or EXPAND expands the tree so that all nodes become

visible.

B SAVE saves the current configuration to disk.

B REFRESH rebuilds the tree (if the server is online, the monitor
data is refreshed also).

B ERRSTK displays the error stack.

Using the Function Keys

When working with the SequeLink Manager for z/OS, you can
use the function keys listed in Table 6-2.

Table 6-1. SequelLink Manager for z/OS Function Keys

Key
F1
F2
F3
F5
F7
F8
F9
F10
F11
F12

Description

Panel/field help

Split

End with save of changes
Display errors

Scroll up

Scroll down

Swap

Scroll left

Scroll right

Cancel without save of changes or clear validation
messages

NOTE: You can use the standard ISPF command FKA ON to switch on
the display of the function key labels at the bottom of each panel
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Using the SequeLink® Manager for z/OS
Operator Interface

You can use the Operator Interface of the SequeLink Manager for
z/0S to issue commands to perform administration tasks. See
Appendix C “Operator Interface Commands for z/OS” on

page 479 for a list of available Operator Interface commands.

Operator Interface Requirements

This section lists the configuration requirements that must be
met before using the Operator Interface:

RACF requirements:

B The TSOAUTH and OPERCMDS RACF classes must be activated.
Use the command:

SETROPTS CLASSACT (TSOAUTH OPERCMDS)

B The OPERCMDS class must be included in the RACLIST. Use the
command:

SETROPTS RACLIST (OPERCMDS)

B The CONSOLE resource must be defined in the TSOAUTH class.
Use the command:

RDEF TSOAUTH CONSOLE UACC (NONE)

m The OPERPARM segment of the RACF profile of each user of
the Operator Interface must include either AUTH=SYS or
AUTH=ALL. For example:

ALTUSER user-id OPERPARM (AUTH (ALL))

where user-id is the user ID of the user of the Operator
Interface.
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m Each user of the Operator Interface must have the following
permissions granted:

® Permission to use the TSO console command. Use the
command:

PERMIT CONSOLE CL(TSOAUTH) ID(user-id) ACCESS (READ)

where user-id is the user ID of the user for who you are
granting permissions.

® Permission to issue operator commands from an
MCS-console. Use the command:

RDEF OPERCMDS MVS.MCSOPER.user-id UACC (NONE)
PERMIT MVS.MCSOPER.user-id CL(OPERCMDS) ID(user-id)
ACCESS (UPDATE)

where user-idis the user ID of the user for whom you are
granting permissions.

NOTE: Update is required because the Operator Interface
issues MODIFY commands.

m Refresh the RACLIST. Use the command:
SETROPTS RACLIST (OPERCMDS) REFRESH
Other requirements:

Make sure that the TSO commands CONSOLE and CONSPROF run
as APF-authorized commands. For more information, refer to the
information about the IKJTSOxx parmlib member in your IBM
documentation.

SequelLink Administrator’s Guide



122 Chapter 6 Using the SequeLink® Manager for z/OS

Starting the Operator Interface

You can start the Operator Interface from the ServerList panel. To
start the Operator Interface, type 0 beside the SequeLink Server
you want to perform operator commands with; then press
ENTER. The SequeLink Operator Console panel appears, allowing

you to type operator commands at the Operator command ===>
prompt.
SequelLink Operator Console for ACCT1 Row 1 to 1 of 1

Scroll > PAGE

Enter a command to execute

Operator command ===>

Command output:

Enter a command or press 'F3' to exit...
KhkKhkKkKKKXAK AR AK AKX KA R XA AKX KA KAk * K Bottom Of data KhkKkKkKkhkKkhkh Ak hkkkk Ak Ak hkkhkhxhkxk%x
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Generating JCL

After you create and configure a SequelLink Server for the first
time, you must generate JCL to complete the configuration task.
The SequelLink Manager customizes JCL obtained from the
Sequelink_HLQ.SKELS data set and saves the customized output
in a data set named USR_HLQ.Servername.CNTL. Both
Sequelink_HLQ and USR_HLQ are passed to the SSMC clist when
you start the SequelLink Manager for z/OS.

See “Data Sets Created During Installation” on page 126 for a
description of SequelLink_HLQ and USR_HLQ.

Generating JCL allows you to easily keep the JCL members
synchronized with the actual server configuration.

JCL Members

The following list shows the JCL members that are generated
and the tasks they perform. Also, this list notes any tasks you
must perform for the JCL member.

m BINDxx: These members bind all required SequeLink
packages and plans for your DB2 subsystems. Read the
comments in this bind job carefully. The tailored job contains
a job-step for the defined DB2 interface and bind statements
for all data sources that use this interface.

BIND7: bind job for DB2 v7

BIND8C: bind job for DB2 v8, compatibility mode
BIND8N: bind job for DB2 v8, new function mode
BIND9: bind job for all DB2 v9 modes.

NOTE: If data sources are added later, an interface is
changed, or the collection-prefixes of a data source are
changed, you must regenerate and submit these members.
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m CFGPRINT: A summary member you can use for debugging
purposes that reports the content of all variables at the time
of JCL generation. This member also lists the user and date
and time of the last JCL generation.

m EVLDEF: This member creates the event trace file for the
server.

m INIT: This member contains operator interface commands that
will be executed after the successful startup of the server.

NOTE: To add or delete operator interface commands you
want to execute after the successful startup of the server, edit
this member.

B RUNSMF: This member is a sample job that allows SMF
records to be printed.

B RUNSRVR: This member is the started task or job that is used
to start the server.

NOTE: If the DB2 interface is changed, you must regenerate
this member, and restart the server.

B RUNCLUST: This member prints out the Sysplex registration
information.

B RUNWHAT: This member is a diagnostic job that prints all
versions of the software components and can be used for
debugging. Execute this job only on a specific request from
DataDirect Technologies technical support.
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Generating the JCL

To generate JCL:

1 Type G beside the SequelLink Server on the ServerList panel;
then, press ENTER. The JCL Settings panel appears.

DataDirect SequelLink Manager for z/0S - ServerList Row 1 to 3 of 3

DataDirect SequelLink Manager for z/0S - JCL Settings

Change the default settings used for JCL generation:

Job prefix . . . . . userid
Job Class . . . . . A
Output Class . . . . X
Accounting Info . . (acct)
Generate server as: 1

(

1. Started Task
2. Normal Job

Press Enter to continue, F12 to cancel dialog.

Command ===>

2 If you want to change the default settings used for JCL
generation, provide the following information:

Job prefix: Type the name of the site-specific job name.
Job Class: Type the name of the site-specific job class.
Output Class: Type the name of the site-specific output class.

Accounting Info: Type your site-specific jobcard account
information.

SequelLink Administrator’s Guide



126 Chapter 6 Using the SequeLink® Manager for z/OS

3 Choose whether to generate the JCL for the server as a
started task (highly recommended) or as a normal job:

m Type 1 to generate the JCL for the server as a started task;
then, press ENTER.

m Type 2 to generate the JCL for the server as a normal job;
then, press ENTER.

Data Sets Created During Installation

In previous versions of Sequelink Server for DB2 on z/OS, both
the SequelLink installation datasets and the specific SequeLink
Server datasets used a high-level qualifier (HLQ) prefix.

This naming convention has been changed to give the Sequelink
administrator more control and flexibility over this dataset
naming convention:

m Deployment, for example, from development to production,
is easier.

m Sequelink Installation libraries are read-only.

B Multiple Server environments, such as Production,
Development, and Quality Assurance, can be administered
separately. For example:

e User-specific dataset names can be made unique for each
environment

®* The datasets can be allocated on separate volumes.

® RACF dataset security can be set for each environment.
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Two new dataset prefixes have been introduced:

B HLQ is the installation dataset prefix. The HLQ prefix is
required at install time.

B USRis the server-specific dataset prefix. The USR prefix and
the server name (USR.servername) are required when a
Sequelink Server is added.

The maximum length for each qualifier is 24 characters; the
name must be compliant with the operating system dataset
naming convention.

The installation libraries are copied to datasets prefixed with the
installation data set prefix (HLQ). The SequeLink servers
generated and configured with the Sequelink Server Manager
for z/OS (SSMCQ) reside in the datasets prefixed with a
server-specific dataset prefix (USR.servername), so that datasets
related to one Sequelink Server can be grouped, where USR
specifies the SequeLink Server environment and servername is
the name of the Sequelink server.

The list of SequeLink servers that will be managed using the
SSMC is maintained in the server list dataset. The name consists
of the server-specific dataset prefix USR suffixed with '.SERVERS'.

Example:

A company installs SequeLink and configures three SequeLink
Servers, one for the production environment and two for the
test and development environment. The production server
accesses DB2V8 and the testing/development servers access
DB2 v8 and DB2 V9.

HLQ = SQLNK.V6ROMO
USR1 = COMPANY.PROD
servernamel = SQLDB2VS8
USR2 = COMPANY.DEV
servernamel SQLDB2VS
servername?2 = SQLDB2V9
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This results in the following datasets on your system:

SQLNK.V6ROMO.CLIST
SQLNK.V6ROMO.DBRM
SQLNK.V6ROMO.IPE
SQLNK.V6ROMO.LINKLIB
SQLNK.V6ROMO.LOADLIB
SQLNK.V6ROMO0.MSGS
SQLNK.V6ROMO.PANELS
SQLNK.V6ROMO.SKELS
SQLNK.V6ROMO.TABLES
SQLNK.V6ROMO.SWANDM.INI
SQLNK.V6ROMO.README

COMPANY.PROD.SERVERS
COMPANY.PROD.SQLDB2V8.SWANDM.INI
COMPANY.PROD.SQLDB2V8.SWEVLOG
COMPANY.PROD.SQLDB2V8.CNTL

SequelLink
installation
datasets

Serverlist datasets

COMPANY.DEV.SERVERS
COMPANY.DEV.SQLDB2V8.SWANDM.INI
COMPANY.DEV.SQLDB2V8.SWEVLOG
COMPANY.DEV.SQLDB2V8.CNTL

COMPANY.DEV.SQLDB2V9.SWANDM.INI
COMPANY.DEV.SQLDB2V9.SWEVLOG
COMPANY.DEV.SQLDB2V9.CNTL
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7 Configuring SequelLink®
Services Using the SequelLink®
Manager for z/0OS

2/0s  This chapter describes the tasks you may need to perform to
configure and manage Sequelink services and server data
sources locally from a z/OS machine.

NOTES:

m The server does not have to be offline to change its
configuration; however, remember that some configuration
changes do not take effect until you restart the server. Also,
regeneration of the JCL may be necessary, depending on the
changes that are made. See “Service Attributes” on page 37
for a description of how attributes are used.

B To delete a service, the server must be offline.

Configuring SequelLink® Servers

This section describes how to create and manage Sequelink
Servers locally on z/OS.

To do this... See...

Create a Sequelink Server “Creating a Sequelink® Server”
on page 130

Delete a SequelLink Server “Deleting a Sequelink® Server”
on page 134
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Creating a SequeLink® Server

On z/0S, a Sequelink Server is a started task/job name that
corresponds to a single data access service. You can define
multiple SequeLink Servers on the same z/OS machine. Each
Sequelink Server has SequeLink Agent functionality that is
included in the data access service. When you add a SequelLink
Server, you are prompted to add a DB2 interface and a service.

To create a Sequelink Server:

1 From the ServerlList panel, type 2 at the Command prompt to
create a Sequelink Server; then press ENTER. The Add Server
panel appears.

DataDirect Sequelink Manager for z/0S - Add server
Command ===>

Complete the following fields for the new server:

Server name . . . . . . . SQLDB2V8
Description
Development Sequelink for DB2v8 (subsys:DB8A)

Hostname/IP-address
10.30.14.109
Portnumber . . . . . . . 26804

2 Provide the following information, then press ENTER:

Server name: Type the name of the new Sequelink Server
definition. The server name you choose will be the job name
or started task name.

Description: Type a description for the new Sequelink Server
definition.

Hostname/IP-address: Type the TCP/IP host name or the TCP/IP
address of the SequeLink Server definition. The HOME
address of the local TCP/IP stack or the standard 127.0.0.1
TCP/IP loopback address will be inserted. In some instances,
such as when the TSO session for the SequeLink Manager is
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running on another IP stack than the server, you must specify
the TCP/IP address of the server machine.

Portnumber: Type the port to be used by the SequeLink
service.

NOTE: When you create a server, a server-specific
configuration file is created. If such a file already exists, you
are prompted to confirm whether you want to overwrite the
existing configuration file.

3 You are prompted to supply parameters to the DB2 interface.

DataDirect SequeLink Manager for z/0S - Add DB2 Interface
Command ===>

Enter parameters for the DB2 interface for server SQLDB2V8 : IMPORTANT
after adding the DB2 interface ensure to add the service attribute
MVSServiceDB2InterfacelD.

Interface ID . . . DSN8 DB2 Subsystem ID DB8N
DB2 Version . . . V810 (eg.:V810)
Description

DB2 version 8 Development System
DB2 Loadlib DSN810.SDSNLOAD
DB2 Exitlib DSN810.DB8N.SDNSEXIT

4 Provide the following information; then, press ENTER.

Interface ID: Type a Logical ID identifying the DB2 interface
for the Sequelink Server, for example, DSN8. The
corresponding service attribute is MVSServiceDB2InterfacelD.

DB2 Subsystem Id: Type the Subsystemld of the DB2
subsystem you want to access, for example, DBR8. The
corresponding service attribute is MVSDB2SubsystemName.

DB2 Version: Type the version of DB2 to be used, for
example, V810. The corresponding service attribute is
MVSDB2Version.
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Description: Type a description of the DB2 interface. The
corresponding service attribute is MVSDB2RootDescription.

DB2 Loadlib: Type the name of the DB2 load library, for
example, DB2.V8R1MO0.SDSNLOAD. The corresponding service
attribute is MVSDB2LoadLibrary.

DB2 Exitlib: Type the name of the DB2 exit library, for
example, DB2.V8R1M0.DB8R.SDSNLOAD. The corresponding
service attribute is MVSDB2EXxitLibrary.

5 You are prompted to supply parameters to define the service.

DataDirect Sequelink Manager for z/0S - Add service
Command ===>

Complete the following fields for the new service for server ACCT1:

Service name . . . .
Description

Portnumber . . . . 3456

6 Provide the following information; then, press ENTER.

DataDirect SequeLink Manager for z/0S - Add service
Command ===>

Complete the following fields for the new service for server SQLDB2VS:

Service name . . . .ACCT1
Description
Accounting
Portnumber . . . . 26804

Service name: Type the service name. The corresponding
service attribute is ServiceName.

Description: Type a description of the service. The
corresponding service attribute is ServiceDescription.
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Portnumber: The port number entered in the Server
Definition panel is displayed here.

7 The ServerlList panel shows the SequelLink Server you just
created.

DataDirect SequelLink Manager for z/0S - ServerList Row 1 to 1 of 1
Command ===> SCROLL > CSR

Allowed actions or commands are:

o (S)elect a server o (G)enerate JCL
o (A)dd a server o (O)perator interface
o (D)elete a server

Name Description

SQLDB2VS8 Development SequelLink for DB2v8 (subsys: DB8A)

Once you have created a Sequelink Server, type S beside it to
view the server management tree. The server management tree
shows the DB2 interface, UID maps, and the Sequelink service
and its configuration settings.

See “Using the Server Management Tree” on page 118 for more
information about using the server management tree.
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Deleting a SequelLink® Server

1 From the ServerlList panel, type D beside the SequelLink Server
you want to delete; then, press ENTER. The Delete Server
panel appears, prompting you to confirm the deletion.

DataDirect Sequelink Manager for z/0S - Delete server

You are about to delete the following server from the list of known
servers.

Server name . . . . . . : ACCT1
Description

DB2 V8 SERVICE USING IBM TCP/IP
Hostname/IP-address

10.25.129.07
Portnumber . . . : 8042
JCL output library . . : DDTEK.SL60.ACCT1.CNTL

SequelLink config. file : DDTEK.SL60.ACCT1.SWANDM.INI

Are you sure this is what you want to do ?
2 1. Yes, go ahead.
2. No, don't delete.

Also delete any data sets used by the server ?
2 1. Yes, delete the data sets.
Command ===>

2 Confirm or cancel the deletion:

m Type 1 to confirm the deletion; then, press ENTER.
m Type 2 to cancel the deletion; then, press ENTER.

The Sequelink Server is deleted, and you are returned to the
list of servers.
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Configuring SequelLink® Services

This section describes how to create and manage SequelLink

services locally on z/OS.

To do this...
Create a SequelLink service

Delete a SequelLink service
View service attributes
Change a service attribute
Add a service attribute
Delete a service attribute
Configure monitoring

Configure event tracing

See...

“Creating a SequeLink® Service”
on page 135

“Deleting a SequeLink® Service”
on page 136

“Viewing Sequelink® Service
Attributes” on page 137
“Changing a SequeLink® Service
Attribute” on page 139

“Adding a SequeLink® Service
Attribute” on page 141

“Deleting a SequeLink® Service
Attribute” on page 143
“Configuring Monitoring” on
page 144

“Configuring Event Tracing” on
page 149

Creating a SequeLink® Service

NOTE: You can create only one service for any SequelLink Server.
Usually, you will be prompted to create a service while you are
creating a Sequelink Server. You can also create or recreate a
service after you delete an existing service.
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To create a Sequelink service:

1

Type 2 beside the Sequelink Services node to add a service to
the SequelLink Server; then, press ENTER.

The Add service panel or Add DB2 Interface panel appears.
Complete the panel as described in “Creating a SequeLink®
Server” on page 130.

See “Changing a SequeLink® Service Attribute” on page 139
for instructions on changing SequelLink service attributes.

NOTE: You must restart the SequelLink Server before this
change will take effect.

Deleting a SequelLink® Service

1

From the server management tree, type D beside the
Sequelink service you want to delete; then, press ENTER. The
Delete Service panel appears, prompting you to confirm the
deletion of the SequeLink service.

DataDirect Sequelink Manager for z/0S - Delete service
Command ===>

You are about to delete the following service from server ACCTl:::::

Service name . . . : ACCT1
Description

ACCT DB2

Portnumber . . . . : 8042

Are you sure this is what you want to do ?
2 1. Yes, go ahead.
2. No, don't delete.
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2 Confirm or cancel the deletion:

m Type 1 to confirm the deletion; then, press ENTER
B Type 2 to cancel the deletion; then, press ENTER.

The Sequelink service is deleted, and you are returned to the
server management tree.

NOTE: Create a new service before restarting the Sequelink
Server.

Viewing SequelLink® Service Attributes

1

From the server management tree, type / beside the Service
Settings node of the SequelLink service to expand it. The
server management tree shows the attribute categories for
the service.

Type s beside the attribute category for which you want to
view attributes; then, press ENTER. The AttributelList panel
appears for that category, listing all the attributes and their
values.
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For example, if you select the Logging category, the following
AttributelList panel appears:

DataDirect Sequelink Manager for z/0S - AttributelList
Row 1 to 2 of 2

MORE >>>

Service ACCT1
Enter the 'ADD'-command to add an attribute or
perform one of the actions below on a specific attribute

o (S)elect o (C)hange o (D)elete o (?)Help

Name Value
ServiceDebugLogLevel 1
ServiceDebugLogPath /tmp

KRk kKKXXXR K *hhhhkkkkkxxxxxrxr*x Bottom of data *FFFFFxxxxrrhhhkkkkkkxxxrrrkrr

COMMAND ===> SCROLL > PAGE

For information about:

m Changing the value of an attribute, see “Changing a
SequeLink® Service Attribute” on page 139.

m Adding attributes, see “Adding a SequeLink® Service
Attribute” on page 141.

m Deleting an attribute, see “Deleting a SequelLink® Service
Attribute” on page 143.

NOTE: To display help about an attribute, type ? beside the
attribute; then, press ENTER.
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Changing a SequelLink® Service
Attribute

1 From the server management tree, type / beside the Service
Settings node of a Sequelink service to expand it. The server
management tree shows the attribute categories for the
service.

2 Type s beside an attribute category to select it; then, press
ENTER. The AttributeList panel appears for that category,
listing all the attributes and their values.

For example, if you select the Logging attribute category, the
following AttributelList panel appears:

DataDirect Sequelink Manager for z/0S - AttributeList
Row 1 to 3 of 3
Dialog canceled. MORE >>>

Service ACCT1

Enter the 'ADD'-command to add an attribute or

perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

Name Value
ServiceDebugLogLevel 1
ServiceDebugLogPath /tmp
ServiceEventTraceSize 1000000

Khkhkkkkkhkkkkkhkhkkkxhkhkkhkxhkhkhkkxxk Bottom Of data KAkkkkKkkhkhkkkkkhkhkkkhkhkhkhkkkhkhkkxk

COMMAND ===> SCROLL > PAGE

NOTE: To display help about an attribute, type 2 beside the
attribute; then, press ENTER.
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3 Type C beside the attribute you want to change; then, press
ENTER. The Attribute Display panel appears with the cursor
positioned at the value field of the attribute.

For example, to change the value of the
ServiceDebuglLoglLevel attribute to 4 (Debug), the following
Attribute Display panel appears:

DataDirect SequelLink Manager for z/0S
Row 1 to 7 of 7

ServiceDebugLogLevel
Bitmask currently in effect:

Use (S) or (/) to select bits to set.

Bit description
/ Fatal
Errors
Warnings
Informational
Debug
SSP Packet Log
SSP Requests
COMMAND ===> SCROLL > PAGE

4 Type the new value of the attribute; then, press ENTER. You
are returned to the AttributeList panel, and the attribute
value, if valid, is changed.

5 Press F3 to return to the server management tree.
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Adding a SequelLink® Service Attribute

1 From the server management tree, type / beside the Service
Settings node of the SequelLink service to expand it. The
server management tree shows the attribute categories for
the service.

2 Type s beside the attribute category to select it; then, press
ENTER. The AttributeList panel appears for that category,
listing all the attributes and their values.

For example, if you select the Logging category, the
following AttributelList panel appears:

DataDirect SequelLink Manager for z/0S - Attributelist
Row 1 to 3 of 3
Dialog canceled. MORE >>>

Service ACCT1

Enter the 'ADD'-command to add an attribute or

perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

Name Value
ServiceDebugLogLevel 1
ServiceDebugLogPath /tmp
ServiceEventTraceSize 1000000

KRk kKKK XXX R *hhhhkkkkkkxxxxxx*x Bottom of data *FFFFxxxxxxrrhhhhhkkkkkxxxx

COMMAND ===> SCROLL > PAGE

3 Type Add at the command prompt to add an attribute; then,
press ENTER. A panel appears listing the attributes you are
allowed for that category.
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For example, to add an attribute to the Logging category, the
following panel appears:

DataDirect SequelLink Manager for z/0S
Row 1 to 2 of 2

This is a list of attributes,

you are allowed to add:

Use (S) or (/) to select an attribute.
Use (?) for help on an attribute.

Attribute

ServiceEventTraceSize
*khkkkkkkkkkkkkk Bottom Of data *khkkkkkkkkkkkkk

COMMAND ===> SCROLL > PAGE

NOTE: To display help about an attribute, type 2 beside the
attribute; then, press ENTER.

4 Type s beside the attribute you want to add; then, press
ENTER. The Attribute Display panel appears with the cursor
positioned at the value field of the attribute.

NOTE: When you add an attribute, the Value field will display
the default value, if a default exists for the attribute. To
accept the default, press ENTER.

For example, to add the ServiceEventTraceSize attribute, the
following Attribute Value panel appears:

Attribute Value

Press F1 for help, F3 to leave.

ServiceEventTraceSize
===> ( (10000 - 2000000000)
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5 Type a value for the attribute or use the default if one is
available; then, press ENTER.

6 You are returned to the AttributelList panel. Press F3 to
return to the server management tree.

Deleting a SequelLink® Service
Attribute

1 From the server management tree, type / beside the Service
Settings node of the SequelLink service to expand it. The
server management tree shows the attribute categories for
the service.

2 Type s beside the attribute category to select it; then, press
ENTER. The AttributeList panel appears for that category,
listing all the attributes and their values.

For example, if you select the Logging category, the
following AttributelList panel appears:

DataDirect SequelLink Manager for z/0S - Attributelist
Row 1 to 3 of 3
Dialog canceled. MORE >>>

Service ACCT1

Enter the 'ADD'-command to add an attribute or

perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

Name Value
ServiceDebugLogLevel 1
ServiceDebugLogPath /tmp
ServiceEventTraceSize 1000000

KAkKkhkhkk A Ak hkhkrkhkhkhk A rhhkkkrhkkkkxkx Bottom Of data KAk Kk hkkkAhkhkkkrkhkhkkhrhhkkkxhkkkkxx

COMMAND ===> SCROLL > PAGE
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3 Type D beside the attribute you want to delete; then, press
ENTER. The attribute is deleted.

Configuring Monitoring

Sequelink provides the following levels of monitoring for
Sequelink data access services, listed here from highest-level to
lowest-level. Some of the monitoring levels are also supported
for the Sequelink Agent service.

B Service monitoring monitors these activities by service:

Statistics of received packets and sent packets
Sessions started and statements opened
Active statements and sessions

Fetched rows and affected rows

Transactions

B Session monitoring monitors these activities by session within
a service:

Statistics of received packets and sent packets
Statements opened and active statements

Fetched rows and affected rows

Transactions

Information about each session, such as start time, client
information (network address, data source used by the
client, and type of client), native database session
identification, and database user

m Statement monitoring monitors these activities by statement
within a session:

Fetched rows and affected rows
e SQL statements issued

To enable monitoring at one of the listed levels, higher-level
monitoring must be enabled. For example, you cannot monitor
Session information unless Service monitoring is enabled.
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Similarly, you cannot monitor Statement information unless both
Service monitoring and Session monitoring are enabled.

See Chapter 4 “Managing Data Access Activity Using the
SequelLink® Manager Snap-in” on page 91 for information about
using the SequeLink Manager Snap-in to monitor SequeLink
service activity.

To configure monitoring locally on the z/0S:

1 From the server management tree of the Sequelink Server,
type / beside Configuration node of the SequeLink service
for which you want to turn on monitoring; then, press
ENTER.

2 Type / beside the Profiles node to expand it, if necessary;
then, press ENTER.

The Profiles node lists all monitoring and event tracing
profiles enabled for the SequelLink service. You can perform
the following actions:

m To add a profile, see “Creating a Monitoring Profile” on
page 146.

m To change a profile, see “Changing a Monitoring Profile”
on page 148.

m To delete a profile, see “Deleting a Monitoring Profile”
on page 149.
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Creating a Monitoring Profile

1 Type 2 beside the Profiles node to add a profile to the
Sequelink service; then, press ENTER. The Add Profile panel
appears prompting you to select the type of profile to add.

Attribute Value
DataDirect SequeLink Manager for z/0S - Add Profile
Select type of profile to add:

1 1. Monitor Profile.
2. Event Trace Profile.

Press Enter to continue.

Command ===>
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2 Type 1 to add a monitoring profile; then, press ENTER. The
Monitor Profile panel appears.

—————————————————————————————— Attribute Value -----------------—-—-—-—-——-—-
DataDirect SequeLink Manager for z/0S - Monitor Profile

These are the counters and events to be monitored:

/ Enable Service Monitoring:

received packet size(avg) statements opened / active sessions
sent packet size(avg) active statements affected rows
/ sessions started fetched rows transactions

/ Enable Session Monitoring:

received packet size(avg) active statements transactions
sent packet size(avg) fetched rows / info
statements opened affected rows

Enable Statement Monitoring:

fetched rows (last) affected rows (last) sql
fetched rows affected rows
Command ===>

3 Type / beside an option to enable it or clear the / to disable
an option. When you are satisfied with your settings, press
F3. You are returned to the server management tree.

4 Restart the SequelLink Server to activate the profile you just
created.
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Changing a Monitoring Profile

1 From the server management tree, type S beside the profile
you want to change; then, press ENTER. The Monitor Profile
panel appears.

—————————————————————————————— Attribute Value ------------—--—--—--—-o—mo
DataDirect SequeLink Manager for z/0S - Monitor Profile

These are the counters and events to be monitored:

/ Enable Service Monitoring:

received packet size(avg) statements opened / active sessions
sent packet size(avg) active statements affected rows
/ sessions started fetched rows transactions

/ Enable Session Monitoring:

received packet size(avg) active statements transactions
sent packet size(avg) fetched rows / info
statements opened affected rows

Enable Statement Monitoring:

fetched rows (last) affected rows (last) sql
fetched rows affected rows
Command ===>

2 Type / beside an option to enable it or clear the / to disable
an option. When you are satisfied with your settings, press
ENTER.

3 Restart the Sequelink Server to activate the monitoring
profile you just changed.
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Deleting a Monitoring Profile

1 From the server management tree, type D beside the profile
you want to delete; then, press ENTER. The profile is deleted.

2 Restart the SequelLink Server.

Configuring Event Tracing

Events are generated when the client application accesses data
and when specific server activities occur, such as when a service
starts or an error occurs. Depending on which SequelLink profiles
are active, the information generated by the event is displayed
as it occurs in the runtime monitor and is stored persistent in the
event trace file.

On z/0S, the event trace file must be created using the EVLDEF
member from the server’s CNTL library.

See Chapter 4 “Managing Data Access Activity Using the
SequeLink® Manager Snap-in” on page 91 for information about
using the SequeLink Manager Snap-in for event tracing.

To configure event tracing locally on the z/0S:

1 From the server management tree, type / beside
Configuration node of the Sequelink service for which you
want to turn on monitoring; then, press ENTER.

2 Type / beside the Profiles node to expand it, if necessary;
then, press ENTER.
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The Profiles node lists all monitoring and event tracing
profiles enabled for the SequelLink service. You can perform
the following actions:

m To add a profile, see “Creating an Event Trace Profile” on
page 150.

m To change a profile, see “Changing an Event Trace Profile”
on page 152.

m To delete a profile, see “Deleting an Event Trace Profile”
on page 153.

Creating an Event Trace Profile

1 From the server management tree, type 2 beside the Profiles
node to add a profile to the SequeLink service; then, press
ENTER. The Add Profile panel appears prompting you to
select the type of profile you want to add.

Attribute Value
DataDirect SequelLink Manager for z/0S - Add Profile
Select type of profile to add:

1 1. Monitor Profile.
2. Event Trace Profile.

Press Enter to continue.

Command ===>
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2 Type 2 to add an event tracing profile; then, press ENTER. The
Event Trace Profile panel appears, listing the event tracing
options available.

DataDirect SequelLink Manager for z/0S
Row 1 to 7 of 26
MORE >>>

Event Trace Profile for service ACCT1

Check which events you want to write to the SequelLink Event Trace.
Use (S) or (/) to select/unselect an event,
or use (F) to view or set an event filter.

False Event processing Starting
False Event processing Stopping
True  Cursor Closed
True  Cursor Opened
True Debug Tracing
True Error Internal
True Error Occured

COMMAND ===> SCROLL > PAGE

3 Type / beside an option to enable it or clear the / to disable
an option. When you are satisfied with your settings,
press F3.

NOTE: Optionally, you can type F beside an event trace
option to define a filter for the option. A panel appears
allowing you to set the filter for that event trace option.
Type the filter; then, press ENTER. See “Filtering Events” on
page 595 for more information about filtering and the
syntax of filter statements.

You are returned to the server management tree.

4 Restart the SequelLink Server to activate the profile you just
created.

Sequelink Administrator’s Guide



152 Chapter 7 Configuring SequeLink® Services Using the SequeLink® Manager for z/OS

Changing an Event Trace Profile

1 From the server management tree, type S beside the profile
you want to change; then, press ENTER. The Event Trace
Profile panel appears.

DataDirect SequeLink Manager for z/0S
Row 1 to 7 of 26
MORE >>>

Event Trace Profile for service ACCT1

Check which events you want to write to the SequelLink Event Trace.
Use (S) or (/) to select/unselect an event,
or use (F) to view or set an event filter.

Trace Event

False Event processing Starting
False Event processing Stopping
True Cursor Closed

True  Cursor Opened

True Debug Tracing

True Error Internal

True  Error Occured

COMMAND ===> SCROLL > PAGE

2 Type / beside an event trace option to enable it or disable it;
then, press ENTER.

NOTE: Optionally, you can type F beside an event trace option
to define a filter for the option. A panel appears allowing you
to set the filter for that event trace option. Type the filter;
then, press ENTER. See “Filtering Events” on page 595 for
more information about filtering and the syntax of filter
statements.

You are returned to the server management tree.

3 Restart the Sequelink Server to activate the profile you just
changed.
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Deleting an Event Trace Profile

1 From the server management tree, type D beside the profile
you want to delete; then, press ENTER. The profile is deleted.

2 Restart the SequelLink Server.

Configuring Server Data Sources

This section describes how to create and manage server data
sources locally using the SequeLink Manager for z/OS.

To do this...
Create a server data source

Delete a server data source
View server data source attributes

Add a server data source attribute

Change a server data source
attribute

Delete a server data source
attribute

See...

“Creating a Server Data
Source” on page 154

“Deleting a Server Data
Source” on page 156

“Viewing Server Data Source
Attributes” on page 158

“Adding a Server Data
Source Attribute” on
page 159

“Changing a Server Data
Source Attribute” on
page 163

“Deleting a Server Data
Source Attribute” on
page 165
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Creating a Server Data Source

When you create a server data source, the attributes for the new
server data source are copied from the default data source. Once
you create a server data source, you can change any attributes of
the new server data source. See “Viewing Server Data Source
Attributes” on page 158 for instructions on viewing server data
source attributes.

To create a server data source:

1 Type / beside the Datasource Settings node of the SequeLink
service to expand it; then, press ENTER. The expanded
Datasource Settings node shows the default server data
source, which is named Default, and any other server data
sources defined for the SequelLink service.

DataDirect SequelLink Manager for z/0S

Management Tree for server ACCT1
To see a list of valid actions on a node, type '?' beside it.
Use '/' to expand or collapse tree branches.
Valid commands are: EXP SAVE REFRESH ERRSTK
- Logging
- Others
- User Security
- Datasource Settings
+ Default
- Profiles
- Monitoring
- Event Tracing

Command ===> Scroll > PAGE
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2 Type A beside the Datasource Settings node; then, press
ENTER. The Add Datasource panel appears:

DataDirect SequeLink Manager for z/0S - Add datasource
Command ===>

Enter the parameters for the new datasource for service ACCTl in
server ACCTI:

Datasource name

Description

3 Provide the following information; then, press ENTER.

Datasource name: Type the name of the new server data
source. The corresponding service attribute is
DataSourceName.

Description: Type a description for the server data source.
The corresponding service attribute is
DataSourceDescription.

4 You are returned to the server management tree, and the
panel reminds you to review the attribute settings for the
server data source. See “Viewing Server Data Source
Attributes” on page 158 and “Changing a Server Data Source
Attribute” on page 163 for instructions on viewing and
changing server data source attributes.

The server data source you created can be used immediately
for incoming connections; you do not need to restart the
SequelLink Server.
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Adding a UID Map to a Sequelink® Server Data
Source (Optional)

UID mapping is the optional mapping of user IDs to alternate
user IDs using a UID map. You can specify a UID map for a
SequelLink service and another UID map for a SequelLink Server
server data source. See “Adding a UID Map to the SequeLink®
Service” on page 423 for more information about adding a UID
map to a SequelLink Server service.

See “Using UID Mapping” on page 329 for more information
about using UID maps.

Deleting a Server Data Source

NOTE: You cannot delete the Default server data source.

1 Type / beside the Datasource Settings node of the SequeLink
service to expand it; then, press ENTER. The expanded
Datasource Settings node shows the default server data
source, which is named Default, and any other server data
sources defined for the SequelLink service.
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2 To delete a server data source, type D beside the Datasource
Settings node; then, press ENTER. The Delete Datasource
panel appears prompting you to confirm the deletion.

DataDirect Sequelink Manager for z/0S - Delete datasource

You are about to delete the following datasource from service ACCT1 in
server ACCT1:

Datasource name

ACCTNW

Description

Data source for accounting NW

Are you sure this is what you want to do ?
2 1. Yes, go ahead.
2. No, don't delete.

Command ===>

3 Confirm or cancel the deletion:

B Type 1 to confirm the deletion; then, press ENTER.
m Type 2 to cancel the deletion; then, press ENTER.

The server data source is deleted, and you are returned to
the server management tree.
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Viewing Server Data Source Attributes

1 Type / beside the Datasource Settings node of the SequeLink
service to expand it; then, press ENTER. The expanded
Datasource Settings node shows the default server data
source, which is named Default, and any other server data
sources defined for the Sequelink service.

2 Type / beside the server data source you want to view
attributes for; then, press ENTER. The server data source node
expands to show the data source attribute categories.

DataDirect SequeLink Manager for z/0S
Management Tree for server ACCT1
To see a list of valid actions on a node, type '?' beside it.
Use '/' to expand or collapse tree branches.
Valid commands are: EXP SAVE REFRESH ERRSTK
- Datasource Settings
+ Default
- ACCTNW
- Advanced
- Application security
- General
- Others
- User Security
- WorkArounds
- Profiles
Command ===> Scroll > PAGE
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3 Type s beside any attribute category to view the attributes
set for the server data source; then, press ENTER. The
AttributeList panel appears, listing all the attributes and
their values configured for the server data source.

For example, if you select the Advanced category, the
following AttributelList panel appears:

DataDirect Sequelink Manager for z/0S - AttributelList
Row 1 to 2 of 2
MORE >>>

DataSource ACCTNW

Enter the 'ADD'-command to add an attribute or

perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

DataSourceCursorHold True

DataSourceTransactionIsolation Committed
Kk Ak h Ak kA Ak Ak rhhkhkhkh kA hkkhkhkhkk*xhxk*k Bottom Of data Ak kA kA XAk A hk Ak h Ak Ak kA kA hkhkhkkkhkkk*

COMMAND ===> SCROLL > PAGE

Adding a Server Data Source Attribute

1 Type / beside the Datasource Settings node of the SequeLink
service to expand it; then, press ENTER. The expanded
Datasource Settings node shows the default server data
source, which is named Default, and any other server data
sources defined for the SequelLink service.
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2 Type / beside the server data source you want to add an
attribute for; then, press ENTER. The server data source node
expands to show the data source attribute categories.

DataDirect SequelLink Manager for z/0S

Management Tree for server ACCT1
To see a list of valid actions on a node, type '?' beside it.
Use '/' to expand or collapse tree branches.
Valid commands are: EXP SAVE REFRESH ERRSTK
- Datasource Settings
+ Default
- ACCTNW
- Advanced
- Application security
- General
- Others
- User Security
- WorkArounds
- Profiles

Command ===> Scroll > PAGE
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3 Type s beside any attribute category to view the attributes
set for the server data source; then, press ENTER. The
AttributeList panel appears, listing all the attributes and
their values configured for the server data source.

For example, if you select the Advanced category, the
following AttributelList panel appears:

DataDirect SequelLink Manager for z/0S - Attributelist
Row 1 to 2 of 2
MORE >>>

DataSource ACCTNW

Enter the 'ADD'-command to add an attribute or

perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

DataSourceCursorHold True

DataSourceTransactionIsolation Committed
Kk khkhhkhhkhhkkhkkhkhkhkrkhrxkhhrhkrkkkkx Bottom Of data Kk Kk hkhkhkhkhkhkkhkkrkhkrkrhkrhkhkhkkkkxkx

COMMAND ===> SCROLL > PAGE
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4 Type Add at the command prompt to add an attribute. A list of
attributes you can add for this attribute category appear.

For example, if you choose to add an attribute from the
Advanced category, the following panel appears:

DataDirect SequeLink Manager for z/0S
Row 1 to 4 of 4

This is a list of attributes,
you are allowed to add:

Use (S) or (/) to select an attribute,

Use (?) for help on an attribute.
Attribute
DataSourceArrayFetchMaxBytes
DataSourceDisableWarnings
DataSourceSchemaFilterList

DataSourceTableTypeFilterList
khkkkkkkkkkkkkk Bottom Of data *hkkkkkkkkkkkkk

COMMAND ===> SCROLL > PAGE

NOTE: To display help about an attribute, type 2 beside the
attribute; then, press ENTER.

5 Type s beside the attribute you want to add; then, press
ENTER. The Attribute Value panel appears with the cursor
positioned on the Value field.

For example, selecting the DataSourceSchemaFilterList
attribute causes the following panel to appear:

Attribute Value
Press F1 for help, F3 to leave.

DataSourceSchemaFilterList

=—==>
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Type a value for the attribute or use the default if one is
available; then, press ENTER.

You are returned to the AttributelList panel. Press F3 to
return to the server management tree.

Changing a Server Data Source
Attribute

1

Type / beside the Datasource Settings node of the SequeLink
service to expand it; then, press ENTER. The expanded
Datasource Settings node shows the default server data
source, which is named Default, and any other server data
sources defined for the Sequelink service.

Type / beside the server data source to view its attributes;
then, press ENTER. The server data source node expands to
show the data source attribute categories.

DataDirect SequeLink Manager for z/0S

Management Tree for server ACCT1
To see a list of valid actions on a node, type '?' beside it.
Use '/' to expand or collapse tree branches.
Valid commands are: EXP SAVE REFRESH ERRSTK
- User Security
- Datasource Settings
+ Default
- ACCTNW
- Advanced
- Application security
- General
- Others
- User Security
- WorkArounds
- Profiles

Command ===> Scroll > PAGE
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3 Type s beside any attribute category to view the attributes set
for the data source; then, press ENTER. The AttributeList
panel appears, listing all the attributes and their values
configured for the server data source.

For example, if you select the Advanced category, the
following AttributelList panel appears:

DataDirect SequeLink Manager for z/0S - AttributelList
Row 1 to 2 of 2
MORE >>>
DataSource ACCTNW
Enter the 'ADD'-command to add an attribute or
perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

DataSourceCursorHold True

DataSourceTransactionIsolation Committed
khkkhkkhkkrkhkhkhrhhhkhkhkhkhkkrkrkrxkxkxkx Bottom Of data khkkkkhkkhhkhkhrhkhkhkhkhkkhkhkkhrkhrhxkkrkxx

COMMAND ===> SCROLL > PAGE

4 Type C beside the attribute you want to change; then, press
ENTER. The Attribute Display panel appears with the cursor
positioned at the value field of the attribute.

For example, to change the value of the
DataSourceCursorHold attribute to FALSE, the following
panel appears:

Attribute Value
Press F1 for help, F3 to leave.

DataSourceCursorHold
===> True
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5 Type the new value of the attribute; then, press ENTER. You
are returned to the AttributelList panel, and the attribute
value, if valid, is changed.

6 Press F3 to return to the server management tree.

Deleting a Server Data Source
Attribute

1 Type / beside the Datasource Settings node of the SequeLink
service to expand it; then, press ENTER. The expanded
Datasource Settings node shows the default server data
source, named Default, and any other server data sources
defined for the SequelLink service.

2 Type / beside the server data source to view its attributes;
then, press ENTER. The server data source node expands to
show the data source attribute categories.

DataDirect SequeLink Manager for z/0S

Management Tree for server ACCT1
To see a list of valid actions on a node, type '?' beside it.
Use '/' to expand or collapse tree branches.
Valid commands are: EXP SAVE REFRESH ERRSTK
- User Security
- Datasource Settings
+ Default
- ACCTNW
- Advanced
- Application security
- General
- Others
- User Security
- WorkArounds
- Profiles

Command ===> Scroll > PAGE

SequelLink Administrator’s Guide

165



166 Chapter 7 Configuring SequeLink® Services Using the SequeLink® Manager for z/OS

3 Type s beside any attribute category to view the attributes set
for the data source; then, press ENTER. The AttributeList
panel appears, listing all the attributes and their values
configured for the server data source.

For example, if you select the Advanced category, the
following AttributelList panel appears:

DataDirect SequelLink Manager for z/0S - Attributelist

Row 1 to 2 of 2
MORE >>>

DataSource ACCTNW

Enter the 'ADD'-command to add an attribute or

perform one of the actions below on a specific attribute
o (S)elect o (C)hange o (D)elete o (?)Help

DataSourceCursorHold True
DataSourceTransactionIsolation Committed

KAKKkkKI A Ak hk Ak hkkkxhkhkhkhxrhkkkkxk Bottom Of data KAhkKkhkhkkkrhkhkkhkrhkkhkxrhhkhkrhkkkkxx

COMMAND ===> SCROLL > PAGE

4 Type D beside the attribute you want to delete; then, press
ENTER. The attribute is deleted. You are returned to the
server management tree.
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Part 2: Configuring and
Managing SequeLink® Clients
This part contains the following chapters:

m Chapter 8 “Configuring the ODBC Client” on page 169
describes the tasks you may need to perform to configure
and manage the Sequelink Client for ODBC.

m Chapter 9 “Configuring the ADO Client” on page 211
describes the tasks you may need to perform to configure
and manage the SequelLink Client for ADO.

m Chapter 10 “Configuring the JDBC Client” on page 251
describes the tasks you may need to perform to configure
and manage the SequeLink Client for JDBC.

m Chapter 11 “Configuring the .NET Client” on page 265
describes the tasks you may need to perform to configure
and manage the SequeLink Client for .NET.

SequelLink Administrator’s Guide



168 Part 2: Configuring and Managing SequelLink® Clients

Sequelink Administrator’s Guide



169

8 Configuring the ODBC Client

This chapter describes the tasks you may need to perform to
configure and manage the SequelLink Client for oDBC (the ODBC
Client).

About ODBC Connections

You can open an ODBC connection to a SequeLink service by
specifying a configuring a ODBC client data source. This chapter
explains how to connect to a Sequelink service using client data
source.

Using the ODBC Administrator

4

The first step in setting up an ODBC connection is creating an
ODBC data source. You use the ODBC Administrator to create
and manage ODBC data sources.

To start the ODBC Administrator, click Start / Programs. From the
Programs menu, select DataDirect SequelLink 6.0 Client for
ODBC, and then select the ODBC Administrator application. The
ODBC Data Source Administrator window appears listing
resident data sources.

NOTE: An ODBC Administrator does not exist for Linux/UNIX;
you must edit the odbc.ini file using a text editor. See
“Configuring ODBC Client Data Sources on Linux and UNIX"” on
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page 191 for instructions on creating ODBC client data sources
for Linux/UNIX.

Configuring ODBC Client Data Sources
on Windows

E To configure client data sources for the ODBC Client on Windows
“*= platforms, you use the ODBC Administrator.

Configuring ODBC User and System
Client Data Sources

1 Start the ODBC Administrator. To start the ODBC
Administrator, select Start / Programs. From the Programs
menu, select DataDirect SequelLink 6.0 Client for ODBC or
DataDirect SequeLink 6.0 Client for ODBC 64-bit, and then
select the ODBC Administrator application.
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2 Click the User DSN tab or the System DSN tab to list user or
system data sources, respectively.

#"10DBC Data Source Administrator 2l

Uzer DSM | Spstem DSM | File DSM | Drivers | Tracing | Connection Posling | About |

Uszer Data Sources:

| Driveer | Add..
Microzoft dB aze Diriver [".dbf) —I

Excel Files Microzoft Excel Driver [*.xlz] Bemaove

M5 Access Database Microsoft Access Driver [*.mdb)
LConfigure. .. |

An ODBC User data source stores information about how to connect o
the indicated data provider. A Uszer data source iz only wisible to you,
and can only be uzed on the current machine.

(1] 4 I Cancel | Apply | Help |

3 To configure a new data source, click the Add button. A list
of installed drivers appears. Select DataDirect SequelLink 6.0;
then, click Finish.

NOTE: To change an existing data source, select the data
source you want to configure and click the Configure button.
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The DataDirect Sequelink for ODBC Setup window appears.

DataDirect SequeLink for ODBC Setup 2] x|

General | Failoverl About |

Data Source Name: IAccounting Help |
Description: I Translate. . |
[ Use LDAP

Sequelink Server Host: IIocalhost

Sequelink Server Port: |16I333

Server Data Source: IDefauIﬂ _l

Distinguished [Hame: I

[~ Encrypted (SSL)

Test Connect | Ok I Cancel Apply

4 On the General tab, provide the following information; then,
click Apply.

Data Source Name: Type a unique name that identifies this
ODBC data source configuration. Examples are Accounting or
SequelLink to Oracle Data.

Description: Optionally, type a description of the data source,
for example, My Accounting Database Or Accounting Data in
Oracle (SSL).

SequelLink Server Host: Type the TCP/IP host name of the
SequelLink service to which the ODBC Client will connect.

SequelLink Server Port: Type the TCP/IP port the SequeLink
service is listening on for connection requests. The port you
specify must be the same port that was specified for the
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SequelLink service when the Sequelink Server was installed;
the default is 19996.

Server Data Source: Type the name of a server data source
configured for the SequelLink service to use for the
connection, or click the ... button to select an existing server
data source. This field is optional. If a server data source is
not specified, the default server data source for that
Sequelink service is used.

Use LDAP: To configure the ODBC Client to retrieve
connection information from an LDAP directory, select the
Use LDAP check box. The fields change on the lower half of
the screen to accommodate the information required to
qguery an LDAP server for connection information. Provide
the following information:

LDAP Server Host: Type the TCP/IP host name of the LDAP
server.

LDAP Server Port: Type the TCP/IP port the LDAP server is
listening on for connection requests.

Distinguished Name (DN): Type an identifier that uniquely
identifies the LDAP entry where the connection information
is stored.

Encrypted (SSL): If the remote Sequelink service is
configured for Secure Sockets Layer (SSL) encryption, select
this check box. If connecting to a SequeLink service enabled
for SSL, you must select this check box.

When the check box is cleared (the default), communication
between the SequelLink Client and SequelLink Server is not
encrypted.

Configuration of encryption is performed on the Sequelink
Server. See “Using SSL Encryption” on page 209 for a
discussion of encrypting data.
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NOTES:

m An ODBC client data source can reference an LDAP
directory to retrieve server connection information. See
“Retrieving Connection Information from
LDAP Directories” on page 428 for more information
about retrieving connection information from LDAP
directories.

m SSL encryption is not supported for LDAP Servers. The Use
LDAP and the Encrypted (SSL) check boxes are mutually
exclusive.

m SSL encryption is not supported for SequeLink Server for
DB2 for z/OS. Do not select the Encrypted (SSL) check box
for a DB2 for z/OS configuration.

Translate: Click Translate only if you want to configure an
ODBC translator.

NOTE: We strongly recommend that you do not configure an
ODBC translator; instead, rely on the native SequeLink
transliteration between server and client code pages.

The Select Translator dialog box appears, listing translators
specified in the ODBC Translators section of the system
information file. Select a translator. When satisfied with your
choice, click OK to close this dialog box and perform the
translation.
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5 Optionally, click the Failover tab to specify Failover data
source settings.

DataDirect SequeLink for ODBC Setup 2| x|

General Failover |About|

[7 Load Balancing: Hela |

Alternate Servers:

(Host=belg-moose:Port=16033:53erverDataSource=Default) :I
[/
Connection Retry Count; IU Connection Retry Delay: |3

[~ Eorce SOL_DRIVER_MNOFROMET

Test Connect | Ok I Cancel Apphy

Provide any of the following information; then, click Apply.

Load Balancing: Select this check box to allow the driver to
use client load balancing in its attempts to connect to
primary and alternate database servers. In this case, the
driver attempts to connect to the database servers in random
order.

If this check box is not selected (the default), client load
balancing is not used and the driver connects to each
database server based on its sequential order (primary server
first, then, alternate servers in the order they are specified).

NOTE: This option has no effect unless alternate servers are
defined for the Alternate Servers connection option.
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The Load Balancing option is an optional setting that you can
use in conjunction with connection failover. See “Configuring
Connection Failover for the ODBC Client” on page 197 for a
discussion of connection failover and for information about
other connection options that you can set for this feature.

Alternate Servers: Type a list of alternate Sequelink servers to
which the driver will try to connect if the primary SequeLink
server is unavailable, using a string that defines the physical
location of each alternate server. Specifying a value for this
option enables connection failover for the driver. See
“Configuring Connection Failover for the ODBC Client” on
page 197 for a discussion of connection failover.

IMPORTANT: If you specified an LDAP server in the LDAP
Server Host field, the alternate servers must be LDAP servers.

The server name and port are required for each alternate
server entry. All of the other required connection information
for each alternate server is the same as what is defined for the
primary server connection. Currently, the only optional
property that can be set for the alternate server is Server Data
Source.

The string has the format:

(Host=servernamel:Port=portl[:ServerDataSource=
serverdatasourcenamel], Host=servernamel:Port=
portZ2]:ServerDataSource=serverdatasourcenamel], ...)

For example, the following Alternate Servers value defines
two alternate SequelLink servers for connection failover:

(Host=server2:Port=19996:ServerDataSource=SDSN2, Host=
server3:Port=19996:ServerDataSource=SDSN3)

If you are connecting to an LDAP server, the syntax includes
the physical location of the server and the port number:

(Host=1dl.foo.com:Port=389,Host=1d2.foo.com:Port=
389, Host=1d3.foo.com:Port=389)
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Connection Retry Count: Type a value to specify the number
of times the driver tries to connect to the primary server and,
if configured, to the alternate servers after the initial
unsuccessful attempt.

Valid values are integers from 0 to 65535. When set to 0 (the
default), the driver does not try to connect after the initial
unsuccessful attempt.

If a connection is not established during the retry attempts,
the driver returns an error that is generated by the first
server to which it tried to connect.

This option and the Connection Retry Delay connection
option, which specifies the wait interval between attempts,
can be used in conjunction with connection failover.

See “Configuring Connection Failover for the ODBC Client”
on page 197 for a discussion of connection failover and for
information about other connection options that you can set
for this feature.

Connection Retry Delay: Type a value to specify the number
of seconds that the driver waits after the initial unsuccessful
connection attempt before retrying a connection to the
primary server and, if specified, to the alternate servers.

Valid values are integers from 0 to 65535. The default value is
3 (seconds). When set to 0, there is no delay between retries.

NOTE: This option has no effect unless the Connection Retry
Count connection option is set to an integer value greater
than 0.

This option and the Connection Retry Count connection
option, which specifies the number of times the driver tries
to connect after the initial unsuccessful attempt, are used in
conjunction with connection failover.

See “Configuring Connection Failover for the ODBC Client”
on page 197 for a discussion of connection failover and for
information about other connection options that you can set
for this feature.
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Force SQL_DRIVER_NOPROMPT: Select this check box when
connection failover or load balancing is enabled. This check
box must be also selected if the application cannot change
the DriverCompletion argument to SQL_DRIVER_NOPROMPT.

If this check box is not selected (the default), the behavior of
the application is not changed.

6 At any point during the configuration process, you can click
Test Connect to attempt to connect to the data source using
the connection properties specified in the driver Setup dialog
box. A logon dialog box appears; see “ODBC Connection
Dialogs” on page 183 for details.

Note that the information you enter in the logon dialog box
during a test connect is not saved.

m If the driver can connect, it releases the connection and
displays a Connection Established message. Click OK.

m If the driver cannot connect because of an improper
environment or incorrect connection value, it displays an
appropriate error message. Click OK.

NOTE: If you are configuring alternate servers for use with the
connection failover feature, be aware that the Test Connect
button tests only the primary server, not the alternate servers.

7 Click OK or Cancel. If you click OK, the values you have
specified become the defaults when you connect to the data
source. You can change these defaults by using this procedure
to reconfigure your data source. You can override these
defaults by connecting to the data source using a connection
string with alternate values.
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Configuring ODBC File Client Data
Sources

File data sources are data source files stored on a file server. The
files are available to any user who can access the server.

To configure ODBC file client data sources:

1 Start the ODBC Administrator by clicking Start / Programs.
From the Programs menu, select DataDirect SequeLink 6.0
Client for ODBC or DataDirect SequeLink 6.0 Client for
ODBC 64-bit, and then select the ODBC Administrator
application.

2 Click the File DSN tab. The File DSN tab lists any file data
sources in the specified directory.

¢ 100B¢ Data Source Administrator 2lx]

Usar DSN | SystemDSh File DSN | Drivers | Tracing | Connection Pooling | About |

Look jn: |Da1aEu:uurDes :l | Agdd..

‘Accountng csn
(® =cfsdi.dsn

Bemowe

Configure...
SetDirectory

An ODBC File data source allows you to connact o & data provider, File DSMNe
@ can be shared by usars who hawve the same dhivers installed.

(04 I Cancel Apply Help
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3 To configure a new data source, click the Add button. A list of
installed drivers appears. Select DataDirect SequeLink 6.0;
then, perform one of the following actions:

m To configure the file data source to connect directly to a
Sequelink Server without retrieving connection
information from an LDAP directory, click OK. Then, skip
to Step 5.

m To configure the file data source to retrieve connection
information from an LDAP directory, continue with the
next step.

4 Click Advanced. The Advanced File DSN Creation Settings
window appears.

Advanced File DSN Creation Settings Ei
If wou know the driver-specific keywords for this data oK
source, you can type them and their values here. Fut a -
riew keyword-value pair on each line. For example, PR

Server=MyServer 4|

Database=MyD atabase
For more information on driver-specific keywords, please
consult your ODEC diver documentation,
Type diver-specific keywords and values:

DRIVER={DataDirect SequeLink 5.0} -
UselDAP=1|
Host=LdapServer

Part=389 -
4| | b

v “erfy this connection [recommended)

In the Type driver-specific keywords and values scrollable box,
type the values required to make the connection, such as the
host name and port, as well optional values. For example,
type UseLDAP=1 to configure the ODBC Client to retrieve
connection data from an LDAP server, or type Encrypted=1
when the remote Agent is configured for SSL encryption.
Then, click OK. You are returned to the list of drivers. Click
Next and continue with Step 5.
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5 The Create New Data Source dialog box appears.

Create New Data Source

Type the name of the file data source you want to zave
thiz connection to. Or, find the location to save to by
clicking Browse.

|| Browse. . |

< Back I Mest » I Cancel |

Type the name of the file data source you want to create or
click Browse to select an existing file data source; then, click
Next.
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6 The Create New Data Source dialog box displays the settings
you've configured for this data source.

When vou click Finish, you will create the data source

which you have just configured. The driver may prompt you
for more information.

File Data Source -]
Filename: Accounting

Driver: DataDirect Sequelink 6.0

Driver-specific Keywords:

Usel DAP=1

Host=LdapServer

Paort=389

DistinguishedN ame=ou=Serverl .ou=UK ou=0ffices,.o=l

7 Click Finish to create the file data source. A series of
connection dialogs appear as described in “ODBC Connection
Dialogs” on page 183. The file data source will be saved after

you enter the correct information in the connection dialog
boxes.
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ODBC Connection Dialogs

A Sequelink data access connection involves the following
stages:

SequelLink Sequelink
Client 1 Server
- ;
[ 2 J
-~
3 i

—m 3 .
=i Ll -l — -
Database

1 A network connection is established.

2 An authentication mechanism is used to establish the
identity of the SequeLink Client to the Sequelink Server.

3 Based on information provided by the SequeLink Client
application (for example, a database user name and
password), a database connection is established.

Stage 1: Establishing a Network Connection

The first stage of the connection process involves establishing a
network connection. The dialog box that appears depends on
whether the connection has been configured to connect directly
to a Sequelink service or to retrieve connection information for
the SequelLink service from a centralized LDAP directory.
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Connecting Directly to a SequelLink® Service

If the connection has been configured to connect directly to a
Sequelink service, the Connect to the SequelLink Server dialog
box appears.

Connect to the Sequelink Server _ x|
Sequelink Server Host: || OK
Sequelink Server Port: | Cancel

Server Data Source; | _I

Provide the following information; then, click OK.

SequelLink Server Host: Type the TCP/IP host name of the
Sequelink service.

SequelLink Server Port: Type the TCP/IP port on which the
Sequelink service is listening. A default installation of SequeLink
Server uses the port 19996.

Server Data Source: Type the name of a server data source to use
for the connection, or select one from the drop-down list. This
step is optional. If a server data source is not specified, the
default server data source for that service will be used for the
connection.
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Retrieving Connection Information from an LDAP
Directory

If the connection has been configured to connect to an LDAP
server to retrieve connection information from an LDAP
directory, the Connect to the SequelLink Server dialog box
appears.

See “Creating LDAP Entries for SequeLink® Services” on page 430
for information on setting up an LDAP server for SequeLink.

Connect to the SequelLink Server : x|
LDAF Server Host: || OK
LDAF Zerver Port: I Cancel

Distinguished MName:

]

Provide the following information; then, click OK.
LDAP Server Host: Type the TCP/IP host name of the LDAP server.

LDAP Server Port: Type the TCP/IP port on which the LDAP server
is listening.

Distinguished Name: Type the Distinguished Name (DN) of the
LDAP entry.
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Stage 2: Sequelink® Server Authentication

The second stage of the connection process involves
authentication of the Sequelink Client to the SequelLink Server.
The dialog boxes that appear depend on how authentication is
configured for the SequelLink service.

m When ServiceAuthMethods=anonymous or
ServiceAuthMethods=integrated_nt, no dialog boxes appear.

m When ServiceAuthMethods=0SLogon(HUID,HPWD) or
ServiceAuthMethods=0SLogon(UID,PWD), the Logon to
Sequelink Service dialog box appears.

Host User Name I oK

x|
|
Host Password [ Cancel I

Provide the following information; then, click OK.
Host User Name: Type the host user name.

NOTE: When connecting to a Windows server, you must prefix
the host user name with a server name, if authenticating to a
local server, or a domain name (for example, SALES\DJONES).
If the server name or domain name is omitted, the SequeLink
Server will attempt to authenticate the user ID and password
with the database account defined for the machine on which
the SequelLink Server is running. If this validation fails, the

SequelLink Server will attempt to authenticate the user ID and
password with the database account defined for the domain
of the machine on which the Sequelink Server is running.

Host Password: Type the host password.

Sequelink Administrator’s Guide



Configuring ODBC Client Data Sources on Windows 187

m  When ServiceAuthMethods=0SLogon(HUID,HPWD,NPWD) or
ServiceAuthMethods=0SLogon(UID,PWD,NPWD) and the
password is expired, the Password expired. Please specify
new password dialog box appears.

Password expired. Please specify new pz . il
Host L!:Sef Mame Irr.h-‘._:- UK.
Host Password | [y

New Password ||

Confirm Password |

NOTE: If the password is not expired, the Logon to SequeLink
Service dialog box appears, prompting only for the host user
name and host password.

Provide the following information; then, click OK.
Host User Name: Type the host user name.

NOTE: When connecting to a Windows server, you must
prefix the host user name with a server name, if
authenticating to a local server, or a domain name (for
example, SALES\DJONES). If the server name or domain name
is omitted, the SequelLink Server will attempt to authenticate
the user ID and password with the database account defined
for the machine on which the SequelLink Server is running. If
this validation fails, the SequeLink Server will attempt to
authenticate the user ID and password with the database
account defined for the domain of the machine on which the
Sequelink Server is running.

Host Password: Type the host password.
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New Password: Type the new password to be used by the
Sequelink password change mechanism.

Confirm Password: Type the new password again to
confirm it.

For more information about configuring authentication, see
Chapter 13 “Configuring SequeLink® Security” on page 291.

Stage 3: Data Store Logon

The last stage of the connection process involves logging on the
data store. The dialog boxes that appear depend on the data
store logon method configured for the SequeLink service:

B When DataSourceLogonMethod=0SIntegrated, no dialog
boxes appear.

m When DataSourceLogonMethod=DBMSLogon(UID,PWD) or
DataSourceLogonMethod=DBMSLogon(DBUID,DBPWD), a
data store-specific user name and password are required and
the Logon to Sequelink Service dialog box appears.

Logon to SequeLink Service ! x|
Database User Name: | OK
Database Passwaord: | Cancel
Database: |

Provide the following information; then, click OK.
Database User Name: Type the database logon ID.

Database Password: Type the database password.
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Database: Type the name of the database to which you want
to connect. This field is disabled when the data store does
not recognize the concept of databases.

For more information about configuring authentication, see
Chapter 13 “Configuring SequelLink® Security” on page 291
about configuring data store logon methods.

Testing ODBC Connections on
Windows

1 On the Sequelink Client, start the ODBC Administrator. To
start the ODBC Administrator, select Start / Programs. From
the Programs menu, select DataDirect SequeLink 6.0 Client
for ODBC or DataDirect Sequelink 6.0 Client for ODBC 64-bit,
and then select the ODBC Administrator application. The
ODBC Data Source Administrator window appears listing
resident data sources.
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Lzer DEN | Swstemn DSM I File DSNI Dri\-'ersl Tracingl Cannection F'u:u:nlingl About I

User Data Sources:

| Diiver | Add
icrosoft dBasze Driver [*.dbf)
icrosoft Escel Driver [*.xlz) RBemave
M5 Access Databaze Microsoft Access Driver [*.mdhb)

s

Configure...

An ODEC Uzer data sowrce stores information about how to connect to
the indicated data provider. & User data source is only vizible to pou,
and can anly be uzed on the current machine.

ak. I Cancel | Lpply | Help |

2 Create an ODBC data source as described in “Configuring
ODBC User and System Client Data Sources” on page 170
specifying the TCP/IP address and TCP/IP port of the SequeLink
service.

3 Click the Test Connect button to test the connection. If
successful, a dialog appears telling you the connection was
successful. You are now ready to start using your ODBC
applications with SequelLink.

Sequelink Administrator’s Guide



Configuring ODBC Client Data Sources on Linux and UNIX 191

Configuring ODBC Client Data Sources on
Linux and UNIX

For Linux/UNIX, an ODBC Administrator does not exist. This
section describes how to configure the odbc.ini file and how to
set some required environment variables to use the ODBC Client
on Linux/UNIX.

Configuring System Information Files

To configure an ODBC data source for Linux/UNIX, you must edit
the system information file, that is, the odbc.ini file (32-bit ODBC
Client) or odbc64.ini file (64-bit ODBC Client) using the connect
attributes described in “Connecting Using a Connection String”
on page 195. The system information file accepts only long
names for attributes.
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Example: odbc.ini for Solaris

The following code shows an example of an odbc.ini file for a
32-bit ODBC Client installed on a Solaris machine:

[ODBC Data Sources]
SALESDB=DataDirect SequeLink 6.0

[SALESDB]
Driver=path of installdir/lib/ivslk22.so
Description=DataDirect Sequelink 6.0
Host=

Port=

UseLDAP=0

DistinguishedName=

Encrypted=0

LoadBalancing=0

AlternateServers=
ConnectionRetryCount=0
ConnectionRetryDelay=3

[ODBC]

Trace=0

IANAAppCodePage=4

TraceFile=odbctrace.out
TraceDll=path of installdir/lib/odbctrac.so
InstallDir=path of installdir

where path of installdiristhe path to the ODBC Client
installation directory.

Example: odbc64.ini for Solaris

The following code shows an example of the odbc64.ini file for a
64-bit ODBC Client installed on a Solaris machine:

[ODBC Data Sources]
SALESDB=DataDirect Sequelink 6.0
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[AccountingDB]
Driver=path of installdir/l1ib64/ivslk22.so
Description=DataDirect Sequelink 6.0
Host=

Port=

UseLDAP=(

DistinguishedName=

Encrypted=0

LoadBalancing=0

AlternateServers=
ConnectionRetryCount=0
ConnectionRetryDelay=3

[ODBC]

Trace=0

IANAAppCodePage=4

TraceFile=odbctrace.out
TraceDll=path of installdir/lib64/odbctrac.so
InstallDir=path of installdir

where path of installdiristhe path to the ODBC Client
installation directory.

Setting Environment Variables

You must set several environment variables for the ODBC Client
on Linux and UNIX by executing a shell script located in the
installation directory.

To execute the shell script:
m If you are using the Bourne or Korn shell, type:

® . sglnk.sh (32-bit client)
® | sqlnk64.sh (64-bit client)

m If you are using the Cshell, type:

® source sqlnk.csh (32-bit client)
® source sqglnk64.csh (64-bit client)

SequelLink Administrator’s Guide

193



194 Chapter 8 Configuring the ODBC Client

Executing this shell script sets the following environment

variables:

ODBCINI Specifies where the centralized odbc.ini
or odbc64.ini file is located.

SQLNK_ODBC_HOME Specifies the full path of the directory
containing the ODBC Client shared
libraries.

Executing this shell script also sets the appropriate library search
environment variable (LD_LIBRARY_PATH on Solaris and Linux,
SHLIB_PATH on HP-UX, or LIBPATH on AlX).

Using a Centralized System Information
File

Because Linux and UNIX are multi-user environments, you may
want to use a single centralized odbc.ini file controlled by a
system administrator. To do this, set the ODBCINI environment

variable to point to the fully qualified pathname of the
centralized file.

For example:
m In the Bourne or Korn shell, type:
ODBCINI=/opt/odbc/system odbc.ini;export ODBCINI
m In the Cshell, type:
setenv ODBCINI /opt/odbc/system odbc.ini

The odbc.ini file also require an [ODBC(] section that includes the
InstallDir keyword. The value of the InstallDir keyword must be
the path to the directory that contains the /lib and /messages
directories.
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For example, if you choose the default installation directory for
the 32-bit ODBC Client, the following line must be in the [ODBC(]
section of the odbc.ini file:

InstallDir=/usr/slodbc60

Connecting Using a Connection String

If you want to use a connection string for connecting to a
database, or if your application requires it, you must specify
either a DSN (data source name) or a DSN-less connection in the
string. The difference is whether you use the DSN= or the
DRIVER= keyword in the connection string, as described in the
ODBC specification. A DSN connection string tells the driver
where to find the default connection information. Optionally,
you may specify attribute=value pairs in the connection string to
override the default values stored in the data source.

If your application requires a connection string to connect to a
data source, you must specify the data source name that tells the
driver which data source to use for the default connection
information. Optionally, you may specify attribute=value pairs in
the connection string to override the default values stored in the
data source.

The DSN connection string has the form::
DSN=data source name[;attribute=value[;attribute=value]...]

For example, a connection string for SequeLink may look like
this:

DSN=Accounting; DB=EMP; UID=JOHN; PWD=XYZZY
or

DSN=Accounting;DB="X:IV;EMP";UID=JOHN; PWD=XYZZY
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NOTE: If the database name (DB) contains a semicolon (;), you
must place the name in quotes, as shown in the preceding
example.

The DSN-less connection string specifies a driver instead of a data
source. All connection information must be entered in the
connection string because there is no data source storing the
information.

The DSN-less connection string has the form:

DRIVER=[{]driver namel[}][;attribute=value[;attribute=value]

N

NOTE: Empty string is the default value for attributes that use a
string value unless otherwise noted.

A DSN-less connection string must provide all necessary
connection information:

DRIVER=DataDirect SequeLink 6.0;DB=Emp;UID=JOHN; PWD=XYZZY

For a list of ODBC connection attributes and their valid values,
refer to the SequeLink Developer’s Reference.
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Configuring Connection Failover for the
ODBC Client

The ODBC Client can help you make sure that your critical data is
available even if the primary database server is unavailable:

m Connection failover allows an application to connect to an
alternate, or backup, database server if the primary database
server is unavailable, for example, because of a hardware
failure or traffic overload. See “Specifying Alternate Servers”
on page 197 for more information.

m Connection retry defines the number of times the driver
attempts to connect to the primary server and, if configured,
alternate database servers after the initial unsuccessful
connection attempt. See “Using Connection Retry” on
page 201 for more information.

m Client load balancing helps distribute new connections in
your environment so that no one server is overwhelmed with
connection requests. “Using Client Load Balancing” on
page 201 for more information.

Specifying Alternate Servers

To configure connection failover, you specify a list of alternate
database servers that are tried at connection time if the primary
Sequelink server is not accepting connections. To do this, use the
Alternate Servers (AlternateServers) connection option.
Connection attempts continue until a connection is successfully
established or until all the database servers in the list have been
tried once (the default).

On Windows, you can configure a data source to use connection
failover on the Failover tab of the driver’s Setup dialog box. See
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“Configuring ODBC Client Data Sources on Windows"” on
page 170 for details.

On Linux and UNIX, you can configure a data source to use
connection failover by modifying your system information file
(odbc.ini). See “odbc.ini File Example” on page 199 and
“odbc64.ini File Example” on page 200 for details.

On Linux, UNIX, and Windows, you can use a connection string to
direct the driver to use connection failover. See "Connection
String Example" for details.

Connection String Example

The following connection string configures the ODBC Client
connected to a Linux, UNIX, or Windows server to use connection
failover in conjunction with all of its optional features—load
balancing, connection retry, and connection retry delay.

DSN=MyODBCDSN; AlternateServers=(Host=serverl:Port=19996:ServerDataSource=
SDSN1,Host=server2:Port=19996:ServerDataSource=SDSN2, Host=server3:Port=
19996:ServerDataSource=SDSN3) ; ConnectionRetryCount=4;ConnectionRetryDelay=

5;LoadBalancing=1

Specifically, if a successful connection is not established on the
ODBC Client's first pass through the list of SequelLink servers, this
connection string configures the driver to use two alternate
servers as connection failover servers, to attempt to connect four
additional times if the initial attempt fails, to wait five seconds
between attempts, and to try the primary and alternate servers in
a random order.

The additional connection information required for the
alternate servers is specified in the SequeLink Server data source
MyODBCDSN.
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odbc.ini File Example

To configure the 32-bit ODBC Client installed on a Solaris
machine to use connection failover in conjunction with some of
its optional features in your odbc.ini file, you could set the
following connection string attributes:

[ODBC Data Sources]
SALESDB=DataDirect SequeLink 6.0

[SALESDB]

Driver=path of installdir/lib/ivslk22.so

Description=DataDirect SequeLink 6.0

Host=

Port=

UseLDAP=0

DistinguishedName=
AlternateServers=(Host=serverl:Port=19996:ServerDataSource=SDSN1, Host=
server?2:Port=19996:ServerDataSource=SDSN2, Host=server3:Port=
19996:ServerDataSource=SDSN3)

ConnectionRetryCount=4
ConnectionRetryDelay=5

LoadBalancing=0

Specifically, this odbc.ini configuration tells the ODBC Client to
use two alternate servers as connection failover servers, to
attempt to connect four additional times if the initial attempt
fails, to wait five seconds between attempts, and to try the
primary and alternate servers in sequential order (do not use
load balancing).
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odbc64.ini File Example

To configure the 64-bit ODBC Client installed on a Solaris
machine to use connection failover in conjunction with some of
its optional features in your odbc.ini file, you could set the
following connection string attributes:

[ODBC Data Sources]
AccountingDB=DataDirect SequelLink 6.0

[AccountingDB]
Driver=path of installdir/1ib64/ivslk22.so
Description=DataDirect Sequelink 6.0

Host=

Port=

UseLDAP=0

DistinguishedName=

AlternateServers=(Host=serverl:Port=19996:ServerDataSource=SDSN1, Host=
server2:Port=19996:ServerDataSource=SDSN2, Host=server3:Port=
19996:ServerDataSource=SDSN3)

ConnectionRetryCount=4
ConnectionRetryDelay=5

LoadBalancing=1

This odbc64.ini configuration tells the ODBC Client to use two
alternate servers as connection failover servers, to attempt to
connect four additional times if the initial attempt fails, to wait
five seconds between attempts, and to try the primary and
alternate servers in a random order (use load balancing).
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Using Connection Retry

Connection retry defines the number of times the Client
attempts to connect to the primary server and, if configured,
alternate database servers after the initial unsuccessful
connection attempt. Connection retry can be an important
strategy for system recovery. For example, suppose you have a
power failure in which both the client and the server fails. When
the power is restored and all computers are restarted, the client
may be ready to attempt a connection before the server has
completed its startup routines. If connection retry is enabled, the
client application can continue to retry the connection until a
connection is successfully accepted by the server.

Connection retry can be used in environments that have only
one server or can be used as a complementary feature with
connection failover in environments with multiple servers.

Using connection options, you can specify the number of times
the driver attempts to connect and the time in seconds between
connection attempts. For details on configuring connection
retry, see “Connecting Using a Connection String” on page 195.

Using Client Load Balancing

Client load balancing helps distribute new connections in your
environment so that no one server is overwhelmed with
connection requests. When client load balancing is enabled, the
order in which primary and alternate database servers are tried
is random.
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When Connection Retry is also enabled, the ODBC Client tries to
connect to the primary SequelLink server and alternate Sequelink
servers in a random order until a successful connection is
established. If the connection attempt fails, the driver again
randomly selects from the list of servers until all SequeLink
servers in the list have been tried or a connection is successfully
established.

Connection Failover Attributes

Table 8-1 summarizes the connection attributes that control how
connection failover works with the ODBC Client. Refer to the
SequelLink Developer’s Reference for details about configuring
each attribute.

Table 8-1. Summary: Connection Failover Attributes for the ODBC Client

Attribute Characteristic

AlternateServers List of alternate database servers. An IP address or server
name and a port number are required for each server. The
ServerDataSource connection attribute is optional.

ConnectionRetryCount Number of times the driver retries the primary database
server, and if specified, alternate servers until a successful
connection is established. The initial default is 0.

ConnectionRetryDelay Wait interval, in seconds, between connection retry attempts
when the ConnectionRetryCount attribute is set to a positive
integer. The initial default is 3.

LoadBalancing Sets whether the driver will use client load balancing in its
attempts to connect to the list of database servers (primary
and alternate). If client load balancing is enabled, the driver
uses a random pattern instead of a sequential pattern in its
attempts to connect. The initial default is 0 (client load
balancing is not used).
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Refer to the SequelLink Developer’s Reference for overviews of
connection failover and client load balancing.

Importing and Exporting ODBC Client Data

Sources

The SequelLink Data Source SyncTool allows you to export ODBC
client data source definitions to data source files and distribute
them to multiple end users. The SequelLink Data Source SyncTool
provides two user implementations, one for the Sequelink
administrator and another for the end user:

B The SequelLink for oDBC Data Source SyncTool Administrator is
used by the SequeLink administrator to create data source
files. It can import and export data sources. This tool should
be made available to the SequeLink administrator only.

B The Sequelink for oDBC Data Source SyncTool is used by the
end user and can import data sources only. It should be
installed on every SequelLink Client for ODBC.

In addition, you can create a customized, installable image of
Sequelink Client for oDBC with predefined, site-specific settings,
including data source files created with the SequeLink Data
Source SyncTool. This customized, installable image is called a
Quick Install image. For more information about creating Quick
Install images, refer to the SequeLink Installation Guide.
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The window title bar of the SequelLink Data Source SyncTool
indicates whether you, or the end user, is performing an export
or an import operation. Also, context-sensitive online help is
available by clicking ? on the title bar; then, click the area about
which you want more information.

Exporting ODBC Client Data Sources

1

From the Sequelink program manager group, double-click
the ODBC Data Source SyncTool Administrator icon. The
Sequelink for oDBC Data Source SyncTool Administrator
Welcome window appears.

Select the Manage Data Sources Files option; then, click Next.

Select a data source file from the Filename list box, or click
Browse to find a data source file not listed. The default
extension for a data source file is .DSF.

To create a new data source file, click New.

Select whether you want to export User or System data
sources to the data source file you selected; then click Next.

Select the data sources you want to export to the data
source file.

NOTE: You cannot export grayed-out data sources, which are
data sources that are configured for a previous incompatible
version of the ODBC driver.
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6 Using the following symbols, verify that the appropriate
actions will be performed on the data sources in the data
source file; then, click Next.

=1 The data source will remain unchanged.
#I  The data source will be added to the data source file.
% The data source will be deleted from the data source file.

w1 The data source will be updated in the data source file.

7 Type a description for the data source file; then, click Next.
This description will appear when the end user selects this
file for importing.

8 Select the mode the end user will use to import these data
sources; then, click Next.

B Interactive mode allows the user to select which data
sources will be imported. This mode is not supported by
the Quick Install feature; the Quick Install feature
supports only data source files created with the Merge or
Overwrite options. For instructions on creating Quick
Install images, refer to the Sequelink Installation Guide.

B Merge mode adds or updates all the data sources in the
data source file without deleting other data sources.

m Overwrite mode adds or updates the data sources in the
data source file and deletes any other data sources
configured for the ODBC driver.
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9 Select the option that will determine how the end user will be
able to import the data sources you exported to the data
source file; then, click Next.

B Suggest SequelLink User DSN. When imported, the
Sequelink for oDBC Data Source SyncTool will suggest to
the end user that these data sources be imported as User
data sources, but will allow them to be imported as User
or System data sources.

B Suggest SequelLink System DSN. \When imported, the
Sequelink for oDBC Data Source SyncTool will suggest to
the end user that these data sources be imported as
System data sources, but will allow them to be imported
as User or System data sources.

B Force SequelLink User DSN. When imported, the SequeLink
for ODBC Data Source SyncTool will allow these data
sources to be imported as User data sources only.

B Force SequelLink System DSN. When imported, the
SequelLink for ODBC Data Source SyncTool will allow these
data sources to be imported as System data sources only.

10 Click Finish to quit.

Importing ODBC Client Data Sources

The SequelLink administrator and end user use a different
implementation of the SequelLink for oDBC Data Source SyncTool
to import ODBC data source definitions.

To import ODBC client data sources:

1 From the Sequelink program manager group, double-click
the appropriate ODBC SyncTool icon. The Welcome window
appears.
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Select the Import option, and click Next.

NOTE: If using the SequeLink for oDBC Data Source SyncTool
Administrator, select the Import Data Sources option; then,
click Next.

Select a data source file from the Filename list box, or click
Browse to find a data source file not listed. The default
extension for data source files is .DSF.

Indicate whether you want to import the data sources in the
data source file you just selected as User or System data
sources; then, click Next.

Verify that the appropriate actions will be performed on the
data sources on your local machine; then, click Next.
Depending on the import mode that was set when the data
source file was exported, you may see the following symbols:

21 The data source will remain unchanged.

4  The data source will be added to your local machine.
x The data source will be deleted from your local machine.
w1 The data source will be updated to your local machine.

NOTE: Grayed-out data sources are data sources that are
configured for a previous incompatible version of the ODBC
driver; these data sources will remain unchanged unless you
update them in Interactive mode with a data source
configured for the current version of the ODBC driver.

Click Finish to quit.
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Authentication

The ODBC driver supports the following methods of
authentication:

B Anonymous. The SequeLink Server accepts connections from
the SequelLink Client without verifying the client’s identity.

m Operating system user ID and password. The SequeLink
Server verifies the identity of the SequeLink Client using a
user ID and password that must be valid for the platform on
which the Sequelink Server is running. If verified, the server
accepts the user ID as the identity of the client and permits
the connection.

m Kerberos. Kerberos authentication uses Kerberos, a trusted
third-party authentication service, to verify user identities.
Kerberos authentication can take advantage of the user name
and password maintained by the operating system to
authenticate users to the database. This method requires
knowledge of how to configure your Kerberos environment.

Integrated NT. This option is supported for connections
between Sequelink Server for Windows servers and ODBC
Clients, ADO Clients, and .NET Clients on Windows only. The
SequelLink Server verifies the identity of the SequeLink Client
using the client’s Windows network logon credentials instead
of a Windows user ID and password.

For details on configuring authentication for SequelLink, see
“Configuring SequeLink® Security on Linux, UNIX, and Windows"
on page 300.
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Using SSL Encryption

If your SequelLink environment requires greater data privacy
than that provided by fixed-key DES, fixed-key 3DES, or
byteswap, you can use the Secure Socket Layer (SSL) to encrypt
data exchanged between the ODBC Client and the SequeLink
Server.

Sequelink supports the use of anonymous ciphers. Anonymous
ciphers allow the SSL connection to succeed without proper
authentication of the peer by using the DH algorithm. The ODBC
Client supports the following cryptographic strong SSL cipher
suites:

B TLS_DH_anon_WITH_AES_128_CBC_SHA
m TLS_DH_anon_WITH_AES_256_CBC_SHA

For details on configuring SSL for SequelLink, see “Configuring
SequelLink® Security on Linux, UNIX, and Windows"” on page 300.
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Unicode and Code Page Support

The ODBC driver fully supports the SQL-W functions and Unicode
arguments, for example, SQLConnectW. This support enables
faster processing of wide-characters and allows binding of the
SQL_C_WCHAR output type.

On Windows, SQL-W routines map to UTF-16. On Linux and UNIX,
SQL-W routines map to UTF-8 or UTF-16. How the database data
types are mapped depends on the database and a number of
configuration options. See Appendix F “Internationalization,
Localization, and Unicode” on page 597 for more information
about internationalization and localization and about important
differences in developing applications on Linux and UNIX.

See Appendix D “SequeLink® Service Attributes” on page 491 for
information about the SequeLink service attributes that affect
configuration.

Refer to the SequelLink Developer’s Reference for information
about data type mappings, and additional information about
developing applications on Linux and UNIX.
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9 Configuring the ADO Client

This chapter describes the tasks you may need to perform to
configure and manage the SequelLink Client for ADO (the ADO
Client).

About ADO Connections

You can open an ADO connection to a SequelLink service by
specifying a configuring an ADO client data source. This chapter
explains how to connect to a Sequelink service using client data
source.

Using the DataDirect Technologies
Configuration Manager

To create and configure data sources for the ADO Client, you use
the DataDirect Technologies Configuration Manager.

To start the Configuration Manager, select Start/ Programs, and
select DataDirect SequelLink 6.0 Client for ADO. Then, select the
DataDirect Configuration Manager application.
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As Figure 9-1 shows, the left pane displays a folder containing

defined ADO data sources. When you select a data source, the
right pane displays the properties for the selected data source.
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Figure 9-1. DataDirect Technologies Configuration Manager
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Double-click the Data Sources folder to display any existing ADO
data sources. The Configuration Manager displays the ADO data
sources contained in the current directory, which is shown in the
status bar at the bottom of the Configuration Manager. The first
time you start the Configuration Manager, the current directory
defaults to the \Program Files\DataDirect\slado60 directory.
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Working with the DataDirect
Technologies Configuration Manager

Table 9-1 summarizes the parts and functions of the
Configuration Manager that you use with ADO data sources.

NOTE: Options that are not supported by the ADO provider are
disabled in the toolbar and are omitted from this description.

Table 9-1. DataDirect Technologies Configuration Manager:
Parts and Functions for ADO Data Sources

Use this element... To do this...
Toolbar
I0G Create new data sources
~u .
| Change the current directory
':E View online help
Menu Bar File m Create a new data source
m Exit from the DataDirect
Configuration Manager
Edit m Delete a data source
m Rename a data source
m Modify a data source
View m View or hide the toolbar and status

bar

Refresh the Configuration Manager

Shortcut Tip: Right-clicking an item in the left pane displays a pop-up
menu that allows you to perform the same actions that are available

from the toolbar and menu bar.
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Table 9-1. DataDirect Technologies Configuration Manager:
Parts and Functions for ADO Data Sources (cont.)

Use this element...

To do this...

m Change the directory in which to look
for data sources

m Define a Template data source
directory

m Define a Master data source directory
View online help.

Adjust the size of the left and right
panes.

Tools
Help
Vertical splitter
bar
Status bar

m Show the current keyboard state,
including when NUM LOCK,
SCROLL LOCK, and CAPS LOCK are
turned on

m Show the current directory

Shortcut Tip: Right-clicking an item in the left pane displays a pop-up
menu that allows you to perform the same actions that are available
from the toolbar and menu bar.

Displaying Data Source Properties

1 Start the Configuration Manager. To start the Configuration
Manager, select Start / Programs, and select DataDirect
Sequelink 6.0 Client for ADO. Then, select the DataDirect
Configuration Manager application.

2 Double-click the Data Sources folder to display any existing

ADO data sources.
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3 Highlight a data source in the list. The properties of the data
source display in the right pane. For example, the following
figure shows the properties of an ADO data source named
SL Accounting displayed in the right pane.

Figure 9-2. DataDirect Technologies Configuration Manager: Displaying Data
Source Properties

¥ DataDirect Technologies Configuration Mar il |I:I |1|
File Edit Mew Tocols Help

| +| 5| | &l 2

IDataDireu:t OLE OB Chjects |DataDirec’[ Sequelink for ADD 6.0 Provider Data Source
1 Catalogs MName | value
L1 Data Sources Encrypted 1
..... Informix for ADO Server Data Source  Default
----- Cracle7 for ADO Use Ldap 0
_____ Sracled for ADO DescriptionsinSch...  False
—— ClID C53D8AE3-DEAC-4257-A401-400..
----- SL Accountng
_____ \;or AO FroviderMame Datalbirect Sequelink for ADD &.0..,

----- KL for ADO

Jl | ]
/

i | (C\Program Files\Datalirect

You can right-click a data source in the left pane to display a
pop-up menu. The pop-up menu offers the same actions for the
item that are available from the Edit menu.

To display a setup window for an existing data source,
double-click an ADO data source in the Data Sources folder.

To create a new data source, highlight the Data Sources folder;
then, select File / New / Data Source from the menu bar.
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Configuring ADO Client Data Sources

The following sections provide instructions for configuring ADO
client data sources:

“Creating an ADO Client Data Source” on page 216
“Modifying an ADO Client Data Source” on page 222
“Renaming an ADO Client Data Source” on page 223
“Deleting an ADO Client Data Source” on page 223
“Copying an ADO Client Data Source” on page 224
“Changing Data Source Directories” on page 225
“Defining Default Setup Options” on page 226

Creating an ADO Client Data Source

1 Start the DataDirect Configuration Manager. To start the
Configuration Manager, select Start / Programs, and select
DataDirect SequelLink 6.0 Client for ADO. Then, select the
DataDirect Configuration Manager application.

2 Select File / New / Data Source from the menu bar. The New
Data Source window appears.

New Data Source E
Data Source Name:

OLE DB Provider:

DataDirect Sequelink for ADD 6.0 Prowvi

Choose a name, select a provider, and click "Set Up Data Source”.

[ Set Up Data Source | Cancel Hep f

ole db

DataDirect”
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3 Type a name for the data source. All data sources located in
the same directory must have unique names. If the name has
already been used for another data source, you are
prompted to enter a different name.

4 In the DataDirect OLE DB Providers drop-down list, select
DataDirect Sequelink for ADO 6.0 Provider.

5 Click the Set Up Data Source button. The DataDirect
SequeLink for ADO 6.0 Provider Setup window appears.

Databirect Sequelink for ADO 6.0 Provider Setup 2%

General 1Mvanced| Options | Trace | About |

Data Source MName; |1"| Accounting

Description: E

[~ Use LDAP:

Sequelink Serer Host E

Sequelink ServerPort  |389

Server Data Source: EDefnu It :I

[~ Encrypted (SSL)

Test Connect | QK I Cancel Apply Help

NOTE: The General tab displays only fields that are required
for creating a data source. The fields on all other tabs are
optional, unless noted otherwise.
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Provide the following information:

Data Source Name: This is a read-only field that uniquely
identifies this ADO data source configuration. Examples
include “Accounting” or “SequeLink to Oracle Data”.

Description: Optionally, type a description of the data source.
For example, “My Accounting Database” or “Accounting Data
in Oracle”.

SequelLink Server Host: Type the TCP/IP host name of the
Sequelink service to which you want the ADO Client to
connect. This field is available only if the Use LDAP check box
is not selected.

SequelLink Server Port: Type the TCP/IP port the SequeLink
service is listening on for incoming connection requests. The
port you specify must be the same as the one that was
specified for the SequeLink service when the Sequelink Server
was installed; the default is 19996. This field is available only
if the Use LDAP check box is not selected.

Server Data Source: Type the name of a server data source
configured for the SequelLink service to use for the
connection, or select one from the drop-down list. This field is
optional. If a server data source is not specified, the default
server data source for that Sequelink service will be used for
the connection. This field is available only if the Use LDAP
check box is not selected.

Use LDAP: To configure the ADO Client to retrieve connection
information from an LDAP directory, select the Use LDAP
check box. The fields change on the lower half of the screen
to accommodate the information that is required to query an
LDAP server for connection information. Provide the
following information:

LDAP Server Host: Type the TCP/IP host name of the LDAP
server.

LDAP Server Port: Type the TCP/IP port on which the LDAP
server is listening for incoming connection requests. If
unspecified, the ADO Client will use the default LDAP
port 389.
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Distinguished Name (DN): Type an identifier that uniquely
identifies the LDAP entry where connection information is
stored.

See “Retrieving Connection Information from
LDAP Directories” on page 428 for more information about
retrieving connection information from LDAP directories.

Encrypted (SSL): If the remote SequeLink service is
configured for SSL, select the check box. This check box must
be selected when connecting to a Sequelink service enabled
for SSL.

When the check box is cleared (the initial default),
communication between the SequelLink Client and Sequelink
Server is not encrypted with SSL.

Configuration of encryption is performed on the Sequelink
Server. For more information, see “Data Encryption” on
page 299.

NOTES:

m Data encryption with SSL is not supported for LDAP
Servers. The Use LDAP and the Encrypted (SSL) check
boxes are mutually exclusive.

m SSL encryption is not supported for SequeLink Server for
DB2 on z/OS. To support SSL in a DB2 for z/OS
environment, use the Sequelink Proxy Server (see
Chapter 14 “Configuring the SequeLink® Proxy Server” on
page 351).
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6 Optionally, click the Trace tab to enable tracing options.
Specify values on the Trace tab, then, click Apply.

NOTE: Settings on this tab apply to all data sources for the
ADO data provider. You cannot set the trace options
programatically.

2|

Databirect Sequelink for ADO 6.0 Provider Se

Generall Advancedl Options

[~ Enshle
[T Trace IUknown hMethads
¥ Append to Existing Output File

Dutput File: IHDD_Trace_txt

(Mote: Tracing options apply ta all datasources for this provider)

Test Connect | (0]4 I Cancel Apphy Help

Enable: Select this check box to enable tracing support. By
default, the check box is not selected.

Trace lUnknown Methods: Select this check box to enable
tracing support of IUnknown methods. By default, the check
box is not selected.

Append to Existing Output File: Select this check box to
append tracing results to an output file. By default, the check
box is selected.
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Output File: Type the name of the file to which tracing results
will be appended. This file contains the tracing results of all
data sources for the ADO data provider.

Optionally, click the Options tab to add connection attributes
(see “Connecting with a Provider String” on page 237 for the
values that can be entered on this tab). Values in the Provider
Options field are separated by semicolons.

For example, the following string sets values for the
Alternate Servers, Connection Retry Count, and Connection
Retry Delay connection failover options:

Alternate Servers=(Host=server2:Port=19996,Host=
server3:Port=19996,Host=serverd:Port=19996) ;Connection
Retry Count=2;Connection Retry Delay=3

DataDirect SequeLink for ADD Provider Setup [ x|

General | Advanced Options | Trace | About |

Type the provider-specific connection attributes in the Provider Options
field. Separate the attnbutes with a semicolon.

Pravider Options: | ;I

[

TestComect|[ 0K |  Cancel Apply Help
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8 At any point during the configuration process, you can click
Test Connect to attempt to connect to the data source using
the connection properties specified in the provider Setup
dialog box. A logon dialog box appears; see “Connecting to
an ADO Data Source” on page 229 for details.

Note that the information you enter in the logon dialog box
during a test connect is not saved.

m [f the data provider can connect, it releases the connection
and displays a Connection Established message. Click OK.

m |f the data provider cannot connect because of an
improper environment or incorrect connection value, it
displays an appropriate error message. Click OK.

NOTE: If you are configuring alternate servers for use with the
connection failover feature, be aware that the Test Connect
button tests only the primary server, not the alternate servers.

9 Click OK or Cancel. If you click OK, the values you have
specified become the defaults when you connect to the data
source. You can change these defaults by using this procedure
to reconfigure your data source. You can override these
defaults by connecting to the data source using a connection
string with alternate values.

NOTE: All data sources are saved to the current directory
displayed in the Configuration Manager. See “Changing Data
Source Directories” on page 225 for instructions on changing the
current directory.

Modifying an ADO Client Data Source

To modify the properties of a data source, double-click the data
source in the Data Sources folder of the Configuration Manager
to display the SequeLink for ADO Provider Setup window. See
“Creating an ADO Client Data Source” on page 216 for a
description of the fields you can change.
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Renaming an ADO Client Data Source

You can rename data sources. You cannot rename or delete the
Data Sources folder.

To rename an ADO provider data source:

1

Start the Configuration Manager. To start the Configuration
Manager, select Start / Programs, and select DataDirect
Sequelink 6.0 Client for ADO. Then, select the DataDirect
Configuration Manager application.

Select the data source you want to rename.

Select Edit / Rename. The data source name becomes an
editable field.

Type the new name of the data source and press ENTER.

Deleting an ADO Client Data Source

1

Start the Configuration Manager. To start the Configuration
Manager, select Start / Programs, and select DataDirect
SequelLink 6.0 Client for ADO. Then, select the DataDirect
Configuration Manager application.

Select the data source you want to delete.
Select Edit / Delete.

A window appears prompting you to confirm the deletion.
Click Yes to delete the selected data source.

After you change the current directory, the left pane of the
Configuration Manager is automatically refreshed to display the
data sources in the new directory. The current directory remains
active until you change it again. Any data sources you create are
saved to the current directory.
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Copying an ADO Client Data Source

Copying a data source can make it easier for you to configure
new data sources that use the same properties as existing data
sources. When you copy a data source, the copied data source
retains all the properties of the original data source. After
copying, you can modify the properties of the data source as
needed.

To copy a data source:

1 In Windows Explorer, navigate to the directory that contains
the data source you want to copy. All ADO provider data
sources use .IDS as their file extension. For example, if the
data source name appears as TEST in the Configuration
Manager, the name of the data source file is TEST.IDS.

NOTE: The directory location of a data source displayed in the
Configuration Manager appears in the status bar at the
bottom of the Configuration Manager.

2 Copy the data source to the Windows Explorer clipboard;
then, perform one of the following actions:

m To copy to a different directory, navigate to the directory
you want to copy to and paste the data source in that new
directory. You can use the same data source name.

m To copy to the same directory, paste the data source; then,
rename the data source to a unique name.

Sequelink Administrator’s Guide



Configuring ADO Client Data Sources

3 To display the new data source in the Configuration
Manager, perform one of the following actions:

m If you copied the data source to a different directory,
make that directory the current directory in the
Configuration Manager by selecting Tools / Options /
Main Data Source Directory. The new data source appears
in the Data Sources folder.

m If you copied the data source to the same directory and
renamed the data source, select View / Refresh in the
Configuration Manager. The new data source appears in
the Data Sources folder.

Changing Data Source Directories

The Configuration Manager displays the ADO data sources
contained in the current directory, which is displayed in the
status bar at the bottom of the Configuration Manager. The first
time you start the Configuration Manager, the current directory
defaults to the ADO Client installation directory.

To change the current directory:

1 Click the Change main Data Source directory button on the
tool bar.

2 Type the name of the new directory in the Current Directory
field, or, click the Browse button to select a different
directory.

3 Click OK.

After you change the current directory, the left pane of the
Configuration Manager is automatically refreshed to display the
data sources in the new directory. The current directory remains
active until you change it again. Any data sources you create are
saved to the current directory.
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Defining Default Setup Options

The Configuration Manager supports configurable default setup
options and override options through the use of a template data
source file and a master data source file, respectively.

A template data source file is used by the Configuration Manager
to populate values in the fields of the Setup dialog box when a
user creates a new data source. By creating a template data
source file, you can define the default setup options (default
values for newly created data sources). The user can change these
default values when setting up a new data source.

A master data source file is used to provide global connection
options. The options set in the master data source file override
connection options set any other way (for example, by the data
source specified by an application or a connection string) when
an application is connecting to the database.

Creating a Template Data Source File

You can define template data source files to simplify the creation
of data source files. A template data source file allows you to
define the default setup options for Sequelink data providers.
The Configuration Manager supplies these values in the Setup
dialog box when a user creates a new data source. The user can
change these default values when setting up a new data source.

To create a template data source file:

1 Create a directory in which to store the template data source
file.

IMPORTANT: The template data source directory cannot be
the same as the directory for other data sources.
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2 In the Configuration Manager window, select
Tools / Options / Template Data Source Directory. Specify the
directory that you created in Step 1; then, click OK.

Template Data Source Directory

Current Directary:

C:\Program FileshD ataDirect\Provider Templates

QK I Cancel | Help |

3 Select Tools / Options / Main Data Source Directory. Specify
the template directory; then, click OK. This sets the template
directory as the location in which to create the template data
source file.

Main Data Source Directory x|

Current Directon:

C:%Program Filez\Common Filez\DataDirect Sharedfid Browse... |
0K I Cancel | Help |

4 Create a data source, defining the values that will be most
commonly used. This will be your template data source file
for the specified data provider.

5 Select Tools / Options / Main Data Source Directory. Specify
the directory that contains your data sources; then, click OK.

Creating a Master Data Source File

You can define a master data source file that overrides
connection options set any other way. This allows you to control
the way that users connect to the database.

During connection, the Main data source directory is checked for
a data source, and connection values are retrieved. If a Master
data source directory exists, it is then checked for the same data
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source. The connection settings for user data sources will be
overridden by the master data source file.

To create a master data source file:

1

Create a directory in which to store the master data source
file.

IMPORTANT: The master data source directory cannot be the
same as the directory for template data sources or any other
data provider data sources.

In the Configuration Manager window, select

Tools / Options / Master Data Source Directory and specify the
directory that you created in Step 1. The master data source
file will be used at connection time.

Maszter Data Source Directory

Current Directony:

IE:\F‘ngram Filez D atalirectsM aster DS| j Browse. .. |
K I Cancel | Help |

Select Tools / Options / Main Data Source Directory. Specify
the master data source directory; then, click OK. This sets the
master data source directory as the location in which to create
the master data source file.

Create one or more data sources. The data sources in this
directory will be your master data source files for the
specified data providers.

Select Tools / Options / Main Data Source Directory. Specify
the directory that contains your data sources; then, click OK.
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Connecting to an ADO Data Source

You can connect to a data source using a Connection window, or
using a provider string. For information about connecting using
an ADO provider string, refer to the SequeLink Developer’s
Reference.

Testing ADO Connections

The ADO provider opens a Connection window when you
perform either of the following actions:

B You request a connection to an ADO provider from within
your data consumer, and your data consumer requests the
ADO provider to prompt for missing connection parameters.

B You click Test Connect in an ADO provider setup window to
test the connection to a data source you have set up.

See “ADO Connection Dialogs” on page 230 for more
information about ADO connection dialogs that may appear.
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ADO Connection Dialogs

When your data consumer requests the ADO provider to prompt
for missing connection parameters and an ADO data source has
not been specified, the DataDirect SequeLink for ADO Provider
Connection dialog box appears.

DataDirect SequeLink for ADO Provider Connection EHE

Data Source: SLOracled

Select the data source that you want to use from the drop-down
list. If you do not want to specify a data source name, select None
from the drop-down list. In some cases, the data source name
may be supplied automatically. Then, click OK.

The other connection dialogs that may appear involve prompting
for information required to make a SequeLink data access
connection.

Sequelink Administrator’s Guide



Connecting to an ADO Data Source

A Sequelink data access connection involves the following
stages:

SequelLink Sequelink
Client 1 Server

- - ;
[ 2 r
- i
— 3 : 3
-l | i
Database

1 A network connection is established.

2 An authentication mechanism is used to establish the
identity of the SequeLink Client to the SequeLink Server.

3 Based on information provided by the SequeLink Client
application (for example, a database user name and
password), a database connection is established.

Stage 1: Establishing a Network Connection

The first stage of the connection process involves establishing a
network connection. The dialog that appears depends on
whether the connection has been configured to connect directly
to a Sequelink service or to retrieve connection information for
the SequelLink service from a centralized LDAP directory.
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Connecting Directly to a SequelLink® Service

If the connection has been configured to connect directly to a
Sequelink service, the Connect to the SequelLink Server dialog
box appears.

Sequelink Server Host: [|

Sequelink Server Port: | Cancel

ik
Ix

Server Data Source: |

Provide the following information; then, click OK.

SequelLink Server Host: Type the TCP/IP host name of the
SequelLink service.

SequelLink Server Port: Type the TCP/IP port on which the
Sequelink service is listening. A default installation of SequeLink
Server uses the port 19996.

Server Data Source: Type the name of a server data source to use
for the connection or click the ... button to select an existing data
source. This step is optional. If a server data source is not
specified, the default server data source for that service will be
used for the connection.
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Retrieving Connection Information from an LDAP
Directory

If the connection has been configured to connect to an LDAP
server to retrieve connection information from an LDAP
directory, the Connect to the SequelLink Server dialog box
appears.

LDAR Server Host: [l
LOAP Server Port: I Cancel |

Distinguished Name;

Provide the following information; then, click OK.
LDAP Server Host: Type the TCP/IP host name of the LDAP server.

LDAP Server Port: Type the TCP/IP port on which the LDAP server
is listening.

Distinguished Name: Type the Distinguished Name (DN) of the
LDAP entry.

See “Creating LDAP Entries for SequeLink® Services” on page 430
for information on setting up an LDAP server for SequelLink.

Stage 2: Sequelink® Server Authentication

The second stage of the connection process involves
authentication of the SequeLink Client to the SequeLink Server.
The dialog boxes that appear depend on how authentication is
configured for the SequelLink service.

m  When ServiceAuthMethods=anonymous or
ServiceAuthMethods=integrated_nt, no dialogs appear.
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m  When ServiceAuthMethods=0SLogon(HUID,HPWD) or
ServiceAuthMethods=0SLogon(UID,PWD), the Logon to
Sequelink Service dialog box appears.

Logon to Sequelink Service : x|

HostUserName | oK ’
Hast Password [ Cancel I

Provide the following information; then, click OK.

Host User Name: Type the host user name.

NOTE: When connecting to a Windows server, you must prefix
the host user name with a server name, if authenticating to a
local server, or a domain name (for example, SALES\DJONES).
If the server name or domain name is omitted, the SequeLink
Server will attempt to authenticate the user ID and password
with the database account defined for the machine on which
the SequelLink Server is running. If this validation fails, the

SequelLink Server will attempt to authenticate the user ID and
password with the database account defined for the domain
of the machine on which the Sequelink Server is running.

Host Password: Type the host password.
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m  When ServiceAuthMethods=0SLogon(HUID,HPWD,NPWD) or
ServiceAuthMethods=0SLogon(UID,PWD,NPWD) and the
password is expired, the Password expired. Please specify
new password dialog box appears.

Password expired. Please specify new re x|
Host User Name Il'l'.rn',_:' 0K
Host Password | Cancel

New Password ||

Confirm Password |

NOTE: If the password is not expired, the previous dialog
appears. You are only prompted for the Host User Name and
Host Password.

Provide the following information; then, click OK.
Host User Name: Type the host user name.

NOTE: When connecting to a Windows server, you must
prefix the host user name with a server name, if
authenticating to a local server, or a domain name (for
example, SALES\DJONES). If the server name or domain name
is omitted, the Sequelink Server will attempt to authenticate
the user ID and password with the database account defined
for the machine on which the SequelLink Server is running. If
this validation fails, the SequeLink Server will attempt to
authenticate the user ID and password with the database
account defined for the domain of the machine on which the
Sequelink Server is running.

Host Password: Type the host password.

New Password: Type the new password to be used by the
Sequelink password change mechanism.

Confirm Password: Type again the new password to
confirm it.
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See Chapter 13 “Configuring SequeLink® Security” on page 291
for more information about configuring authentication.

Stage 3: Data Store Logon

The last stage of the connection process involves logging on the
data store. The dialogs that appear depend on the data store
logon method configured for the SequelLink service:

m When DataSourceLogonMethod=0SIntegrated, no dialogs
appear.

m When DataSourceLogonMethod=DBMSLogon(UID,PWD) or
DataSourceLogonMethod=DBMSLogon(DBUID,DBPWD), a
data store-specific user name and password are required and
the Logon to Sequelink Service dialog box appears.

Logon to Sequelink Service x|

Databaze User Mame: ||
Database Password: I Cancel |

Diatatase; |

Provide the following information; then, click OK.
Database User Name: Type the database logon ID.
Database Password: Type the database password.

Database: Type the name of the database to which you want
to connect. This field is disabled when the data store does not
recognize the concept of databases.

See Chapter 13 “Configuring SequeLink® Security” on page 291
for more information about configuring data store logon
methods.
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Connecting with a Provider String

Once a data source is defined through the DataDirect
Configuration Manager and the Sequelink for ADO Provider
Setup Assistant, your application can connect directly to that
data source. You can override the current settings for the data
source when you connect using a provider string.

A provider string contains attribute=value pairs that control
various aspects of the data provider’s connection and interaction
with the database. When an application names a specific data
source to connect to, the application can also pass the data
provider a provider string of attribute=value pairs. The data
provider uses the values in the provider string instead of the
default values defined for the data source in the system
information.

Using provider strings allows application developers to configure
connections for users programmatically and ensures that users
have the optimum settings for working with the provider and
database. Any values a user has set for a data source through the
DataDirect Configuration Manager are overridden by
corresponding values in the provider string for the current
session only.

The provider string sets the DBPROP_INIT_PROVIDERSTRING
initialization property and has the form:

"attribute=value;attribute=value;"

You can specify the attribute=value pairs on the Options tab of
the DataDirect SequeLink 6.0 ADO Provider Setup window.

Refer to the SequelLink Developer’s Reference for a list of ADO
connection attributes.
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Configuring Connection Failover and Client
Load Balancing for the ADO Client

The ADO Client can help you make sure that your critical data is
available even if the primary database server is unavailable:

m Connection failover allows an application to connect to an
alternate, or backup, database server if the primary database
server is unavailable, for example, because of a hardware
failure or traffic overload. See “Using Connection Failover” on
page 238 for more information.

m Connection retry defines the number of times the driver
attempts to connect to the primary server and, if configured,
alternate database servers after the initial unsuccessful
connection attempt. See “Using Connection Retry” on
page 239 for more information.

m Client load balancing helps distribute new connections in
your environment so that no one server is overwhelmed with
connection requests. “Using Client Load Balancing” on
page 241 for more information.

Using Connection Failover

Connection failover allows an application to connect to an
alternate, or backup, database server if the primary database
server is unavailable, for example, because of a hardware failure
or traffic overload. Connection failover ensures that the data on
which your critical ADO applications depend is always available.

To configure connection failover, you must specify a list of
alternate database servers that are tried at connection time if the
primary Sequelink server is not accepting connections. To do this,
specify the Alternate Servers connection option on the Options
tab of the Setup dialog box or in the connection string. (See
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“Configuring ADO Client Data Sources” on page 216 for details.)
Connection attempts continue until a connection is successfully
established or until all the database servers in the list have been
tried once (the default).

IMPORTANT: If you specify an LDAP server and also enable
connection failover, the alternate servers must be LDAP servers.
The data provider will access the servers using the LDAP
protocol.

Optionally, you can specify the following additional connection
failover features:

B The number of times the ADO data provider attempts to
connect to the primary and alternate SequelLink servers after
the initial unsuccessful connection attempt. By default, the
ADO data provider does not retry. See “Using Connection
Retry” on page 239 for more information.

m The wait interval, in seconds, between attempts to connect
to the primary and alternate database servers. The default
interval is 3 seconds. See “Using Connection Retry” on
page 239 for more information.

m Whether the ADO data provider will use client load
balancing in its attempts to connect to primary and alternate
Sequelink servers. If load balancing is enabled, the ADO data
provider uses a random pattern instead of a sequential
pattern in its attempts to connect. The default value is not to
use load balancing. See “Using Client Load Balancing” on
page 241 for more information.

Using Connection Retry

Connection retry defines the number of times the driver
attempts to connect to the primary Sequelink Server and, if
configured, alternate SequeLink Servers after the initial
unsuccessful connection attempt. Connection retry can be an
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important strategy for system recovery. For example, suppose you
have a power failure in which both the SequeLink Client and the
SequelLink Server fail. When the power is restored and all
computers are restarted, the SequeLink Client may be ready to
attempt a connection before the SequeLink Server has completed
its startup routines. If connection retry is enabled, the client
application can continue to retry the connection until a
connection is successfully accepted by the SequelLink Server.

Connection retry can be used in environments that have only one
server or can be used as a complementary feature with
connection failover in environments with multiple SequeLink
Servers.

Using connection options, you can specify the number of times
the driver attempts to connect and the time in seconds between
connection attempts.

Connection String Example

The following connection string configures the ADO data
provider connected to a Linux, UNIX, or Windows server to use
connection failover in conjunction with all of its optional
features—load balancing, connection retry, and connection retry
delay.

Data Source=MyADODSN;User Id=test;Password=secret;Alternate Servers=(Host=
server2:Port=19996:Server Data Source=SDSN2,Host=server3:Port=19996:Server
Data Source=SDSN3);Connection Retry Count=4;Connection Retry Delay=5;Load

Balancing=1

Specifically, if a successful connection is not established on the
SequelLink ADO data provider’s first pass through the list of
Sequelink servers, this connection string configures the data
provider to use two alternate servers as connection failover
servers, to attempt to connect four additional times if the initial
attempt fails, to wait five seconds between attempts, and to try
the primary and alternate servers in a random order.
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The additional connection information required for the
alternate servers is specified in the Sequelink Server data source
SDSNS3.

Using Client Load Balancing

Client load balancing helps distribute new connections in your
environment so that no one server is overwhelmed with
connection requests. When client load balancing is enabled, the
order in which primary and alternate database servers are tried
is random.

First, Sequelink Server B is tried (1). Then, SequeLink Server C
may be tried (2), followed by a connection attempt to SequeLink
Server A (3). In contrast, if client load balancing were not
enabled in this scenario, each SequelLink Server would be tried in
sequential order, primary server first, then each alternate
SequelLink server based on its entry order in the alternate servers
list.
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Connection Failover Properties

Table 9-2 summarizes the connection properties that control how
connection failover works with the ADO Client. Refer to the
Sequelink Developer’s Reference for details about configuring
each connection attribute.

Table 9-2. Summary: Connection Failover Connection Attributes for the ADO Client

Connection Attribute

Characteristic

Alternate Servers

List of alternate database servers. An IP address or server
name and a port number are required for each server. The
Server Data Source connection property is optional.

Connection Retry Count

Number of times the data provider retries the primary
database server, and if specified, alternate servers until a
successful connection is established. The initial default is 0.

Connection Retry Delay

Wait interval, in seconds, between connection retry attempts
when the ConnectionRetryCount property is set to a positive
integer. The initial default is 3.

Load Balancing

Sets whether the data provider will use client load balancing
in its attempts to connect to the list of database servers
(primary and alternate). If client load balancing is enabled,
the data provider uses a random pattern instead of a
sequential pattern in its attempts to connect. The initial
default is false (client load balancing is not used).

Refer to the SequelLink Developer’s Reference for overviews of
connection failover and client load balancing.

Sequelink Administrator’s Guide



Importing and Exporting ADO Client Data Sources

Importing and Exporting ADO Client Data

Sources

The SequelLink Data Source SyncTool allows you to export ADO
client data source definitions to data source files and distribute
them to multiple end users. The Sequelink Data Source SyncTool
provides two user implementations, one for the SequeLink
administrator and another for the end user:

B The Sequelink for ADO Data Source SyncTool Administrator is
used by the SequeLink administrator to create data source
files. It can import and export data sources. This tool should
be made available to the SequelLink administrator only.

B The SequelLink for ADO Data Source SyncTool is used by the
end user and can import data sources only. It should be
installed on every Sequelink Client for ADO.

In addition, you can create a customized, installable image of
Sequelink Client for ADO with predefined, site-specific settings,
including data source files created with the SequeLink Data
Source SyncTool. This customized, installable image is called a
Quick Install image. For more information about creating Quick
Install images, refer to the SequeLink Installation Guide.

The window title bar of the SequelLink Data Source SyncTool
indicates whether you, or the end user, is performing an export
or an import operation. Also, context-sensitive online help is
available by clicking ? on the title bar; then, clicking the area
about which you want more information.

Sequelink Administrator’s Guide

243



244 Chapter 9 Configuring the ADO Client

Exporting ADO Client Data Sources

1

From the Sequelink program manager group, double-click
the ADO Data Source SyncTool Administrator icon. The
Sequelink for ADO Data Source SyncTool Administrator
Welcome window appears.

Select the Manage Data Sources Files option; then, click Next.

Select a data source file from the Filename list box, or click
Browse to find a data source file not listed. The default
extension for data source files is .OSF.

To create a new data source file, click New.

Select whether you want to export User or System data
sources to the data source file you selected; then click Next.

Select the data sources you want to export to the data
source file.

NOTE: You cannot export grayed-out data sources, which are
data sources that are configured for a previous incompatible
version of the ADO provider.

Using the following symbols, verify that the appropriate
actions will be performed on the data sources in the data
source file:

=1 The data source will remain unchanged.
#] The data source will be added to the data source file.

% The data source will be deleted from the data source file.
%1 The data source will be updated in the data source file.

Type a description for the data source file; then, click Next.
This description will appear when the end user selects this file
for importing.
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8 Select the mode the end user will use to import these data
sources; then, click Next.

Interactive mode allows the user to select which data
sources will be imported. This mode is not supported by
the Quick Install feature; the Quick Install feature
supports only data source files created with the Merge or
Overwrite options. For instructions on creating Quick
Install images, refer to the Sequelink Installation Guide.

Merge mode adds or updates all the data sources in the
data source file without deleting other data sources.

Overwrite mode adds or updates the data sources in the
data source file and deletes any other data sources
configured for the ADO provider.

9 Select the option that will determine how the end user will
be able to import the data sources you exported to the data
source file; then, click Next.

Suggest SequelLink User DSN. When imported, the
Sequelink for ADO Data Source SyncTool will suggest to
the end user that these data sources be imported as User
data sources, but will allow them to be imported as User
or System data sources.

Suggest Sequelink System DSN. When imported, the
Sequelink for ADO Data Source SyncTool will suggest to
the end user that these data sources be imported as
System data sources, but will allow them to be imported
as User or System data sources.

Force SequelLink User DSN. When imported, the
Sequelink for ADO Data Source SyncTool will allow these
data sources to be imported as User data sources only.

Force SequelLink System DSN. When imported, the
Sequelink for ADO Data Source SyncTool will allow these
data sources to be imported as System data sources only.

10 Click Finish to quit.
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Importing ADO Client Data Sources

The Sequelink administrator and end user use a slightly different
implementation of the SequeLink for ADO Data Source SyncTool to
import ADO data source definitions.

To import ADO client data sources:

1

From the SequeLink program manager group, double-click
the appropriate ADO SyncTool icon. The Welcome window
appears.

Select the Import option; then, click Next.

NOTE: If using the Sequelink for ADO Data Source SyncTool
Administrator, select the Import Data Sources option, and
click Next.

Select a data source file from the Filename list box, or click
Browse to find a data source file not listed. The default
extension for data source files is .OSF.

Verify that the appropriate actions will be performed on the
data sources on your local machine; then, click Next.
Depending on the import mode that was set when the data
source file was exported, you may see the following symbols:

=1 The data source will remain unchanged.

#| The data source will be added to your local machine.

1 The data source will be deleted from your local machine.
% The data source will be updated to your local machine.

NOTE: Grayed-out data sources are data sources that are
configured for a previous incompatible version of the ADO
provider; these data sources will remain unchanged unless
you update them in Interactive mode with a data source
configured for the current version of the ADO provider.

Click Finish to quit.
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Authentication

The ADO provider supports the following methods of
authentication:

B  Anonymous. The SequelLink Server accepts connections from

the SequelLink Client without verifying the client’s identity.

Operating system user ID and password. The Sequelink
Server verifies the identity of the SequeLink Client using a
user ID and password that must be valid for the platform on
which the Sequelink Server is running. If verified, the server
accepts the user ID as the identity of the client and permits
the connection.

Kerberos. Kerberos authentication uses Kerberos, a trusted
third-party authentication service, to verify user identities.
Kerberos authentication can take advantage of the user
name and password maintained by the operating system to
authenticate users to the database. This method requires
knowledge of how to configure your Kerberos environment.

Integrated NT. This option is supported for connections
between Sequelink Server for Windows servers and ODBC
Clients, ADO Clients, and .NET Clients on Windows only. The
SequelLink Server verifies the identity of the SequeLink Client
using the client’s Windows network logon credentials instead
of a Windows user ID and password.

For details on configuring authentication for SequelLink, see
“Configuring SequeLink® Security on Linux, UNIX, and Windows"”
on page 300.
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Using SSL Encryption

If your SequeLink environment requires greater data privacy than
that provided by fixed-key DES, fixed-key 3DES, or byteswap, you
can use the Secure Socket Layer (SSL) to encrypt data exchanged
between the ADO Client and the SequelLink Server.

Sequelink supports the use of anonymous ciphers. Anonymous
ciphers allow the SSL connection to succeed without proper
authentication of the peer by using the DH algorithm. The ADO
Client supports the following cryptographic strong SSL cipher
suites:

m TLS_DH_anon_WITH_AES_128 CBC_SHA
B TLS_DH_anon_WITH_AES_256_CBC_SHA

For details on configuring SSL for SequelLink, see “Configuring
SequelLink® Security on Linux, UNIX, and Windows"” on page 300.

Transliterating Character Data

The ADO Client uses the standard service template to
transliterate character data from the code page the Sequelink
service is using to the code page of the client application/system.
In some environments, the ServiceCodePage service attribute
must also be set.

On Linux/UNIX/Windows, the ADO Client uses the OS setting for
ServiceCodePage to transliterate character data, in addition to
the standard service template. This option enables support for
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single-byte character sets (SBCS) and multi-byte character sets
(MBCS). However, Unicode is not supported.

For DB2 for z/OS, the ADO Client uses only the standard service
template to transliterate character data. This approach enables
support for single-byte character sets, multi-byte character sets,
or Unicode.

See Appendix D “SequeLink® Service Attributes” on page 491 for
information about the SequelLink service attributes that affect
configuration. For information about data type mappings, refer
to the SequelLink Developer’s Reference.

Sequelink Administrator’s Guide



250 Chapter 9 Configuring the ADO Client

Sequelink Administrator’s Guide



251

10 Configuring the JDBC Client

This chapter describes the tasks you perform to configure and
manage the Sequelink Client for JDBC (the JDBC Client).

The JDBC Client runs on 32-bit and 64-bit platforms. No changes
are required to existing applications to enable them to run on
64-bit platforms.

About JDBC Connections

You can open a JDBC connection to a SequelLink service by
specifying a JDBC connection URL or configuring a JDBC client
data source. This section explains how to connect to a Sequelink
service using connection URLs.

For information about configuring JDBC client data sources and
a list of JDBC connection attributes and their valid values, refer
to the SequelLink Developer’s Reference.
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Specifying JDBC Driver Connection URLs

The connection URL format depends on whether you are using
SSL encryption. See Chapter 14 “Configuring the SequeLink®
Proxy Server” on page 351 for more information about SSL
encryption and certificate-based authentication.

NOTE: SequeLink Server for DB2 for z/OS does not support SSL. To
use SSL encryption in a DB2 for z/OS environment, use the
Sequelink Proxy Server.

If not using SSL encryption over the Sequelink Proxy Server, the
connection URL format is:

jdbc:sequelink://hostname:port[; key=value]...

If using SSL encryption over the SequelLink Proxy Server, the
connection URL format is:

jdbc:sequelink:ssl://hostname:port|; key=value]...

where:

hostname is the TCP/IP address or TCP/IP host name of the
Sequelink server to which you are connecting.

NOTE: Untrusted applets cannot open a socket
to a machine other than the originating host.
See “Using the SequelLink® Proxy Server” on
page 351 for more information about
untrusted applets.

port is the TCP/IP port on which the SequeLink
server is listening. A default installation of
Sequelink Server uses the port 19996.

key=value specifies connection properties. Refer to the
SequelLink Developer’s Reference for a list of
connection properties and their valid values.
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Connection URL Examples

The following examples show some typical JDBC driver
connection URLs:

jdbc:sequelink://sequelinkhost:19996;

jdbc:sequelink://189.23.5.25:19996;user=john;
password=whatever

jdbc:sequelink://189.23.5.132:19996;databaseName=stores’

jdbc:sequelink://189.23.5.68:19996; databaseName=pubs;
HUser=john;HPassword=whatever

jdbc:sequelink://sequelinkhost:4006;
databaseName=pubs; DBUser=john; DBPassword=whatever

jdbc:sequelink:ssl://mysecurehost:9500;
cipherSuites=SSL DH anon WITH RC4 128 MD5

jdbc:sequelink:ssl://mysecurehost:9502;
cipherSuites=SSL DHE RSA WITH DES CBC SHA;
certificateChecker=CheckAgainstCertificateFromJar

The preceding examples do not show the user and password
connection properties. Typically, these properties are specified in
the connection properties stored in the java.util.Properties
object, which is supplied as a parameter to the getConnection
method.
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Connecting Using LDAP and JNDI

The JDBC Client connection settings can be stored in an LDAP
repository using Java Naming and Directory Interface (JNDI) using
javaReferenceAddress.

The following example shows a JNDI entry for SequelLink:

dn: cn=DB2V8 on belg-keidis, ou=JVS, ou=Arne, ou=USERS, o=Development
cn: DB2V8 on belg-keidis

objectClass: top

objectClass: javaContainer
objectClass: javaObject
objectClass: javaNamingReference

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

#0#descriptiont
#1#portNumber#6007
#2#serverNamet#belg-keidis
#3#databaseName#jvs
#4#serverDataSource#Default
#5#encrypted#l

javaFactory: com.ddtek.jdbcx.sequelLink.SequelLinkDataSourceFactory
javaClassName: com.ddtek.jdbcx.sequelink.SequeLinkDataSource

Configuring Connection Failover for the JDBC

Client

Connection failover allows an application to connect to an
alternate, or backup, database server if the primary database is
unavailable, for example, because of a hardware failure or traffic
overload. Connection failover ensures that the data on which
your critical JDBC applications depend is always available.

You can customize the JDBC Client for connection failover by
configuring a list of alternate database servers that are tried if
the primary server is not accepting connections. Connection
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attempts continue until a connection is successfully established
or until all of the alternate database servers have been tried the
specified number of times.

Specifying Primary and Alternate
Servers

Connection information for primary and alternate servers can be
specified using either a connection URL through the JDBC Driver
Manager or a JDBC data source. For example, the following
connection URL for the JDBC Client specifies connection
information for the primary and alternate servers using a
connection URL:

jdbc:sequelink://serverl1:19996; serverDataSource=SDSN1;User=test;
Password=secret;AlternateServers=(server2:19996; serverDataSource=SDSN2,
server3:19996; serverDataSource=SDSN3)

In this example:
...serverl:19996;serverDataSource=SDSN1...

is the part of the connection URL that specifies connection
information for the primary server. Alternate servers are
specified using the AlternateServers property. For example:

...;AlternateServers=(server2:19996; serverDataSource=SDSN2,
server3:19996; serverDataSource=SDSN3)

Similarly, the same connection information for the primary and
alternate servers specified using a JDBC data source would look
like this:

SequelLinkDataSource mds = new SequelLinkDataSource();
mds.setDescription ("My SequeLinkDataSource");
mds.setServerName ("serverl");
mds.setPortNumber (19996) ;
mds.setServerDataSource ("SDSN1") ;

mds.setUser ("test");
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mds.setPassword ("secret");
mds.setAlternateServers (server2:19996; serverDataSource=SDSN2,
server3:19996; ServerDataSource=SDSN3)

In this example, connection information for the primary server is
specified using the ServerName, PortNumber, and
serverDataSource properties. Connection information for the
alternate servers is specified using the AlternateServers property.

Using the AlternateServers Property

Connection information for alternate servers is specified using
the AlternateServers property with either a connection URL or a
JDBC data source. The value of the AlternateServers property is a
string that has the format:

(servernamel:portl[; serverDataSource=SDSNI1;] [, servername?2:
port2[;serverDataSource=SDSN2]...)

where:

servernamel is the IP address or server name of the first alternate
database server, servername? is the IP address or server name of
the second alternate database server, and so on. The IP address or
server name is required for each alternate server entry.

portl is the port number on which the first alternate database
server is listening, port2 is the port number on which the second
alternate database server is listening, and so on. The port number
is required for each alternate server entry.

serverDataSource=SDSNZ2 is the server data source name for the
first alternate server, serverDataSource=SDSN3 is the server data
source name for the second alternate server, and so on. Currently,
the only optional property that can be set for the alternate server
is serverDataSource. For example:

jdbc:sequelink://serverl1:19996; serverDataSource=SDSN1;User=test;Password=
secret;AlternateServers=(server2:19996; serverDataSource=SDSN2)
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Specifying Connection Retry

Connection retry allows the JDBC Client to retry connections to
the primary database server, and if specified, alternate servers
until a successful connection is established. You use the
ConnectionRetryCount and ConnectionRetryDelay properties to
enable and control how connection retry works. For example:

jdbc:sequelink://serverl1:19996; serverDataSource=SDSN1;User=test;Password=
secret;AlternateServers=(server2:19996; serverDataSource=SDSN2,
server3:19996; serverDataSource=SDSN3) ; ConnectionRetryCount=2;
ConnectionRetryDelay=5

In this example, if a successful connection is not established on
the JDBC Client’s first pass through the list of database servers
(primary and alternate), the JDBC Client retries the list of servers
in the same sequence twice (ConnectionRetryCount=2). Because
the connection retry delay has been set to five seconds
(ConnectionRetryDelay=5), the JDBC Client waits five seconds
between retry passes.

Specifying Load Balancing

Client load balancing helps distribute new connections in your
environment so that no one server is overwhelmed with
connection requests. When client load balancing is enabled, the
order in which primary and alternate database servers are tried
is random.

When Connection Retry is also enabled, the JDBC Client tries to
connect to the primary Sequelink server and alternate
Sequelink servers in a random order until a successful
connection is established. If the connection attempt fails, the
driver again randomly selects from the list of servers until all
Sequelink servers in the list have been tried or a connection is
successfully established.
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Connection Failover Properties

Table 10-1 summarizes the connection properties that control
how connection failover works with the JDBC Client. Refer to the
Sequelink Developer’s Reference for details about configuring
each property.

Table 10-1. Summary: Connection Failover Properties for the JDBC Client

Property

Characteristic

AlternateServers

List of alternate database servers. An IP address or server
name and a port number are required for each server. The
serverDataSource connection property is optional.

ConnectionRetryCount

Number of times the driver retries the primary database
server, and if specified, alternate servers until a successful
connection is established. The initial default is 0.

ConnectionRetryDelay

Wait interval, in seconds, between connection retry attempts
when the ConnectionRetryCount property is set to a positive
integer. The initial default is 3.

LoadBalancing

Sets whether the driver will use client load balancing in its
attempts to connect to the list of database servers (primary
and alternate). If client load balancing is enabled, the driver
uses a random pattern instead of a sequential pattern in its
attempts to connect. The initial default is false (client load
balancing is not used).

Refer to the SequelLink Developer’s Reference for overviews of
connection failover and client load balancing.
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Testing JDBC Connections

x

UNIX

This section describes how to test your connection with
DataDirect Test™ for JDBC (DataDirect Test). For more
information about using DataDirect Test, refer to the SequeLink
Developer’s Reference.

To connect with the JDBC Client using DataDirect Test for JDBC:
1 Start DataDirect Test as a Java application or applet.

B As aJava application on Windows: Run the
TestForJDBC.bat or TestForJDBC14.sh file located in the
testforjdbc directory.

B As aJava application on Linux/UNIX: Run the
TestForJDBC.sh or or TestForJDBC14.sh shell script located
in the testforjdbc directory.

NOTE: Use TestForJDBC14.sh with JDK 1.4 or higher.

2 From the DataDirect Test Welcome window, click the Press
Here To Continue button. The DataDirect Test window
appears.

3 Select Driver / Register Driver. DataDirect Test prompts you
for the JDBC driver you want to load.

4 In the Please Supply a Driver URL field, make sure that the
following driver is specified; then, click OK.

com.ddtek.jdbc.sequelink.SequelLinkDriver
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5 Select Connection / Connect To DB. The Select A Database
window appears with a list of default JDBC driver connection
URLs.

i Select A Databasze H=] E

Defined Databaszes

i9 db quelink
rsequelink:
jdbc:sequelink: //189.23.5.132:19995 ;databaseNane=stores?
jdbc:sequelink: //189.23.5.65: 19994 ;databaselNane=pubzs ;Hlzer=john;H
jdbc:sequelink: //sequelinkhost: 4006 databaseNane=pubz ;DEUser=john
jdbc:sequelink:ssl: //mysecurehost: 9500 cipheriuites=55L_DH_anon W
jdbc:gequelink: g2l f/mysecurehosti 9502 cipheriuites=55L_DHE R34 W

| | i

Databhase: de.hc: gedquelink: / f'sequelinkhost: 19996

User Name: I

Password: I

Cumlectl Cancel |

6 Select one of the default JDBC driver connection URLs. In the
Database field, modify the default values of the connection
URL appropriately for your environment.

7 Inthe User Name and Password fields, type the required user
and password connection properties; then, click the Connect
button. Refer to the SequeLink Developer’s Reference for
information about JDBC connection properties.
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8 If the connection was successful, the Connection window
shows the Connection Established message in the
JDBC/Database Output scroll box.

[%—", Connection 1: jdbc:sequelink://199.201.227_ 243:__. [l=] E3

File  Cornection  Statement  Resufts  MetaData  Window

JDEC/Database Output
Connection Estahlished ;I

4 of

witst | Prev | et | Last | Reset || Concatenate

If the connection was successful, you can start using your
JDBC applications with SequelLink.

If the connection was unsuccessful, you are returned to the
DataDirect Test window. The getConnection() Failed:
message appears in the JDBC/Database Output scroll box. If
your connection failed, refer to the SequeLink
Troubleshooting Guide and Reference.

JDEC/Database Output

getConnection() Failed: -
Heszage:[Datalirect] [Sequelink JDEC Driver] Fo
VWendor: -20569
3tate: HYOOO

getConnection() Failed:
Mezzage: [SESSION_NETWORE] Fezzion aborted due =
1| 3

Fisst | Prev | biewt | Last | Reset || Concatenate
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Authentication

The JDBC driver supports the following methods of
authentication:

B Anonymous. The SequeLink Server accepts connections from
the SequelLink Client without verifying the client’s identity.

m Operating system user ID and password. The SequeLink
Server verifies the identity of the SequeLink Client using a
user ID and password that must be valid for the platform on
which the Sequelink Server is running. If verified, the server
accepts the user ID as the identity of the client and permits
the connection.

m Kerberos. Kerberos authentication uses Kerberos, a trusted
third-party authentication service, to verify user identities.
Kerberos authentication can take advantage of the user name
and password maintained by the operating system to
authenticate users to the database. This method requires
knowledge of how to configure your Kerberos environment.

Integrated NT. This option is supported for connections
between Sequelink Server for Windows servers and ODBC
Clients, ADO Clients, and .NET Clients on Windows only. The
SequelLink Server verifies the identity of the SequeLink Client
using the client’s Windows network logon credentials instead
of a Windows user ID and password.

For details on configuring authentication for SequelLink, see
“Configuring SequeLink® Security on Linux, UNIX, and Windows"
on page 300.
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Using SSL Encryption

If your SequelLink environment requires greater data privacy
than that provided by fixed-key DES, fixed-key 3DES, or
byteswap, you can use the Secure Socket Layer (SSL) to encrypt
data exchanged between the JDBC Client and the Sequelink
Server.

Sequelink supports the use of anonymous ciphers. Anonymous
ciphers allow the SSL connection to succeed without proper
authentication of the peer by using the DH algorithm. The JDBC
Client supports the following cryptographic strong SSL cipher
suites:

B TLS_DH_anon_WITH_AES_128_CBC_SHA
m TLS_DH_anon_WITH_AES_256_CBC_SHA

The JDBC Client adds a direct encryption mechanism using the
encrypted option. For example:

jdbc:sequelink://mysecurehost:9503;encrypted=1

This type of encryption is directly configured on the SequeLink
Server 6.0 and does not require the use of Sequelink Proxy
Server.

NOTE: In previous releases of SequelLink, encryption for the JDBC
Client was configured through the Sequelink Proxy Server. The
Sequelink Proxy Server is still used for certificate-based
authentication for JDBC applications (see Chapter 14
“Configuring the SequeLink® Proxy Server” on page 351). The
Sequelink Proxy Server is also used to provide SSL encryption
when using Sequelink in a DB2 for z/OS environment.
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For details on configuring SSL for SequelLink, see “Configuring
SequelLink® Security on Linux, UNIX, and Windows” on page 300.

Code Page Support

All code pages supported by the database server are now
available from the Sequelink Client for JDBC.

See Appendix D “SequelLink® Service Attributes” on page 491 for
information about the SequelLink service attributes that affect
configuration. For information about data type mappings, refer
to the SequelLink Developer’s Reference.
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11 Configuring the .NET Client

This chapter describes the tasks you perform to configure and
manage the Sequelink Client for .NET (the .NET Client).

Specifying Connection Properties

You can modify a connection by specifying connection attributes
in the connection string. Optionally, you may specify attribute=
value pairs in the connection string to override the default
values stored in the data source. You can specify long or short
names in the connection string, which has the form:

"attribute=value;attribute=value;attribute=value"

For example, in the following example, the connection string
can be used to connect to the DB2 host hal:

"Host=hal;Port=19998;User Id=test(0l;Password=test(0l;Database=test;"

NOTE: All connection string attribute names are case-insensitive.
For example, Password is the same as password. However, the
values of some attributes, such as User ID and Password, may be
case-sensitive.

Refer to the SequelLink Developer’s Reference for information
about specifying attributes through the .NET Client’s Connection
object.
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Testing .NET Connections

Once the .NET Client is installed, you can connect from your
application to your database with a connection string.

The following example illustrates connecting to the underlying
Sybase database using the .NET Client from an application
developed in Visual Studio .NET. If you are connecting using a
different ADO.NET data provider or connecting from the
command line, the specific details vary.

If you are using Visual Studio .NET:

1 Inthe Solution Explorer, right-click References; then, click Add
Reference.

Solution Explorer - Accounting o

= B[] ]3| &

@ Solution "Accounting’ (1 project)
B- IE?_] Accounting

[ 4 References

----- App.ico

----- B AssemblyInfo.cs

(. Faorml.cs

i @ Solution Explorer ﬂ Class Wiew |
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2 Select the DataDirect Technologies SequeLink .NET Client in
the component list.

Add Reference

MET ICOM | Projects |

il

Browse
Component MName | ersion | Path |L|
CrystallnfoStareLlib 1.0.0.0 C:\Program Files\Common Fil. .. Select
CrystalkeyCodelib 1.0.0.0 C:\Program Files\Common Fil. ..
CrystalPluginkgrLib 1.0.0.0 C:\Program Files\Common Fil. .. J
CrystalReportPluginLib 1.0.0.0 C:\Program Files\Common Fil. ..
CustomMarshalers 1.0.3300.0 CAWINNTMicrosoft MET\Fra...
Dratabirect Technalagies Oracl 2 0.103.0... C "Program Flles'l,DataDlrect'l, .
) i C:\Pro = ul} File: ¥
Databirect Technologles Syba 2.0.103.0... C \Program Flles'l,DataDlrect'l,. .
envdte 7.0,3300.0 C AW IMNTIMicrosoft MET Fra...
exkensibility 7.0,3300.0 C:\Program Files\Microsoft vi. .
IEExecRemote 1.0.3300.0 C:AWINNTMicrosoft MET\Fra...
TFHAsE 1.M.3300.0 A WTNMT Mirensnft MFT Y Frea. .. ;I

Selected Components:

Camponent MName Type | Source | Remaowe |
Databirect Technologies Sequeli,., MET C:Y\Program Files\Databirectisld. ..
K Cancel Help
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3 Click OK. The Solution Explorer now includes a reference for
the .NET Client.

Solution Explorer - Accounting

(2] |3 |2

@ Solution 'Accounting' (1 project)
= E¥ Accounting
- = frererences
i <21 DDTek, Sequelink
----- + System
----- +1 System.Data
Lo+ Syshem,Drawing
----- +2 Systerm. Windows Forms
e 5 Syshem, XML
App.ico
E AssemblyInfo.cs
Forml.cs

i [ Solution Explarer E’ Class View |

4 Check the beginning of your application. If the data
provider’s namespace is not present, add it, as shown in the
following code fragments:

C#

// Access SequeLink Server
using System.Data;
using DDTek.Sequelink;

Visual Basic

' Access SequelLink Server
Imports System.Data
Imports DDTek.Sequelink
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5 Add the connection information for your server and
exception handling code, as shown in the following C# code
fragment. (Refer to the SequeLink Developer’s Reference for
the connection string options.)

C#

DBConn = new SequelLinkConnection ("Host=sydney;
Port=19998;User ID=test0l;Password=test0l;
Database=test");

try

{
DBConn.Open () ;
Console.WriteLine ("Connection successful!");

1

// Display any exceptions

catch (SequeLinkException ex)

{
// Connection failed
Console.WriteLine (ex.Message);
return;

}

Visual Basic

Dim Conn As New SequeLinkConnection ("Host=bowhead;
Port=19996;User ID=test0l;Password=test0l;
Database=test")

Try
'Open the connection
Conn.Open ()
MessageBox.Show ("Connection successful!")

Catch SLex As SequeLinkException
'Connection failed

MessageBox.Show (SLex.Message, "SequelLink Exception")

End Try
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6 Close the connection.
C#

// Close the connection
DBConn.Close () ;

Visual Basic
'"Close the connection

Conn.Close()

For information about using connection strings and connection
string options, refer to the SequelLink Developer’s Reference.

Using Connection Failover with the .NET Client

The .NET Client can help you make sure that your critical data is
available even if the primary database server is unavailable:

m Connection failover allows an application to connect to an
alternate, or backup, database server if the primary database
server is unavailable, for example, because of a hardware
failure or traffic overload. See “Specifying Primary and
Alternate Servers” on page 271 for more information.

m Connection retry defines the number of times the data
provider attempts to connect to the primary server and, if
configured, alternate database servers after the initial
unsuccessful connection attempt. See “Using Connection
Retry” on page 271 for more information.

m Client load balancing helps distribute new connections in
your environment so that no one server is overwhelmed with
connection requests. See “Using Client Load Balancing” on
page 272 for more information.
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Specifying Primary and Alternate
Servers

Connection failover allows an application to connect to an
alternate, or backup, database server if the primary database is
unavailable, for example, because of a hardware failure or
traffic overload.

You can customize the .NET data provider for connection
failover by configuring a list of alternate database servers that
are tried if the primary server is not accepting connections.
Connection attempts continue until a connection is successfully
established or until all of the alternate database servers have
been tried the specified number of times.

The following C# code fragment includes a connection string
that configures the .NET Client to use connection failover:

SequeLinkConnection Conn = new SequeLinkConnection();

Conn = new SequelLinkConnection ("Host=serverl;port=19996;ServerDataSource=
SDSN1:User ID=test;Password=secret;Alternate Servers=(Host=server2:Port=
19996:ServerDataSource=SDSN2, Host=server3:Port=19996:ServerDataSource=
SDSN3) ;Connection Timeout=60"

Specifically, this connection string configures the .NET Client to
use two alternate servers as connection failover servers.

Using Connection Retry

Connection retry defines the number of times that the data
provider attempts to connect to the primary, and, if configured,
alternate database servers after the first unsuccessful connection
attempt. Connection retry can be an important strategy for
system recovery. For example, suppose you have a power failure
scenario in which both the client and the server fail. When the
power is restored and all computers are restarted, the client may
be ready to attempt a connection before the server has
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completed its startup routines. If connection retry is enabled, the
client application can continue to retry the connection until a
connection is successfully accepted by the server.

Connection retry can be used in environments that only have one
server or can be used as a complementary feature in connection
failover in environments with multiple servers.

The following C# code fragment includes a connection string that
configures the .NET Client to use connection failover in
conjunction with connection retry and connection retry delay:

SequeLinkConnection Conn = new SequeLinkConnection();

Conn = new SequelLinkConnection ("Host=serverl;port=19996;ServerDataSource=
SDSN1:User ID=test;Password=secret;Alternate Servers=(Host=server2:Port=
19996:ServerDataSource=SDSN2, Host=server3:Port=19996:ServerDataSource=
SDSN3) ;Connection Retry Count=4;Connection Retry Delay=5;Connection Timeout=
60"

Specifically, this connection string configures the .NET Client to
use two alternate servers as connection failover servers, to
attempt to connect four additional times if the initial attempt
fails, and to wait five seconds between attempts. Each
connection attempt lasts for 60 seconds.

Using Client Load Balancing

Client load balancing helps distribute new connections in your
environment so that no one server is overwhelmed with
connection requests. When client load balancing is enabled, the
order in which primary and alternate database servers are tried is
random.

When Connection Retry is also enabled, the .NET Client tries to
connect to the primary SequeLink server and alternate Sequelink
servers in a random order until a successful connection is
established. If the connection attempt fails, the .NET Client again
randomly selects from the list of servers until all SequeLink
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servers in the list have been tried or a connection is successfully
established.

The following C# code fragment includes a connection string
that configures the .NET Client to use connection failover in
conjunction with all of its optional features—load balancing,
connection retry, and connection retry delay:

SequeLinkConnection Conn = new SequeLinkConnection();

Conn = new SequelLinkConnection ("Host=serverl;port=19996;ServerDataSource=
SDSN1:User ID=test;Password=secret;Alternate Servers=(Host=server?:Port=
19996:ServerDataSource=SDSN2, Host=server3:Port=19996:ServerDataSource=

SDSN3) ;Connection Retry Count=4;Connection Retry Delay=5;Load Balancing=true;
Connection Timeout=60"

Specifically, this connection string configures the .NET Client to
use two alternate servers as connection failover servers, to
attempt to connect four additional times if the initial attempt
fails, to wait five seconds between attempts, and to try the
primary and alternate servers in a random order. Each
connection attempt lasts for 60 seconds.

Connection Failover Properties

Table 11-1 summarizes the connection string options that control
how connection failover works with the .NET Client. Refer to the
Sequelink Developer’s Reference for details about configuring
each property.

Table 11-1. Summary: Connection Failover Connection String Options for the .NET
Client

Connection String Option Characteristic

Alternate Servers List of alternate database servers. An IP address or server
name and a port number are required for each server. The
Server Data Source connection string option is optional.
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Table 11-1. Summary: Connection Failover Connection String Options for the .NET

Client (cont.)

Connection String Option Characteristic

Connection Retry Count

Number of times the data provider retries the primary
database server, and if specified, alternate servers until a
successful connection is established. The initial default is 0.

Connection Retry Delay

Wait interval, in seconds, between connection retry attempts
when the ConnectionRetryCount property is set to a positive
integer. The initial default is 3.

Load Balancing

Sets whether the data provider will use client load balancing
in its attempts to connect to the list of database servers
(primary and alternate). If client load balancing is enabled,
the data provider uses a random pattern instead of a
sequential pattern in its attempts to connect. The initial
default is false (client load balancing is not used).

Refer to the SequelLink Developer’s Reference for overviews of
connection failover and client load balancing.

Code Page Support

The .NET Client supports Unicode as specified in the .NET
Framework SDK. Effectively, this means that the .NET Client uses
Unicode UTF-16 encoding to represent characters.

All code pages supported by the database server are available
from the .NET Client.

See Appendix D “SequeLink® Service Attributes” on page 491 for
information about the SequeLink service attributes that affect
configuration. For information about data type mappings, refer
to the SequelLink Developer’s Reference.
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Part 3: Configuring SequeLink®
in Your Environment

This part contains the following chapters:

Chapter 12 “Configuring Transliteration” on page 277
describes how to configure transliteration for SequeLink
Server.

Chapter 13 “Configuring SequelLink® Security” on page 291
provides an overview of Sequelink security options and
describes how to configure SequelLink security for Linux,
UNIX, and Windows and z/OS platforms.

Chapter 14 “Configuring the Sequelink® Proxy Server” on
page 351 describes how to configure Sequelink security for
Java environments.

Chapter 15 “Configuring SequelLink® Services for Your
Database” on page 381 describes how to configure
Sequelink Services for your database.

Chapter 16 “Using LDAP with the SequeLink® Clients” on
page 427 explains how SequelLink Clients use LDAP
directories to retrieve connection information and describes
how to create and update LDAP entries for SequeLink
services.
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12 Configuring Transliteration

Transliteration is the transformation of text from one character
set to another. In Sequelink, transliteration is defined by a
combination of factors, which include which service template
and Sequelink Client are used, as well as database-specific
configuration settings.

See Appendix F "Internationalization, Localization, and
Unicode" on page 597 for more information about
internationalization.

Choosing a Service Template

X #h

UNIX "

z/0S
z/0S

When you install SequeLink Server, at least one SequelLink data
access service, and one or more service templates determined by
the SequelLink Server, are installed. You can use the SequeLink
Manager to create additional services based on the SequeLink
service templates and to modify the default service attributes
defined in the service templates:

[SequeLink 6.0] Agent service
[SequeLink 6.0] Agent service for z/OS
[SequeLink 6.0] DB2 service for z/OS

X # [Sequelink 6.0] DB2 UDB LUW service

UNIX

[Sequelink 6.0] DB2 UDB LUW service (enhanced code page support)
[SequelLink 6.0] Informix service (32-bit only)

[SequeLink 6.0] JDBC Socket service (32-bit only)

[SequeLink 6.0] ODBC Socket service
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E [SequeLink 6.0] ODBC Socket service (enhanced code page support)

b ¢ [Sequelink 6.0] ODBC Socket service (enhanced code page support -
UNIX UTF8 encoding)

X [SequeLink 6.0] ODBC Socket service (enhanced code page support -
LN UTF16 encoding)

[SequelLink 6.0] Oracle 9 service (32-bit only)

[SequelLink 6.0] Oracle 9 service (enhanced code page support -
32-bit only)

[SequeLink 6.0] Oracle 10 service

[SequeLink 6.0] Oracle 10 service (enhanced code page support)
[SequeLink 6.0] SQL Server service

[SequeLink 6.0] SQL Server service (enhanced code page support)
[SequelLink 6.0] Sybase service

[Sequelink 6.0] Sybase service (enhanced code page support)

[SequelLink 6.0] Sybase service (enhanced code page support - UTF8

Hn encoding)
b4 [SequelLink 6.0] Sybase service (enhanced code page support - UTF16
uNIX encoding)

In most cases, the SequelLink service templates provide a
configuration that can be used without any modification.
However, some service templates provide additional
transliteration capabilities. You must select the service template
that meets the transliteration requirements of your application.

NOTES:

m If you want enhanced code page support for the SequeLink
uNIX Server for ODBC Socket or SequeLink Server for Sybase, use
the UTF-16 encoding version of the template.

m Sequelink Server for DB2 for z/OS has only one service
template. Unicode is enabled for all SequeLink Clients.
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Table 12-1 lists the transliteration environments that the service
templates support on Linux/UNIX/Windows.

Table 12-1. Selecting a Service Template on Linux/UNIX/Windows

Service Template

Transliteration Environment

Standard service template

Automatically sets ServiceCodePage=
Default (see "ServiceCodePage" on
page 566)

m ODBC and ADO Clients: The database code
page is a 7-bit or 8-bit code page and matches
the code page of the client application.

m JDBC and .NET Clients: The database code page
is a 7-bit or 8-bit code page and has a
binary-compatible transliteration to UTF-16.

m Operating system (OS) and database code pages
use a single-byte or multi-byte character set.”

Service template with enhanced code
page support

Automatically sets ServiceCodePage=
"Database" (see "ServiceCodePage"
on page 566)

The database contains Unicode data or the
operating system and database code pages differ.”

If you want enhanced code page support for the
SequelLink Server for ODBC Socket or Sequelink
Server for Sybase, we recommend using the UTF-16
encoding version of the template.

* Not available for SequeLink Server for Informix, SequeLink Server for DB2 UDB on
z/0S USS, or Sequelink Server for JDBC Socket.
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Choosing the Transliteration Mode

Sequelink supports three transliteration modes:

Default transliteration mode (see "Default Transliteration
Mode")

OS transliteration mode, which is used when the operating
system (OS) and database code page are single-byte or
multi-byte (see "OS Transliteration Mode" on page 281)

Database transliteration mode, which is used to support
Unicode databases or when the operating system and
database code pages differ (see "Database Transliteration
Mode" on page 283)

Default Transliteration Mode

Default transliteration mode can be used with all SequeLink
Clients and with SequeLink Servers on Linux, UNIX, and Windows.
To use Default transliteration mode, set
ServiceCodePage=Default.

Use Default transliteration mode only when you created your
service with the standard template. Do not use Default
transliteration mode with the service template with enhanced
code support.

B For the ODBC and ADO Clients, the administrator defines this

mode when the database code page is a 7-bit or 8-bit code
page and matches the code page of the client application.

For the JDBC and .NET Clients, the administrator defines this
mode when the database code page is a 7-bit or 8-bit code
page and has a binary-compatible transliteration to UTF-16. In
other words, it is possible to convert from the single-byte
database code page to UTF-16, by setting either the higher or
lower byte to zero.
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OS Transliteration Mode

OS transliteration mode can be used when the operating system
(0OS) and database code pages use a single-byte or multi-byte
character set. OS transliteration mode is useful for European and
Asian languages. To use OS transliteration mode, set
ServiceCodePage=0S.

Use OS transliteration mode only when you created your service
with the standard template. Do not use this mode with the
service template with enhanced code support.

To configure operating system environment settings:

m On Linux and UNIX, set locale settings for the service, for
example, using the LC_ALL environment variable. Consult
your system administrator for the supported values for the
LC_ALL environment variable, and to find out which locale
settings are supported on your system.

B On Windows, set regional options on the Control Panel.
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Table 12-2 provides the database transliteration settings to use
when configuring a Sequelink service.

Table 12-2. Defining Database-Specific Settings for OS
Transliteration Mode

Database

Requirements

DB2

No additional configuration required.

Informix

The code page is set through the service template to a
default value: CLIENT_LOCALE.

Oracle

Setting and determining the operating system code
page is operating system-dependent. The operating
system code page, the database code page, and the
code page configured through the NLS_LANG
environment variable must be compatible.

SQL Server

No additional configuration required.

Sybase

Set the connection option of the
DataSourceSYBConnectOptions service attribute so
that it refers to the same (or compatible) code page as
the operating system code page. See
"DataSourceSybConnectOptions" on page 538 for
details.

JDBC Socket

No additional configuration required.

ODBC Socket

Refer to the documentation of the backend ODBC
driver for information on passing the operating system
code page to the driver as the application code page.

On Linux and UNIX, configure the DataDirect Driver
Manager with the correct IANAAppCodePage. You can
use the ivcheckcp utility to determine the
IANAAppCodePage setting. For information about
using this utility, refer to the SequeLink
Troubleshooting Guide and Reference.
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Database Transliteration Mode

Database transliteration mode is used when connecting to
Unicode databases or when the operating system and database
code pages differ. To use Database transliteration mode, create a
service using the service template with enhanced code page
support, which automatically sets the service attributes to the
correct settings for database transliteration mode.

See Table 12-3 for database-specific transliteration settings.

Table 12-3. Defining Database-Specific Settings for Database
Transliteration Mode

Database Configuration Requirements

DB2 for Linux/UNIX  No additional configuration required.

/Windows

DB2 for z/OS No additional configuration required.

Oracle Configure the NLS_LANG environment variable
to be compatible with the database code page.

SQL Server No additional configuration required.

Sybase No additional configuration required.

ODBC Socket

Refer to the documentation of the backend
ODBC driver for settings that impact or enable
the SQL-W function behavior.

On Linux/UNIX, configure the DataDirect Driver
Manager with the correct IANAAppCodePage.
You can use the ivcheckcp utility to determine
the IANAAppCodePage setting. For
information about using this utility, refer to the
Sequelink Troubleshooting Guide and
Reference.

NOTE: Database transliteration mode is not supported with SequeLink
Servers for Informix or JDBC Socket, and cannot be used with
Sequelink Client for ADO.
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Configuring Database Transliteration Settings

The following sections provide database-specific guidelines and
configuration examples for determining and setting
transliteration settings.

General Guidelines for Transliteration

The methods for configuring transliteration are
database-specific. This section provides general guidelines for
transliteration.

DB2
1 Determine the code page of the DB2 database you want to
connect to:

db2 get database configuration for database name

¢ |f the database code page is 1208 (database code set is
UTF-8), use the service template [Sequelink 6.0] DB2 for
LUW service (enhanced code page support).

® For all other database code pages, continue at Step 2.
2 Use the service template: [SequeLink 6.0] DB2 for LUW service.

3 If transliteration is required, set ServiceCodePage to OS. No
additional configuration is required.
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Microsoft SQL Server

Select either the SQL Server or SQL Server (enhanced code page)
Service Template. See "Choosing a Service Template" on
page 277 for more information.

For example, use the [SequeLink 6.0] SQL Server (enhanced code
page support) Service Template if you want to support national
character set data types in your application.

No additional configuration is required.

Oracle

See "Setting Up a SequelLink® Service for Oracle" on page 288 for
an example of configuring an Oracle service.

To configure transliteration to support Unicode and national
database character sets:

1 Create a service using a service template with enhanced code
page support. See "Choosing a Service Template" on
page 277 for more information.

2 Determine the code page of your Oracle database. For
example, execute SELECT parameter, value FROM

nls database parameters where parameter=
‘NLS_CHARACTERSET".

3 Set the value of the ServiceEnvironmentVariable service
attribute to define the NLS_LANG environment variable to
the code page of the Oracle database. For example,
ServiceEnvironmentVariable=ITALIAN_WE8MSWIN1252.
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pe€ 3

UNIX

X

UNIX

X

UNIX

Sybase

To configure transliteration in the Sybase environment, you must
first identify the installed Sybase Server default character set
(refer to the Sybase documentation for information about
sp_default_charset). Then select the appropriate service
template.

If the character And the

set is... platform is... The service template is...

Not Unicode Windows/ [SequelLink 6.0] Sybase service
Linux/UNIX

Unicode (UTF-8)  Windows [SequelLink 6.0] Sybase service

(enhanced code page support)

No additional configuration is
required.

Unicode (UTF-8)  Linux/UNIX [SequelLink 6.0] Sybase service
(enhanced code page
support UTF-8)

No additional configuration is
required.

Not Unicode or Linux/UNIX [SequeLink 6.0] Sybase service
UTF-8 (enhanced code page support
UTF-16)

No additional configuration is
required.

If transliteration is required, set ServiceCodePage=0S and use the
DataSourceSYBConnectOptions service attribute to specify the
code page (see "DataSourceSybConnectOptions" on page 538).
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Transliteration Scenarios

This section provides scenarios for setting up transliteration on
Unicode and non-Unicode databases:

"Setting Up a SequeLink® Service for DB2" on page 287
"Setting Up a SequeLink® Service for Oracle" on page 288

"Setting Up a SequeLink® Service for Microsoft SQL Server"
on page 288

"Setting Up a SequeLink® Service for Sybase" on page 289

Setting Up a Sequelink® Service for DB2

In this scenario, we set up a Sequelink service to access a DB2
Unicode database on Windows:

1

Check the database code page to confirm the database code
set and database type:

execute "get db cfg for accountdb"

Database territory us
Database code page 1208
Database code set UTF-8
Databasecountry/regioncode 1

The values for the database code set and code page indicate
a DB2 Unicode database.

To add a service to the Sequelink Server for DB2, use the
[SequeLink 6.0] DB2 UDB LUW service (enhanced code page
support).

Start up the [SequelLink 6.0] DB2 UDB LUW service (enhanced
code page support).
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Setting Up a Sequelink® Service for Oracle

In this scenario, we set up a Sequelink service to access an
Oracle9i Unicode database on Linux (en_US).

1 Determine the code page of the Oracle database. Execute

SELECT parameter, value FROM nls database parameters
WHERE parameter='NLS CHARACTERSET’

2 Because our database is a Unicode database, add a service
with service template [SequeLink 6.0]Oracle 10 service
(enhanced code page support).

3 Set the NLS_LANG environment variable to the code page of
your Oracle database. For example:

ServiceEnvironmentVariable NLS LANG=
ENGLISH UNITED KINGDOM.UTFS8

4 Save the new settings in the Sequelink configuration file.

5 Start the SequeLink service for Oracle.

Setting Up a Sequelink® Service for Microsoft
SQL Server

In this scenario, we set up a SequelLink service for SQL Server on
Windows with English (United States). Because client and server
operating systems have the same regional settings, no
transliteration is required.

Add a service with service template [SequeLink 6.0] SQL Server
service. The service template sets the ServiceCodePage service
attribute to Default, which disables transliteration.
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Setting Up a Sequelink® Service for Sybase

In this scenario, we set up a SequeLink service for Sybase on a
Solaris (en_US) to access a Greek, non-Unicode, database.

1

Determine the installed Sybase server default character set
(sp_default_charset). Execute:

execute sp default charset

Because this is not a Unicode database, add a service with
service template [SequeLink 6.0] Sybase service.

Set the ServiceCodePage service attribute to OS.

Look up the Sybase default character set in Table D-11
"Values for DataSourceSybConnectOptions" on page 539 to
determine which DataSourceSYBConnectOptions values to
use. For example:

Sybase charset: 15088597
codepage: IS08859-7
IANAAppCodePage: 10

In this scenario, you add IANAAppCodePage=10 to the
DataSourceSYBConnectOptions service attribute as follows:

DataSourceSYBConnectOptions : IANAAppCodePage=10
Save the new settings in the SequeLink configuration file.

Start up the SequeLink Service for Sybase.
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13 Configuring SequeLink®
Security

This chapter offers an overview of the security options provided
by SequeLink and describes how to configure SequeLink security
for Linux, UNIX, and Windows and z/OS platforms. See

Chapter 14 “Configuring the Sequelink® Proxy Server” on

page 351 for information about configuring SequeLink Proxy
Server, which provides certificate-based authentication on the
Java platform.

About SequelLink® Security

Sequelink supports security mechanisms for the following
purposes:

m Verification of a user by the SequeLink Server. The
Authentication security mechanism allows the Sequelink
Server to verify the identity of the user.

m Defining the types of requests that are accepted by the
server. The Authorization security mechanism controls
whether the user can send data access requests and
administrative (SequeLink Manager) requests. Server
configuration settings determine whether the server can
accept the requests.
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m Connection to a data store using the following security
mechanisms:

Data Store Logon controls whether a user who is
connected to the Sequelink Server can connect to the
data store.

Application IDs control whether a client application can
connect to the data store. This mechanism adds a layer of
security on top of Data Store Logon.

TCP/IP Location Filters control whether a client application
can connect to the data store based on the TCP/IP network
identifier from which the connection request orginates.

Terminal Security is supported for connections to
SequelLink Servers on z/OS. It controls whether the client
application requesting access to the SequelLink data access
service has permission to access it based on the TCP/IP
address (terminal ID) originating the request.

m Defining the types of SQL statements accepted by the data
store. The ReadOnly security mechanism controls whether the
data store connection is read-only.

B The privacy of the data being transmitted. The data privacy
security mechanism ensures that data transmitted between
the client and server is kept private using data scrambling
methods and encryption using SSL. SSL is supported for the
ODBC Client, JDBC Client, and ADO Client.

Authentication

Authentication allows the Sequelink Server to verify the identity
of the SequelLink Client when the client connects to the
SequelLink Server. If authentication fails, the SequeLink Client
disconnects from the server.
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You must set an authentication method separately for users who
send data access requests and users who send SequeLink
Manager requests. For example, you may want to use an
operating system user ID and password for administrative
activities and Kerberos for data access activities.

Depending on the combination of client and server platforms
involved in the connection, Sequelink supports the following
authentication methods:

m  Anonymous. The SequelLink Server accepts connections from
any Sequelink Client without verifying the client’s identity.

m Operating system user ID and password. The SequeLink
Server verifies the identity of the SequeLink Client using a
user ID and password that must be valid for the platform on
which the Sequelink Server is running. If verified, the server
accepts the user ID as the identity of the client and permits
the connection.

m Kerberos. Kerberos authentication uses Kerberos, a trusted
third-party authentication service, to verify user identities.
Kerberos authentication can take advantage of the user
name and password maintained by the operating system to
authenticate users to the database. This method requires
knowledge of how to configure your Kerberos environment.

B Integrated NT. This option is supported for connections
between Sequelink Server for Windows servers and ODBC
Clients, ADO Clients, and .NET Clients on Windows only. The
Sequelink Server verifies the identity of the SequelLink Client
using the client’s Windows network logon credentials instead
of a Windows user ID and password.

Although a user may be able to connect to the SequeLink Server,
the user does not automatically have access to the database that
the SequelLink Server services.
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For instructions on configuring authentication:

m  On Linux, UNIX, and Windows, see “Configuring SequeLink®
Security on Linux, UNIX, and Windows"” on page 300.

B On z/OS, see “Configuring Sequelink® Security for z/OS" on
page 322.

Authorization

After the Sequelink Server has authenticated the client,
Sequelink verifies that the client is authorized to perform data
access activities or SequelLink Manager activities. SequeLink
supports authorization for data access requests and for
SequelLink Manager requests. You configure the authorization
for the two types of requests separately. Authorization options
depend on your Sequelink Server platform.

For instructions on configuring authorization:

m On Linux, UNIX, and Windows, see “Configuring SequeLink®
Security on Linux, UNIX, and Windows"” on page 300.

m On z/0S, see “Configuring Sequelink® Security for z/OS" on
page 322.

Data Store Logon

Once a connection is established, authentication is complete, and
the type of requests the server will accept has been established, a
connection from the SequeLink Server to the data store can be
established using either of the following methods:

m Specifying data store logon information (a valid DBMS user ID
and password). This is the default for Windows and UNIX.

B Allowing the database to inherit the logon user ID that was
established during the authentication process. For example, if
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using Kerberos authentication, use this method to allow
Kerberos to use the operating system user ID and
password.This method must be used for z/OS, but can be
used for Linux, UNIX, and Windows also.

For details on configuring data store logon, see “Configuring
SequelLink® Security on Linux, UNIX, and Windows"” on page 300.

Application IDs

Application IDs are alphanumeric strings passed by a SequeLink
Client that identify the client application to a Sequelink service
that has been configured to accept connections only from
specific application IDs.

Application IDs add another layer of security for the connection
to the data store beyond that provided by the Data Store Logon
security mechanism. Data Store Logon allows all users of client
applications to access the data store if they meet the
qualifications set by Data Store Logon. Using application IDs, you
can restrict connections to the data store to only those client
applications that identify themselves to the SequelLink Server
through an application ID.

On Windows platforms, application IDs can be specified explicitly
by the client application or they can be automatically generated
by the ODBC Client or the ADO Client. The advantage of using
application IDs generated by the ODBC Client or ADO Client is
the application itself does not need to contain the application
ID; however, you must specify in the client application that you
want to turn on the automatic generation of application IDs.
The application ID is generated using the sha-1 hashing
algorithm, resulting in a 160-bit hash value.

See “Using Application IDs to Restrict User Access” on page 335
for more information.
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z/0S

TCP/IP Location Filters

Using TCP/IP network identifiers, such as TCP/IP host names (for
example, burner.ddtek.com) or a range of TCP/IP addresses (for
example, 192.16.*.*), TCP/IP location filters allow you to specify
which clients can access a SequelLink data access service or
Sequelink agent service.

When you create a filter, the IP address can contain wild card
characters to indicate that any decimal number in that location is
considered valid. Use ? for a single number or * for multiple
numbers. Use \ as the escape character.

The following address and name formats are supported:

Client TCP/IP host name burner.ddtek.com
Client TCP/IP domain names B 192.16.2.%
through the use of a wild card m *.ddtek.com

B belg?.progress.com
Client TCP/IP address 127.0.45.12?
Client TCP/IP address range 192.16.%.%

For more information about configuring TCP/IP location filters,
see “Configuring TCP/IP Location Filters” on page 342.

Terminal Security

When terminal security is enabled, through activating the RACF
TERMINAL security class, the SequelLink Server verifies that the
client application requesting access to the SequeLink data access
service has permission to access it based on the TCP/IP address
(terminal ID) originating the request. You can use terminal
security to make sure that:

m Only specific TCP/IP addresses can be used by specific users to
connect to the SequelLink Server.
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m  Only specific groups of users can use specific TCP/IP addresses
to connect to the Sequelink Server. For example, you may
want to make sure that a user ID associated with an
application running on an application server can only log on
to the Sequelink Server from a specific TCP/IP address.

See “Activating Terminal Security” on page 325 for more
information about activating terminal security.

Terminal security is controlled by activating the RACF TERMINAL
security class instead of setting a service attribute.

ReadOnly

Sequelink allows you to configure the types of SQL statements
the data store connection will accept:

m Select statements only (makes the connection read-only)
m Select statements and Stored Procedures

m All SQL statements

m Read-only settings of the database

The service attribute that controls this functionality is
DataSourceReadOnly.

Data Privacy

Sequelink provides data scrambling to ensure the privacy of
data. In addition, you can use data encryption to provide a more
secure transmission of data across the network. For example, you
may want to use data encryption in the following scenarios:

B You have offices that share confidential information over an
intranet.

B You send sensitive data, such as credit card numbers, over a
database connection.
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B You need to comply with government or industry privacy and
security requirements.

NOTE: Data encryption may adversely affect performance
because of the additional overhead (mainly CPU usage) required
to encrypt and decrypt data.

Data Scrambling

Data scrambling ensures that no cleartext messages are
transmitted between the client and server over the network.
Sequelink provides the following implementations of data
scrambling:

m Fixed-key DES operates using a 56-bit key.
m Fixed-key 3DES operates using a 168-bit key.

m Byte swapping means that bytes of data are randomly
swapped to scramble data. Different encoded mappings are
used for different sessions.

Data scrambling does not provide the same level of security as
data encryption and is not enabled by default.

NOTE: Even if you choose not to use a data scrambling method,
user IDs and passwords are never sent as cleartext.

See “Configuring Data Privacy” on page 313 for more
information about configuring data scrambling.
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Data Encryption

Secure Sockets Layer (SSL) is an industry-standard protocol for
sending encrypted data over database connections. SSL secures
the integrity of your data by encrypting information and
providing client/server authentication.

Sequelink supports SSL for the following types of data transfers:

m Between a SequelLink Client and a SequelLink Server on
Linux/UNIX/Windows. SequeLink uses SSL for data
encryption. For an SSL connection to be successful, both the
Sequelink Server and SequeLink Client must be configured
for SSL encryption. If a SequelLink Client that is not
configured for SSL attempts to connect to a Sequelink Server
configured for SSL, the SequelLink Server rejects the
connection request and returns the following error message:
TCP/IP, connection reset by peer.

m Between a Sequelink Client for JDBC and the SequeLink Proxy
Server. SequeLink uses SSL for data encryption and
authentication.

See “Configuring Data Privacy” on page 313 for details on
configuring SSL for data transfers between a SequeLink Client
and Sequelink Server. See Chapter 14 “Configuring the
SequelLink® Proxy Server” on page 351 for details on configuring
SSL for data transfers between the Sequelink Client for JDBC and
the SequeLink Proxy Server.
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Configuring Sequelink® Security on Linux,
UNIX, and Windows

This section describes how to configure authentication,
authorization, and data store logon for SequelLink for Linux,
UNIX, and Windows.

Configuring Authentication for Data
Access Activities

Set the ServiceAuthMethods service attribute to one or more of
the following values:

m Anonymous authentication:
ServiceAuthMethods=anonymous.

m User ID and password authentication:
ServiceAuthMethods=0SLogon(HUID,HPWD),
ServiceAuthMethods=0SLogon(UID,PWD)

a m User ID and password authentication:
ServiceAuthMethods=0SLogon(UID,PWD,NPWD), or
ServiceAuthMethods=0SLogon(HUID,HPWD,NPWD).

NOTE: The NPWD parameter of OSLogon allows you to
change the password.

E m Kerberos authentication: ServiceAuthMethods=kerberos. See
o “Configuring Kerberos Authentication” on page 303 for
details.

a m Integrated NT authentication:
""" ServiceAuthMethods=integrated_nt (Windows only).

You can configure multiple authentication mechanisms for data
access activities. For example, if you configure
ServiceAuthMethods=integrated_nt and
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ServiceAuthMethods=0SLogon(UID,PWD), the SequeLink Server
uses the Integrated NT authentication mechanism and does not
require an ODBC or ADO Client connecting from a Windows
workstation to provide user ID and password information.
Sequelink Clients on Linux/UNIX or a JDBC application still must
provide a valid Windows user ID and password.

Configuring Authentication for
Administrative Activities

To configure authentication for a SequeLink agent service, set
the ServiceAdminAuthMethods service attribute to one or more
of the following values:

B Anonymous authentication:
ServiceAdminAuthMethods=anonymous.

m User ID and password authentication:
ServiceAdminAuthMethods=0SLogon(UID,PWD).

m Kerberos authentication:
ServiceAdminAuthMethods=kerberos. See “Configuring
Kerberos Authentication” on page 303 for details.

m Integrated NT authentication:
ServiceAdminAuthMethods=integrated_nt.

For Sequelink services on Windows, you can configure multiple
authentication mechanisms for administrative activities. For
example, if you configure
ServiceAdminAuthMethods=integrated_nt and
ServiceAdminAuthMethods=0SLogon(UID,PWD), the SequeLink
Server uses the Integrated NT authentication mechanism and
does not require a SequelLink Manager running on a Windows
workstation to provide user ID and password information.
SequelLink Clients on Linux/UNIX still must provide a valid
Windows user ID and password.
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Configuring Single Sign-On Security

The combination of security features provided by SequeLink and
the security provisions offered by the DBMS and the Linux, UNIX,
and Windows operating systems allows you to configure a single
sign-on environment for ODBC, JDBC, and ADO applications.
Users log on to the security system on the network and can
connect to the DBMS using their operating system credentials (if
allowed by the DBMS security configuration).

Kerberos authentication provides single sign-on for ODBC, ADO,
and JDBC applications on Linux, UNIX, and Windows.

NT Integrated authentication provides single-sign on for ODBC
and ADO applications on Windows only.

To configure single sign-on security:

1 Configure your DBMS security as described in “Configuring
SequelLink® Security on Linux, UNIX, and Windows"” on
page 300.

For instructions on how to configure your DBMS security,
refer to your database documentation.

2 Grant the required database access rights to users using the
appropriate data store provided by your DBMS. For
instructions on how to grant database access rights, refer to
your database documentation.

3 Choose one of the following authentication methods:

m Kerberos. See “Configuring Kerberos Authentication” on
page 303 for details on configuring Kerberos
authentication.

B NT Integrated authentication. Set the
ServiceAuthMethods or ServiceAdminAuthMethods
service attribute to a value of integrated_nt.

4 Restart the SequelLink Server.
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NOTE: If SequeLink Client for ADO.NET clients will be connecting
to this service, add another ServiceAuthMethods attribute, and
Specify ServiceAuthMethods=0SLogon (HUID, HPWD) Or
ServiceAuthMethods=0SLogon (UID, PWD) . These Sequelink Clients
must provide a valid server user ID and password.

Configuring Kerberos Authentication

Verify that your environment meets the requirements listed in
Table 13-1 before you configure SequelLink for Kerberos
authentication.

Table 13-1. Kerberos Authentication Requirements

Component

Requirements

Database server

The database server must be running one of the following
databases:

DB2:
m DB2 v8.1 or higher for Linux/UNIX/Windows

Oracle:

m Oracle 10g R2
m Oracle 9i R2

Microsoft SQL Server:

m Microsoft SQL Server 2005
m Microsoft SQL Server 2000

In addition, your database security must be configured to accept
operating system user IDs. See “Configuring Database Security”
on page 304 for more information.

Kerberos server

The Kerberos server is the machine where the user IDs for
authentication are administered. The Kerberos server is also the
location of the Kerberos KDC.
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Configuring Database Security

To use single-sign on with Kerberos authentication, your
database security must be configured to accept operating system
user IDs:

B For Microsoft SQL Server, configure the DBMS security for
integrated security.

m For Oracle, configure the DBMS security to allow external
authentication (formerly OPS$functionality).

m For DB2, configure your database with authentication type
SERVER. Credentials are validated on the database server.

For instructions on how to configure your DBMS security, refer to
your database documentation.

Kerberos and Operating System User ID
Mapping

A Kerberos user principal has the form:

name@REALM

To allow single-sign on for Kerberos in a SequeLink environment,
the user principal name must be mapped to the operating system
user ID. For example:

) B On Linux and UNIX, the "name" part of the principal must
O match the operating system user ID.

a m On Windows, the "name" part and the "REALM" part of the
R principal matches the operating system user ID using the
format REALMname where REALM is the Windows domain name.
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)( As a result, on Linux and UNIX, the database administrator must

(nix be aware that principals from different Kerberos realms, but
with the same name, are mapped to the same operating system
user ID. For example, the following principals are mapped to the
same user ID:

user A/QUVW.COM

and

user A/@XYZ.COM

Configuring Kerberos Authentication for
Sequelink® Server

1

In your Sequelink data access service or your SequelLink
Agent service, set ServicceAuthMethods attribute to a value
of kerberos.

In the server data source, set the DataSourceLogonMethod
attribute to a value of OSIntegrated. This allows the
Sequelink service to authenticate the client using the
operating system user ID and password.

If you installed the Sequelink Server on Windows, skip to
Step 4.

If you installed the Sequelink Server on Linux and UNIX,
modify the krb5.conf file to contain your Kerberos realm
name and the KDC name for that Kerberos realm. Modify the
krb5.conf file by editing the file with a text editor.

NOTE: In Windows Active Directory, the Kerberos realm name
is the Windows domain name and the KDC name is the
Windows domain controller name.

For example, if your Kerberos realm name is XYZ.COM and
your KDC name is kdc1, your krb5.conf file would look like
this:

default realm = XYZ.COM
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default keytab name = FILE:/install dir/lib/krb5/krb5.keytab
default tkt enctypes = des3-cbc-shal des-cbc-md5 des-cbc-crc
default tgs enctypes = des3-cbc-shal des-cbc-md5 des-cbc-cre

[realms]
XYZ.COM = {
kdc = kdcl:88
admin server = serverl.eu.xyz.com:749
default domain = kdcl
bi

[domain realm]
.xyz.com = XYZ.COM
.eu.xyz.com = XYZ.COM

[logging]
kdc = FILE:/var/krb5/log/krb5kdc.log
admin server = FILE:/var/krb5/log/kadmin.log
default = FILE:/var/krb5/log/krb5lib.log

4 (Optional) If you want to use a service principal name other
than the default name to identify the SequeLink service,
specify a value for the ServiceKerberosPrincipalName
attribute for data access services or the
ServiceAdminKerberosPrincipalName attribute for SequeLink
Agent services. See “ServiceKerberosPrincipalName"” on
page 579 and “ServiceAdminKerberosPrincipalName” on
page 561 for details.

Configuring Kerberos Authentication for the
ODBC Client and ADO Client

E If the Sequelink Client is installed on Windows, the Kerberos
## realm and KDC name for that realm are automatically detected
by the Windows operating system.

NOTE: In Windows Active Directory, the Kerberos realm name is
the Windows domain name and the KDC name is the Windows
domain controller name.
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If the SequeLink Client is installed on UNIX or Linux, you must

unix modify a Kerberos configuration file named krb5.conf to specify
values for the Kerberos realm and the KDC name for that realm.
Typically, this file is installed by the Kerberos implementation
provided by your UNIX or Linux operating system and is located
in the /etc subdirectory of your UNIX or Linux machine.

For example, if your Kerberos realm name is XYZ.COM and your
KDC name is kdc1, your krb5.conf file would look like this:

[libdefaults]
default realm = XYZ.COM
default keytab name = FILE:/etc/krb5/krb5.keytab
default tkt enctypes = des3-cbc-shal des-cbc-md5 des-cbc-cre
default tgs enctypes = des3-cbc-shal des-cbc-md5 des-cbc-crce

[realms]
XYZ.COM = {
kdc = kdcl:88
admin server = serverl.eu.xyz.com:749
default domain = kdcl
bi

[domain realm]
.xyz.com = XYZ.COM
.eu.xyz.com = XYZ.COM

[1ogging]
kdc = FILE:/var/krb5/log/krb5kdc.log
admin server = FILE:/var/krb5/log/kadmin.log
default = FILE:/var/krb5/log/krb5lib.log
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Configuring Kerberos Authentication for the
JDBC Client

During installation, the JDBC Client installs the following files
required for Kerberos authentication in the /lib subdirectory of
the SequelLink Client installation directory:

m JDBCDriverLogin.conf file is a configuration file that specifies
which Java Authentication and Authorization Service (JAAS)
login module to use for Kerberos authentication. This file is
configured to load automatically unless the
java.security.auth.login.config system property is set to load
another configuration file.

NOTE: Do not modify this file.

m krb5.conf is a Kerberos configuration file containing values
for the Kerberos realm and the KDC name for that realm. The
JDBC Client installs a generic file that you must modify for
your environment.

If the krb5.conf file does not contain a valid Kerberos realm
name and KDC name, the following exception is thrown:

Message: [DataDirect] [SequeLink JDBC Driver]Could not
establish a connection using integrated security: No
valid credentials provided

[DataDirect] [SequelLink JDBC Driver]A username was not

specified and the driver was unable to establish a
connection using integrated security.
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The krb5.conf file installed by the JDBC Client is configured
to load automatically unless the java.security.krb5.conf
system property is set to point to another Kerberos
configuration file.

Obtaining a Kerberos Ticket Granting Ticket

To use Kerberos authentication, the application user first must
obtain a Kerberos Ticket Granting Ticket (TGT) from the
Kerberos server. The Kerberos server verifies the identity of the
user and controls access to services using the credentials
contained in the TGT.

:EEEE If the application uses Kerberos authentication from a Windows

#= client, the application user is not required to log onto the
Kerberos server and explicitly obtain a TGT. Windows Active
Directory automatically obtains a TGT for the user.

)( If an application uses Kerberos authentication from a UNIX or

UMY Linux client, the user must log onto the Kerberos server using
the kinit command to obtain a TGT. For example, the following
command requests a TGT from the server with a lifetime of 10
hours, which is renewable for 5 days:

kinit -1 10h -r 5d user

where user is the application user.

Refer to your Kerberos documentation for more information
about using the kinit command and obtaining TGTs for users.
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Configuring Authorization for a
SequelLink® Data Access Service

To configure user authorization for a SequelLink data access
service, set the ServiceUser attribute, or, if you want to configure
user authorization for user groups defined on Windows or UNIX,
set the ServiceUserGroup attribute.

Configuring ServiceUser

To configure user authorization, set the ServiceUser attribute:

m ServiceUser=user ID, where user_ID is the user ID of each user

who is allowed to access data using this service. To configure
authorization for multiple users, you must set this attribute
multiple times, one instance for each user. For example:

ServiceUser=RSMITH
ServiceUser=DJONES
ServiceUser=TCONRAD

NOTE: On Windows servers, you must prefix the user ID with
the Windows server name or the Windows domain name, for
example, SALES\DJONES. When connecting, the user must also
prefix the user ID with the Windows server name, if
connecting to a local server, or the Windows domain name.

ServiceUser=authenticated. Any user who can provide a valid
host user ID and password or who uses the Integrated NT
authentication process will be allowed to send data access
requests to the data access service.

ServiceUser=everyone. All connections will receive the user
authorization level, regardless of how they are authenticated.
If ServiceAuthMethods=anonymous, ServiceUser=everyone
must be specified.
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Configuring ServiceUserGroup

To configure user authorization for user groups defined on a
Linux, UNIX, and Windows server, set the ServiceUserGroup
attribute. Specify ServiceUserGroup=user_group, where
user_group is a valid user group defined on Linux, UNIX, and
Windows. To configure user authorization for multiple user
groups, you must set this attribute multiple times, one instance
for each user. For example:

ServiceUserGroup=SLUSERG1
ServiceUserGroup=SLUSERG2
ServiceUserGroup=SLUSERG3

E NOTE: On Windows servers, you must prefix the user group ID

= with the Windows server name or the Windows domain name
where the user group is defined, for example, SALES\SLUSERG!1.
When connecting, the user must also prefix the administrator ID
with the Windows server name, if connecting to a local server, or
the Windows domain name.

Configuring Authorization for a
SequelLink® Agent Service

To configure administration authorization, set the
ServiceAdministrator service attribute, or, if you want to
configure authorization for user groups defined on Linux, UNIX,
and Windows, set the ServiceAdministratorGroup service
attribute.

1#T) NOTE: On Windows, each user who is allowed to make

..... SequelLink Manager requests must have administrator rights.
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Configuring ServiceAdministrator

To configure administration authorization, set the
ServiceAdministrator attribute:

m ServiceAdministrator=user_ID, where user_ID is the user ID of

each user who is allowed to make SequeLink Manager
requests. To configure administration authorization for
multiple users, you must set this attribute multiple times, one
instance for each user. For example:

ServiceAdministrator=RSMITH
ServiceAdministrator=DJONES
ServiceAdministrator=TCONRAD

NOTE: On Windows servers, you must prefix the user ID with
the Windows server name or the Windows domain name, for
example, SALES\DJONES. When connecting, the user must also
prefix the user ID with the Windows server name, if
connecting to a local server, or the Windows domain name.

ServiceAdministrator=authenticated. Any user who can
provide a valid host user ID and password or who uses the
Integrated NT authentication process will receive the same
administration authorization.

ServiceAdministrator=everyone. All connections will receive
the same administration authorization, regardless of how
they are authenticated. If
ServiceAdminAuthMethods=anonymous, you must specify
ServiceAdministrator=everyone.

Configuring ServiceAdministratorGroup

To configure authorization for user groups defined on Windows
and UNIX, set the ServiceAdministratorGroup attribute. Specify
ServiceAdministratorGroup=user_group, where user_group is a
valid user group defined on Windows or UNIX. To configure
administration authorization for multiple user groups, you must
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set this attribute multiple times, one instance for each user. For
example:

ServiceAdministratorGroup=SLUSERG1
ServiceAdministratorGroup=SLUSERG2
ServiceAdministratorGroup=SLUSERG3

NOTE: On Windows servers, you must prefix the user group ID
with the Windows server name or the Windows domain name
where the group is defined, for example, SALES\SLUSERG1.
When connecting, the user must also prefix the user group with
the Windows server name, if connecting to a local server, or the
Windows domain name.

Configuring Data Privacy

To ensure privacy of data, SequelLink provides data scrambling
(all SequeLink environments) and "real" encryption through the
use of SSL.

Configuring Data Scrambling

To configure Sequelink to use DES, 3DES, or byteswap, you must
set the ServiceEncryptionAlgorithm service attribute, for
example, ServiceEncryptionAlgorithm=DES. Data scrambling is
not enabled by default, which means that if you do not
configure data scrambling, cleartext messages are transmitted
between the client and server over the network.
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Configuring SSL Encryption

Sequelink supports SSL for the following types of data transfers:

B Between a SequelLink Client and a SequelLink Server.
Sequelink uses SSL for data encryption.

B Between a JDBC Client and the SequelLink Proxy Server.
Sequelink uses SSL for data encryption and authentication.

The configuration process is different for each data transfer type.

Data Transfers Between Sequelink Client and
Sequelink Server

By default, when SSL encryption is enabled, SSL uses the
TLS_DH_anon_WITH_AES_128_CBC_SHA cipher suite for data
encryption. If you want to change the cipher suite used for SSL,
set a value for the ServiceSSLCipherSuites service attribute. See
“ServiceSSLCipherSuites” on page 584 for a description of valid
values.

Because creating an SSL session requires CPU-intensive
computations, SSL session reuse results in a relatively large
performance gain over setting up completely new security
sessions for each connection. Cached sessions allow the client to
reuse a session in a subsequent connection. The
ServiceSSLSessionCacheSize service attribute controls how many
entries can be cached. Set this attribute to a number less than or
equal to the maximum connections setting for the server. The
ServiceSSLSessionCacheTimeout value specifies how long cached
session IDs remain valid.
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To configure SSL data encryption:

1 Enable SSL encryption on the Sequelink Server. Set the
ServiceSSLEnabled service attribute to true.

2 Enable SSL encryption on the SequelLink Client:

m JDBC Client: Using a connection URL, specify a value of 1
for the Encrypted connection property. For example:

jdbc:sequelink://localhost:16007; DatabaseName=odbc;
Encrypted=1

m ODBC Client: Using the ODBC Administrator, on the
General tab, select the Encrypted (SSL) check box.
Alternatively, you can use the Encrypted connection
attribute in the connection string. For example:

DSN=sqlnk600 sglsrv;SDSN=Default;HST=1localhost;PRT=1
6007;DB=odbc; UID=0odbc; PWD=sqlnk001; Encrypted=1

m ADO Client: On the DataDirect SequeLink for ADO 6.0
Provider dialog box, on the General tab, select the
Encrypted (SSL) check box. Alternatively, you can use the
Encrypted connection attribute in the provider string. For
example:

DSN=sqlnk600 sglsrv;SDSN=Default;HST=1localhost;PRT=1
6007;DB=odbc; UID=odbc; PWD=sqlnk001;Encrypted=1

Alternatively, if you are using LDAP in your SequelLink
environment, you can configure SSL encryption as shown in the
following examples. The LDAP attribute used to configure
encryption depends on whether you are configuring an LDAP
entry for the JDBC, ODBC, or ADO client.
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Example 1: LDAP Entry for the JDBC Client

Configure SSL encryption using the JavaReferenceAddress
attribute (javaReferenceAddress: #5#encrypted#l).

dn: cn=DB2V8 on serverl,ou=JVS,ou=Arne, ou=USERS, o=Development
cn: DB2V8 on serverl

objectClass: top

objectClass: javaContainer

objectClass: javaObject

objectClass: javaNamingReference

javaReferenceAddress: #0#description#

javaReferenceAddress: #l#portNumber#6007
javaReferenceAddress: #2#serverName#serverl
javaReferenceAddress: #3#databaseName#jvs
javaReferenceAddress: #4#serverDataSource#Default
javaReferenceAddress: #5#encrypted#l

javaFactory: com.ddtek.jdbcx.sequelLink.SequelLinkDataSourceFactory
javaClassName: com.ddtek.jdbcx.sequelink.SequeLinkDataSource

Example 2: LDAP Entry for the ODBC Client or the ADO Client

Configure SSL encryption using the SequelinkEncrypted attribute
(sequeLinkEncrypted: 1).

usercn.ldiff template
USER Arne
DATABASE SequelLink
HOST belg-keidis
PORT 6007

H= H= = H= =

dn: cn=DB2V8 on belg-keidis, ou=0VS, ou=Arne, ou=USERS, o=Development
cn: DB2V8 on belg-keidis

objectClass: top

objectClass: SequeLinkODBCDSN

SequeLinkPort: 6007

SequelLinkHost: belg-keidis

SequeLinkServerDatasource: Default

SequelLinkEncrypted: 1
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Data Transfers Between the JDBC Client and the
Sequelink Proxy Server

For details on configuring SSL encryption for data transfers
between the JDBC Client and the SequeLink Proxy Server, see
Chapter 14 “Configuring the Sequelink® Proxy Server” on
page 351.

Configuring Data Store Logon

A client application establishing a connection to the database
must provide a valid DBMS user ID and password when
DataSourceLogonMethod=DBMSLogon(UID,PWD) or
DataSourceLogonMethod=DBMSLogon(DBUID,DBPWD).

Depending on how the SequelLink service is configured, the
Sequelink Server may require the SequelLink Client to provide
two user IDs and passwords. SequeLink Clients typically provide
user ID and password information using the UID and PWD
attributes in a connection string (ODBC and ADO) or a
connection URL (JDBQ).

To avoid possible conflict with a standard keyword pair
(UID,PWD) with two sets of values, make sure that you set
non-conflicting values for the ServiceAuthMethods and
DataSourceLogonMethod attributes. For example, when
ServiceAuthMethods=0SLogon(UID,PWD) and
DataSourceLogonMethod=DBMSLogon(DBUID,DBPWD), the
SequelLink Client must provide the operating system user and
password using the keywords UID and PWD and the database
user and password must be specified using the DBUID and
DBPWD keywords.

To allow the DBMS to inherit the operating system (or network)
user ID and password for data store authorization, specify
DataSourceLogonMethod=0SIntegrated. For example, you may
want to specify DataSourceLogonMethod=0SIntegrated to
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allow Kerberos to use the operating system user Id and password
for authentication.

NOTE: Do not use this method when
ServiceAuthMethods=anonymous.

Some databases allow anonymous access, that is, access without
any user credentials. To allow anonymous access to the database,
specify DataSourceLogonMethod=anonymous.

Storing Client Credentials

The credentials for the ODBC Client can be stored in the registry
on Windows or in the odbc.ini on Linux/UNIX. This allows the user
to logon without specifying credentials.

Storing Credentials in the Windows Registry

The following keys are added:
m For a user data source:

HKEY CURRENT USER\Software\ODBC\ODBC.INI\<dsname>\LogonId
HKEY CURRENT USER\Software\ODBC\ODBC.INI\<dsname>\Password

m For a system data source:

HKEY LOCAL MACHINE\SOFTWARE\ODBC\ODBC.INI\<dsname>\LogonId
HKEY LOCAL MACHINE\SOFTWARE\ODBC\ODBC.INI\<dsname>\Password

The slencpwd.exe utility is installed in the Client's installation
directory. This utility allows the customer to enter an encrypted
password in the registry and optionally add a Logonld. The
Logonld is stored a plain text, the Password is encrypted. Note
that the credentials are always sent over the wire in encrypted
form.
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C:\>slencpwd

Sequelink Client for ODBC (tm) Utility to store an encrypted password in a
Data Source

Choose System DSN [S] or User DSN [U].

Choice: [U] ==> U

Enter Data Source Name: sqlnk600 mydsn

Choose which password to encrypt and store.
[1]=Password (PWD)

[2]=DBPassword (DBPWD)

[3]=HPassword (HPWD)

[4]=NewPassword (NPWD)

Choice: [1] ==>1

Enter Password (PWD) (keystrokes are not shown):
DSN=sqlnk600 mydsn : Password (PWD) stored encrypted.

Would you like to store a LogonID (UID) as well? [Y] [N]
Choice: ==> Y
Enter LogonID (UID) :odbc

DSN=sqlnk600 mydsn : LogonID (UID) stored.

Y Storing Client Credentials in the odbc.ini file

UNIX

The slencpwd utility is installed in the tools directory of the
driver's installation directory. This utility allows you to enter an
encrypted password in the odbc.ini and, optionally, to add a
Logonld.

The following keys are added to the odbc.ini:

LogonId=my logonid
Password=my password in encrypted format

The Logonld is stored plain text while the Password is encrypted.
Note that the credentials are always sent over the wire in
encrypted form.
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$ ./slencpwd

Sequelink Client for ODBC (tm) Utility to store an encrypted password in a
Data Source

Enter Data Source Name: sqlnk600 mydsn

Choose which password to encrypt and store.

[1]=Password (PWD)

[2]1=DBPassword (DBPWD)

[3]=HPassword (HPWD)

[4]=NewPassword (NPWD)

Choice: [1] ==> 1

Enter Password (PWD) (keystrokes are not shown):
DSN=sqlnk600 mydsn : Password (PWD) stored encrypted.
Would you like to store a LogonID (UID) as well? [Y] [N]
Choice: ==> Y

Enter LogonID (UID):my logonid

DSN=sqlnk600 mydsn : LogonID (UID) stored.

SequelLink® Security Attribute Defaults
for Linux, UNIX, and Windows

This section lists the installation defaults for SequeLink’s security
attributes for Linux, UNIX, and Windows and describes the effect
each combination of settings has on security.

Defaults for a SequelLink® Agent Service

ServiceAdminAuthMethods=0Slogon (UID, PWD)
ServiceAdministrator=SequelLink administrator

The combination of defaults for these attributes means that only
the person who logs on using the user ID that was entered when
the SequelLink Server software was installed is allowed to
manage the Sequelink environment. The SequeLink Server
installer prompts for a user ID for the SequeLink administrator
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when you install the SequeLink Server. On Windows, the
Sequelink administrator must have administrator rights.

ServiceEncryptionAlgorithm=none

The default for this attribute means that cleartext messages are
transmitted between the client and server. Note that user IDs
and passwords are never sent as cleartext.

Defaults for a Data Access Service

ServiceAuthMethods=anonymous
ServiceUser=everyone
DataSourceLogonMethod=DBMSLogon (UID, PWD)
DataSourceReadOnly=No

The combination of defaults for these attributes means that
anyone who can provide a valid DBMS user name and password
will be allowed to access the database using this service. The
database connection accepts all types of SQL statements. Once
connected to the DBMS, the database security system will
guarantee that the user can only perform actions that are
allowed by the database administrator.

ServiceEncryptionAlgorithm=none

The default for this attribute means that cleartext messages are
transmitted between the client and server. Note that user IDs
and passwords are never sent as cleartext.
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Configuring Sequelink® Security for z/OS

z/0S This section describes how to configure Sequelink
authentication, authorization, and data store logon, and how to
activate terminal security for z/OS. The security of the SequeLink
Server for z/OS is integrated with the z/OS security system using
the SAF interface.

Configuring Authentication

On z/0S, Sequelink supports Kerberos, in addition to the
anonymous and user ID and password authentication
mechanisms:

m For the user ID and password authentication mechanism, the
client application must provide a valid user ID and password
for the platform on which the SequelLink Server is running.
The server verifies the user ID and password with the security
package installed on z/OS. If verified, the server accepts the
user ID as the identity of the client. When a password change
is required (for example, when a password expires), the client
application must also provide a new password.

m For anonymous authentication, a UID map with a generic
entry is needed. See “Using UID Mapping” on page 329 for
more information.

m For Kerberos authentication, the Sequelink service principal
name is retrieved from the Kerberos segment of the
Sequelink Server user ID defined in your security manager, for
example, RACF.
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Configuring Authentication for Data Access
Activities on z/0S

To configure authentication for data access activities, set the
ServiceAuthMethods attribute to anonymous or OSLogon:

ServiceAuthMethods=anonymous
or

ServiceAuthMethods=0SLogon (UID, PWD, NPWD)

Configuring Authentication for Administrative
Activities on z/0S

To configure authentication of administrative activities, set the
ServiceAdminAuthMethods attribute to the following values:

ServiceAdminAuthMethods=0SLogon (UID, PWD)

Configuring Authorization

To configure resource-based authorization for z/OS, enable the
authorization setting for your service. You can also specify a
security class and a security resource within this security class.

How you configure authorization depends on whether you are
configuring it for data access activities, administrative activities,
or enabling RACF resource security for a server data source.

Configuring Authorization for Data Access
Activities at the Service or Data Source Level

To configure resource-based authorization for z/OS, set either

MVSServiceAuthorizationEnable or
MVSDataSourceAuthorizationEnable to True. The SequeLink
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Server validates the Sequelink Client’s identity using the client’s
user ID and password and the client’s authority to access the
service or data source. If one of these options is used, you may
specify a security resource and a security class. Also, any user that
requires access to this SequeLink service or data source must be
granted READ access to the specified resource defined in this
class.

To configure resource-based authorization for data access
activities, set the following attributes to the following values:

B MVSServiceAuthorizationEnable=True for authorization on
the service level or MVSDataSourceAuthorizationEnable=True
for authorization on the data source level

m MVSServiceAuthorizationClass=sec_class_name, where
sec_class_name is the name of the security class where the
MVSServiceAuthorizationResource is defined. The default
value is FACILITY.

B MVSServiceAuthorizationResource=sec_resource_name,
where sec_resource_name is the name of the security resource
where access is defined for your users. The default value is the
name of the Sequelink data access service.

For data source authorization, the data source name is
appended to the name of the security resource, for example,
sec_resource_name.data_source_name.

Configuring Authorization for Administrative
Activities

To configure resource-based authorization for administrative
activities on z/0S, set MVSServiceAdminAuthorizationEnable to
True. The SequelLink Server validates the SequeLink Client’s
identity using the client’s user ID and password, and the client’s
authority to access the service. If this option is used, you also may
specify a security resource and security class. Also, any user that
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requires access to this Sequelink service must be granted READ
access to the specified resource defined in this class.

To configure resource-based authorization for administrative
activities, set the following attributes to the following values:

B Set MVSServiccAdminAuthorizationEnable to TRUE.

m MVSServiccAdminAuthorizationResource=server_name,
where server_name is the name of the Sequelink Server, or,
on z/0S, the service name of the Sequelink agent.

m MVSServiceAdminAuthorizationClass=sec_class_name, where
sec_class_name is the name of the security class where the
MVSServiceAdminAuthorizationResource is defined. The
default value is FACILITY.

Configuring Data Store Logon

To allow the DBMS to inherit the operating system (or network)
user identification to use for database authorization, set the
DataSourceLogonMethod attribute to the following value:

DataSourceLogonMethod=0SIntegrated

Activating Terminal Security

When terminal security is enabled and the RACF TERMINAL
security class is activated, SequeLink Server verifies that the
TCP/IP address (terminal ID) requesting the connection has
permission to connect to the SequelLink Server. Even when the
TERMINAL security class is not activated, a RACF (or equivalent)
message informs you of the TCP/IP address of each user or
application requesting a connection to the SequelLink Server.

Each TCP/IP address originating the client connection to
Sequelink Server has an equivalent terminal ID used by the SAF
security interface. SequelLink encodes each part of a TCP/IP
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address into its hexadecimal equivalent, and then, concatenates
the four groups of two hexadecimal digits. For example, the
TCP/IP address 10.131.40.59 would use the terminal ID 0A83283B
as shown in the following example:

RDEFINE TERMINAL (0A83283B) UACC (NONE)
PERMIT ZORGR CLASS TERMINAL ID(0A83283B) ACCESS (READ)

An asterisk (*) can be used as a wildcard in a terminal ID to
specify a range of TCP/IP addresses associated with a specific
network. For example:

RDEFINE TERMINAL (0A8328*) UACC (NONE)
PERMIT GROP1 CLASS TERMINAL ID( OA8328*) ACCESS (READ)

allows all users from group GROP1 to use the 10.131.40.xx
network when connecting to the Sequelink Server. Any other
users connecting from this network are denied access.

Before activating the RACF TERMINAL class:

m Review the information on terminal security in your Security
Manager documentation.

m Remember that other applications, such as TSO, use the RACF
TERMINAL class.

m Define several terminals that have access to TSO to avoid
creating a situation in which no one can log on.

The following examples show how to configure terminal security
for SequelLink. Example A shows how to restrict specific TCP/IP
addresses to specific users; example B shows how to restrict
groups of users to specific TCP/IP addresses.

Prerequisite tasks for the following examples include:

1 Create the RACF GROUP named ZORGR with option
NOTERMUACC.

2 Create the RACF userid ZORRO, making sure that the group
ZORGR is the default group.
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3 Connect user ZORRO to ZORGR.

Example A: Restricting TCP/IP Addresses to Specific Users

1

Grant read access to all terminals by setting UACC (READ) . This
ensures that no one can log on to TSO when you activate the
TERMINAL class. For example:

SETROPTS TERMINAL (READ)

Set the terminal address so that it is not generally accessible.
For example, to limit access to Terminal 0A83283B = TCPIP
address 10.131.40.59:

RDEFINE TERMINAL (0A83283B) UACC (NONE)
PERMIT ZORGR CLASS TERMINAL ID(0A83283B) ACCESS (READ)

Group ZORGR users are allowed to access System from
Terminal 0A83283B = TCPIP address 10.131.40.59.

Activate the TERMINAL class and load it in storage.

SETROPTS CLASSACT (TERMINAL) RACLIST (TERMINAL)

Example B: Restricting Groups of Users to Specific TCP/IP
Addresses

This example shows how to restrict groups of users to specific
TCP/IP addresses. For example, you may want to make sure that a
user ID associated with an application running on an application
server, such as IBM WebSphere, can only log on the SequeLink
Server from a specific TCP/IP address.

1

Ensure that the NOTERMUACC option, which enforces

UACC (NONE) on the TERMINAL class, is in effect for the Group
WEBSPHR, even if you specified SETROPS TERMINAL(READ).
Ensure that this is the default and only group.

ALTGROUP WEBSPHR NOTERMUACC
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2 Grant UACC(READ) for all terminals to avoid a situation in
which no one can log on to TSO once you activate the
TERMINAL class. This will not apply to group WEBSPHR
because of the NOTERMUACC option.

SETROPTS TERMINAL (READ)
RDEFINE TERMINAL (0A83283B) UACC (NONE)

3 Define Terminal 0A83283B = TCPIP address 10.131.40.59 as
not accessible.

PERMIT WEBSHPR CLASS TERMINAL ID(0A83283B) ACCESS (READ)

Group WEBSHPR users are allowed to access the system from
Terminal 0A83283B = TCPIP address 10.131.40.59, in
combination with the NOTERMUACC option on GROUP
WEBSPHR. This effectively restricts users of this Group to
Terminal 10.131.40.59.

4 Activate class TERMINAL and load it in storage.

SETROPTS CLASSACT (TERMINAL) RACLIST (TERMINAL)

SequeLink® Manager Security Attribute
Defaults for z/OS

This section lists the installation defaults for SequeLink’s security
attributes for z/OS and describes the effect each combination of
settings has on security.

Authentication Defaults for Administrative
Activities
ServiceAdminAuthMethods=0SLogon (UID, PWD)

The default for this attribute means that everyone who can
provide a valid host user name and password will be allowed to
administer and monitor the SequelLink Server.
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Authentication Defaults for Data Access
Activities

ServiceAuthMethods=0SLogon (UID, PWD)
DataSourceLogonMethod=0SIntegrated
DataSourceReadOnly=No

The combination of defaults for these attributes means that
everyone who can provide a valid host user name and password
will be allowed to access the database using this service. The
database connection accepts all types of SQL statements. Once
connected to the database, the database security system will
guarantee that the user can only perform actions that are
allowed by the database administrator.

ServiceEncryptionAlgorithm=none

The default for this attribute means that cleartext messages are
transmitted between the client and server. Note that user IDs
and passwords are never sent as cleartext.

Authorization Defaults

By default, authorization is disabled for administrative activities
and data access.

Using UID Mapping

UID mapping is the mapping of user IDs to alternate user IDs
using a UID map. You can use UID mapping to prevent users
from updating DB2 tables using commonly available tools, such
as QMF or SPUFI, while preserving their ability to update DB2
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tables using Sequelink. For example, suppose a user, SMITH, has
privileges defined in a UID map as shown:

DB2 Table SequelLink

User ID Privilege Plan Privilege = Application
SMITH UPDATE EXECUTE Sequelink service
SMITH UPDATE EXECUTE SPUFI

In this example, SMITH can update DB2 tables using SPUFI and
the SequelLink service.

To prevent SMITH from updating DB2 tables using SPUFI, you can
map the logon ID to an alternate user ID (for example,
SMITH=SMITHB). Once the logon ID SMITH has been mapped to
the alternate user ID SMITHB, you can specify DB2 table privileges
as shown:

DB2 Table SequelLink

User ID Privilege Plan Privilege Application
SMITHB UPDATE EXECUTE Sequelink service
SMITH SELECT EXECUTE SPUFI

The UPDATE privilege set for SMITHB allows SMITH to update
DB2 tables using a SequeLink service. The SELECT privilege set for
SMITH allows read-only access to the DB2 tables using SPUFI.

NOTE: Alternate UIDs are used internally for UID mapping only. If
a SequelLink Client attempts to log on with an alternate UID, the
logon will be rejected. You can also map an RACF group to a
single alternate user, simplifying the administrative task of
managing multiple users.

You can define multiple UID maps for the SequeLink Server. These
maps can be referenced by the SequelLink server data sources;
only one map can be referenced by the SequeLink service. The
UID map defined at the Sequelink server data source takes
precedence over the UID map defined at the Sequelink service
level.
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When a UID map is specified for a service or data source, the
Sequelink Client's user ID is mapped to an alternate UID as
specified in the UID map. If a UID map has been specified for the
Sequelink service or data source, the alternate UID in the UID
map will be used as the DB2 authorization ID when logging on
to DB2. If an alternate UID cannot be found in the UID map, the
Sequelink Client’s logon ID will be used as the DB2 authorization
ID when MVSUIDDefaultAccess=PERMIT. All status displays will
continue to show the SequelLink Client’s logon ID.

To configure UID mapping for a Sequelink service or data
source, set the following attributes:

MVSDataSourceUIDMap Specify the name of the UID map you
want the data source to use.

MVSServiceUIDMap Specify the name of the UID map you
want the service to use.

MVSUIDDefaultAccess Controls UID mapping behavior for a
service or data source. Valid values
include:

m PERMIT=If user ID mapping is set
for the service or data source and
the user ID cannot be found in the
UID map, the connection is
accepted.

m DENY=If user ID mapping is set for
the service or data source and the
user ID cannot be found in the UID
map, the connection is refused.
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To configure UID map entries, set the following attribute:

MVSUID Specify an entry in the UID map using
the format user=mapped_user or
*=mapped_user, where:

m user is a valid user or user group for
the z/OS security system.

m *is awildcard for any user.

B mapped_user is a valid DB2
authorization ID.

*=mapped_user is required when the
service attributes
ServiceAuthMethods=Anonymous and
MVSServiceSecurity=SAFNONE.

For example, suppose you wanted to configure UID maps for a
service and several data sources. First, you define the UID maps
that the SequelLink service and the server data sources will use, as

shown in Table 13-2:

Table 13-2. Defining UID Maps

UIDMap uiD UID Map Definitions

UIDMap1 MVSUID SMITH=SMITHA
MVSUID ERICK=ERICKA
MVSUIDDefaultAccess DENY

UIDMap2 MVSUID SMITH=APPDBA
MVSUID EDWARD=APPDBA
MVSUID *=APPDBU
MVSUIDDefaultAccess Permit
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Then, you configure service SLDB2 with one of the UID maps
defined in Table 13-2, specifying MVSServiceUIDMap=UIDMap1.

Finally, you configure data sources, both with and without UID
maps, as shown in Table 13-3:

Table 13-3. Sequelink Data Source Definitions

Data Source UID Service Settings
Accounting MVSDataSourceUIDMap=UIDMap?2
Shipping No UID map was specified for this SequeLink

server data source.

Using this example, the following scenarios could occur:

User ID Service MapID Action Explanation

ALBERT SLDB2A n/a Denied Connection denied because ALBERT was
not in UIDMAP1

ALBERT SLDB2C n/a Permit Connection permitted to SLDB2C as
ALBERT

SMITH SLDB2B APPDB2B Connect Connection to SLDB2B as APPDB2B

EDWARDS SLDB2B APPDB2B Connect Connection to SLDB2B as APPDB2B

ERICK SLDB2B n/a Denied Connection denied because ERICK was
not in UIDMAP2

ERICK SLDB2C ERICKC Connect Connection to SLDB2C as ERICKC

SMITH SLDB2D n/a Connect No UID mapping for SLDB2D
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User ID Service MapID Action Explanation

Anonymous SLDB2B n/a Denied Connection denied because no
*=mapped_user entry in UID map

Anonymous SLDB2E APPDDB2Z Connect Connection to SLDB2E as APPDB2Z

Table 13-4 show several sample scenarios that could occur using
the mappings in the preceding tables. In each case, the data
source UIDMap, when present, takes precedence over the
UIDMap of the service.

Table 13-4. Sample UID Mapping Scenarios

User ID
ALBERT

ALBERT

ERICK

ERICK

Data Source Map ID
Accounting UIDMap2

Shipping UIDMap1

Accounting UIDMap2

Shipping UIDMap1
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Action and Explanation

Connection is permitted because ALBERT falls
under the default access (PERMIT); the user ID is
mapped to APPDB2U.

Connection to Shipping is refused because
ALBERT is not named in UIDMap1, and the
default access is set to DENY.

Connection is permitted because ERICK falls
under the default access (PERMIT); the user ID is
mapped to APPDB2U.

Connection is permitted because ERICK is an
entry in UIDMap1; the user ID is mapped to
ERICKA.
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Table 13-4. Sample UID Mapping Scenarios (cont.)

User ID Data Source Map ID Action and Explanation
EDWARD Accounting UIDMap2  Connection is permitted because EDWARD is an

entry in UIDMap2; the user ID is mapped to
APPDBA.

EDWARD Shipping UIDMap1 Connection to Shipping is refused because

EDWARD is not named in UIDMap1, and the
default access is set to DENY.

Using Application IDs to Restrict User
Access

Application IDs are alphanumeric strings passed by a SequeLink
Client that identify the client application to a SequelLink service
that has been configured to accept connections only from
specific application IDs.

Application IDs add another layer of security for the connection
to the data store beyond that provided by the Data Store Logon
security mechanism. Data Store Logon allows all users of client
applications to access the data store if they meet the
qualifications set by Data Store Logon. Using application IDs, you
can restrict connections to the data store to only those client
applications that identify themselves to the SequelLink Server
through an application ID.

On Windows platforms, application IDs can be specified explicitly
by the client application or they can be automatically generated
by the ODBC Client or the ADO Client. The advantage of using
application IDs generated by the ODBC Client or ADO Client is
the application itself does not need to contain the application
ID; however, you must specify in the client application that you
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want to turn on the automatic generation of application IDs. The
application ID is generated using the sha-1 hashing algorithm,
resulting in a 160-bit hash value.

Specifying Application IDs Using ODBC Client
Applications
This section describes how to specify application IDs explicitly

using ODBC client applications and by turning on the automatic
generation of application IDs.

Specifying Application IDs Explicitly

ODBC client applications can identify themselves explicitly to the
Sequelink service in any of the following ways:

m Specifying the application ID in the ODBC connection string
that is passed to SQLDriverConnect. For example:

....;APPID=MyAppID;

or

....;ApplicationID=MyAppID;
where MyAppID is the application ID.

m Specifying the application ID using SQLSetConnectAttr.
Immediately after each call to SQLConnect or
SQLDriverConnect connecting to the ODBC Client, call
SQLSetConnectAttr as shown:

SQLSetConnectAttr (hdbc, 1053, "myAppId", SQL NTS)
where myAppId is the application ID.

The SQLSetConnectAttr is defined in sqgl.h. If an incorrect
application ID is specified, the SQLSetConnectAttr fails and all
subsequent SQL statements fail.
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Generating Application IDs Automatically

ODBC client applications can turn on automatic application ID
generation in any of the following ways:

m Specifying the automatic application ID method in the ODBC
connection string that is passed to SQLDriverConnect. For
example:

....;AutomaticApplicationID=x;
where x is set to one of the following values:

e When set to 1, the full path of the application executable
is used as input for the hash function.

* When set to 2, the executable binary file is used as input
for the hash function.

e \When set to 3, both the full path of the application
executable and the executable binary file are used as
input for the hash function.

* \When set to 4, the full directory name of the application
executable is used as input for the hash function.

m Specifying SQLSetConnectAttr. Immediately after each call to
SQLConnect or SQLDriverConnect connecting to the ODBC
Client, call SQLSetConnectAttr as shown:

SQLSetConnectAttr (hdbc, 1054, x, SQL IS INTEGER)
where x is one of the following values:

e When set to 1, the full path of the application executable
is used as input for the hash function.

e When set to 2, the executable binary file is used as input
for the hash function.

SequelLink Administrator’s Guide



338 Chapter 13 Configuring SequeLink® Security

e When set to 3, both the full path of the application
executable and the executable binary file are used as
input for the hash function.

e \When set to 4, the full directory name of the application
executable is used as input for the hash function.

Specifying Application IDs Using ADO Client
Applications

This section describes how to specify application IDs explicitly
using ADO client applications and by turning on the automatic
generation of application IDs.

Specifying Application IDs Explicitly

Using the ADO Client, the client application specifies the
following key-value pair in the DBPROP_INIT_PROVIDERSTRING
property of the DBPROPSET_DBINITALL property set:

ApplicationID=MyAppID;

where myAppID is the application ID.
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Generating Application IDs Automatically

Using the ADO Client, the client application specifies the
following key-value pairs in the DBPROP_INIT_PROVIDERSTRING
property of the DBPROPSET_DBINITALL property set:

Automatic Application ID=x
where:

m When Automatic Application ID is set to 1, the full path of
the application executable is used as input for the hash
function.

®m When Automatic Application ID is set to 2, the executable
binary file is used as input for the hash function.

B When Automatic Application ID is set to 3, both the full path
of the application executable and the executable binary file
are used as input for the hash function.

m When Automatic Application ID is set to 4, the full directory
name of the application executable is used as input for the
hash function.

Specifying Application IDs Using JDBC Client
Applications

After establishing a connection with the JDBC driver,
immediately invoke setApplicationld. The setApplicationid
method is defined on the interface
com.ddtek.jdbc.extensions.SIExtensionInterface, and uses the
following method prototype:

public void setApplicationId(String s) throws SQLException

You can set the application ID as shown in the following
example:

import java.sql.*;
import com.ddtek.jdbc.extensions.SlExtensionInterface;

SequelLink Administrator’s Guide

339



340 Chapter 13 Configuring SequeLink® Security

Connection con = DriverManager.getConnection(...);

String appld = "myAppID";
if (con instanceof SlExtensionInterface)

{

SlExtensionInterface slCon = (SlExtensionInterface)con;
slCon.setApplicationId (myAppID) ;

}

where myAppID is the application ID.

Configuring the List of Authorized
Application IDs

How you configure the list of authorized application IDs depends
on whether the SequelLink Client specifies the application ID
explicitly or allows the ODBC Client or ADO Client to
automatically generate an application ID:

m  When the application explicitly specifies an application ID, set
the DataSourceApplID service attribute to the application ID
string.

B When the application generates an automatic application ID
(ODBC Clients and ADO Clients only), set the
DataSourceAutoApplID service attribute to the value of the
automatically generated application ID. Optionally, you can
add a description of the attribute, for example:

DataSourceAutoAppId=InventoryControl=
aaf7798c8c66ebb3abbTbe6946

Continue to “Obtaining the Value of Automatically
Generated Application IDs” on page 341 for instructions on
obtaining the value of automatically generated application
IDs.
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NOTE: The DataSourceApplID and DataSourceAutoApplID
service attributes are not, by default, included in a data access
service template; therefore, you must explicitly add them. See
“Adding a Service Attribute” on page 73 for instructions on
adding service attributes.

Obtaining the Value of Automatically
Generated Application IDs

1

Turn on the debug log level for the SequelLink service the
client application will be using. For example, set
ServiceDebuglLogLevel=4 (Debug).

Connect to the Sequelink service with your ODBC or ADO
application using the values 1, 2, 3, or 4 to turn on automatic
application ID generation:

m [f 1is specified, the full path of the application
executable is used as input for the hash function.

m If 2 is specified, the executable binary file is used as input
for the hash function.

m [f 3 is specified, both the full path of the application
executable and the executable binary file are used as
input for the hash function.

m If 4 is specified, the full directory name of the application
executable is used as input for the hash function.

The connection request will fail and the following message
will be generated:

[DataDirect] [ODBC Sequelink driver] [SequelLink
Server]The application specified an invalid application
identifier
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3 Open the log file and look for the following entry:

CHAIN
PROVIDE
refNum :0
refNumType :connect

direction :set
000) Id :kSSP PID CLOSEDID
Type :binary
Info :0xGAppID

where the set of 40 characters following Info :0x is the
generated application ID.

4 Configure the Sequelink service to accept the generated
application ID by setting the DataSourceAutoApplID service
attribute to the list of IDs you generated in Step 3.

NOTE: Remember to turn off the debug log level for the
Sequelink service. (Set ServiceDebuglLoglLevel=3 (Error))

Configuring TCP/IP Location Filters

TCP/IP location filters allow you to control which clients have
access to a SequelLink service based on the network address of
the client originating the request. To configure TCP/IP location
filters for:

B A Sequelink data access service, set the
ServiceAuthorizedClient service attribute.

B A Sequelink agent service, set the
ServiceAuthorizedAdminClient service attribute.
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You can specify one or multiple location filters in either address
or name formats as shown in the following examples:

Client TCP/IP host name burner.ddtek.com

Client TCP/IP domain names 192.16.2.* or *.ddtek.com
(using a wildcard)

Client TCP/IP address 127.0.0.1

Client TCP/IP address range 192.16.%.*

(using a wildcard)

NOTE: When using host names, the ServiceResolveHostNames
service attribute must be set to TRUE, and only primary domain
names can be used.

To configure multiple TCP/IP location filters, you must set the
ServiceAuthorizedClient or ServiceAuthorizedAdminClient
attribute multiple times, one instance for each location filter. For
example:

ServiceAuthorizedClient=192.16.%.*
ServiceAuthorizedClient=192.17.%.%
ServiceAuthorizedClient=192.18.*.%
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Required Permissions for the Java 2 Platform

Using the Sequelink Client for JDBC on a Java 2 Platform with the
standard Security Manager enabled requires certain permissions
to be set in the security policy file of the Java 2 Platform. This
security policy file can be found in the jre/lib/security subdirectory
of the Java 2 Platform installation directory. The required
permissions can be found in the JDBCDriver.policy file in the
install_dir/driver/lib directory.

NOTE: Web browser applets running in the Java 2 plug-in are
always running in a Java Virtual Machine with the standard
Security Manager enabled.

To run an application on a Java 2 Platform with the standard
Security Manager, use the following command:

"java -Djava.security.manager application class name"

where application class name is the class name of the
application.

Refer to your Java 2 Platform documentation for more
information about setting permissions in the security policy file.
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Permissions for Establishing
Connections

To establish a connection to the database server, the JDBC Client
must be granted the permissions as shown in the following
example:

grant codeBase "file:/install dir/lib/-" {
permission java.net.SocketPermission "*", "connect";

}i

where install diristhe JDBC Client installation directory.

Granting Access to Temporary Files

Access to the temporary directory specified by the Java Virtual
Machine configuration must be granted in the security policy file
of the Java 2 Platform to use insensitive scrollable cursors or to
perform client-side sorting of DatabaseMetaData result sets. The
following example shows permissions that have been granted
for the C:\TEMP directory:

grant codeBase "file:/install dir/lib/-" {
// Permission to create and delete temporary files.
// Adjust the temporary directory for your environment.
permission java.io.FilePermission "C:\\TEMP\\-", "read,write,delete";

)i

where install diristhe JDBC Client installation directory.
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Permissions for Kerberos
Authentication

To use Kerberos authentication with the JDBC Client running
under a security manager, the application and driver code bases
must be granted security permissions in the security policy file of
the Java 2 Platform as shown in the following example.

grant codeBase "file:/install dir/lib/-" {

permission javax.security.auth.AuthPermission
"createLoginContext.JDBC DRIVER 01";

permission javax.security.auth.AuthPermission "doAs";
permission javax.security.auth.kerberos.ServicePermission
"krbtgt/your realm@your realm", "initiate";

permission javax.security.auth.kerberos.ServicePermission
"principal name/hostname@your realm", "initiate";

}i
where:

install diris the JDBC Client installation directory.

principal name is the service principal name registered with the
Kerberos Key Distribution Center (KDC) that identifies the
Sequelink service.

your realmis the Kerberos realm (or Windows Domain) to which
the SequelLink Server host machine belongs.

hostname is the host name of the machine running the SequeLink
service.

Sequelink Administrator’s Guide



Service Attributes that Affect Security

Service Attributes that Affect Security

Table 13-5 briefly describes the service attribute that SequeLink
Server uses to set security features. For more detailed
information, see Appendix D “SequeLink® Service Attributes” on

page 491.

Table 13-5. Attributes Used to Set Security

Service Attribute
“DataSourceApplID” on page 503

“DataSourceAutoApplld” on page 504

“DataSourceLogonMethod” on page 521

“MVSDataSourceUIDMap” on page 548

"MVSServiceAdminAuthorizationClass” on
page 553

"MVSServicceAdminAuthorizationEnable”
on page 554

"MVSServiceAuthorizationClass” on
page 555

"MVSServiceAuthorizationEnable” on
page 555

"MVSServiceAuthorizationResource” on
page 555

Description

Specifies a list of application IDs for the
service attribute.

Specifies an application ID that is
automatically generated by the ODBC Client
to identify the client application to the
Sequelink service.

Specifies the method to be used to log on to
the data store.

Specifies the name of a user ID (UID) map.
UID maps can be referenced at both the
service and data source level. The valid value
is a defined UIDMap name.

Specifies a general resource class name to be
used by the server.

Enables authorization for the SequeLink
agent.

Specifies a general resource class name used
by the SequeLink Server when authorization
is enabled.

Enables authorization for data access to the
service.

If MVSServiceAuthorization is enabled, the
resource name is used to validate a
connection request against the z/OS security
system. If the attribute’s value is blank or an
empty string, the server uses the service
name as the resource name to be checked.
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Table 13-5. Attributes Used to Set Security (cont.)

Service Attribute

"MVSServiceDataSourceAuthorization” on
page 556

“ServiceAdminAuthMethods” on page 559

“ServiceAdministrator” on page 559

“ServiceAdministratorGroup” on page 561

“ServiceAdminKerberosPrincipalName” on
page 561

“ServiceAuthMethods” on page 562
“ServiceAuthorizedAdminClient” on

page 563

“ServiceAuthorizedClient” on page 564

“ServiceEncryptionAlgorithm” on page 572

"ServiceKerberosPrincipalName"” on
page 579

“ServiceSSLCipherSuites” on page 584
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Description

Enables authorization for data access to the
server data source.

Specifies authentication mechanisms that the
SequeLink Manager can use to authenticate
itself to the server.

Sets authorization for users who are allowed
to manage SequelLink services using the
Sequelink Manager.

Sets authorization for defined Linux, UNIX,
and Windows user groups who are allowed
to manage Sequelink services using the
SequeLink Manager.

Specifies a service principal name other than
the default service principal name to be used
for Kerberos authentication for the
Sequelink Agent service.

Specifies one or multiple authentication
mechanisms the service accepts.

Specifies one or multiple client TCP/IP
network identifiers that are allowed to
access the service using an administrator
client.

Specifies client TCP/IP network identifiers to
limit the number of clients that are allowed
data access connections to data access
services.

Specifies the data scrambling algorithm used
when sending requests or replies across the
network between client and server.

Specifies the case-sensitive service principal
name to be used for Kerberos authentication
to the SequelLink data access service on
Linux/UNIX/Windows.

Specifies the supported cipher suites. The
default is
TLS_DH_anon_WITH_AES_128_CBC_SHA.
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Table 13-5. Attributes Used to Set Security (cont.)

Service Attribute
“ServiceSSLEnabled” on page 584

“ServiceSSLSessionCacheSize"” on page 584

"ServiceSSLSessionCacheTimeout” on
page 585

“ServiceSSLVersions” on page 585

“ServiceUser” on page 587

Description

Specifies whether SSL or TLS is enabled for
the Sequelink service. The default is false.

Specifies the maximum number of SSL or TLS
session identifiers that are cached on the
SequelLink Server before the sessions are
flushed from the cache.

Specifies the maximum time in seconds to
keep a SSL or TLS session in the SequeLink
Server session cache. The default is 300
seconds.

Specifies the version of the SSL standard that
is used for encryption. The default is TLS 1.0.

Sets authorization for users who are allowed
to access the service for data access. The
setting can be affected by the value of
ServiceAuthMethods.
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14 Configuring the SequeLink®
Proxy Server

This chapter describes how to configure the Sequelink Proxy
Server.

Using the SequeLink® Proxy Server

Untrusted applets cannot open a connection to a machine other
than the originating host. Therefore, if any JDBC Client will be
used by an untrusted applet, your SequelLink Server software
must be installed on the same machine as your Web server
software. This is a Java restriction. To circumvent this restriction,
Sequelink provides a component written in Java that you can
install on your Web server host called the SequeLink Proxy
Server.

Installing the Sequelink Proxy Server on the Web server from
which your JDBC applets are downloaded allows untrusted
applets to connect to Sequelink Servers on hosts other than the
Web server, as shown in Figure 14-1.
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Figure 14-1. Sequelink Proxy Server Installed on a Web Server
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The SequelLink Proxy Server maps incoming TCP/IP connection
requests from the JDBC Client to outgoing TCP connections to
other hosts. When the SequeLink Proxy Server receives a
connection request on a particular TCP/IP port, the SequelLink
Proxy Server establishes a TCP/IP connection to a remote host and
transfers data packets between the JDBC Client and the remote
host.

In addition, you can use SSL encryption with the proxy server to
encrypt data between the SequeLink Proxy Server and the JDBC
Client. You can also use SSL with a Java application running on
your Intranet to secure data over your entire network by
installing the SequeLink Proxy Server on the same machine as the
Sequelink Server. For example, you may want to use SSL to
encrypt the data sent between an application server and the data
store serviced by a Sequelink Server on another machine. See
“Using SSL Encryption” on page 360 for more information about
SSL.
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Configuring the SequelLink® Proxy
Server

Each Sequelink service serviced by the SequeLink Proxy Server
must be described in a configuration file, service_name.cfg,
where service_name is the name of the service. We recommend
that the service name be the same as the SequelLink service it is
servicing. Configuration files are stored in the proxy server
directory and use the following keyword=value pairs:

Port The incoming TCP/IP port. The JDBC applet or
application must specify this TCP/IP port (and the
IP address of the Proxy Server host) in the JDBC
connection string.

ServerPort The TCP/IP port of the service to which the final
connection is made. This port must be the same
port defined in the service configuration on the
remote host. A default SequeLink service
installation uses the port 19996.

Host The IP address of the remote host or a symbolic
host name.

AdminPort The TCP/IP port on which the SequeLink Proxy
Server listens for administration requests (for
example, requests to stop the Sequelink Proxy
Server).

NOTE: If you do not want the Sequelink Proxy
Server to listen for administration requests, omit
this keyword from the configuration file. For
example, if the SequeLink Proxy Server is installed
on a Web server that is accessible by the Internet,
your firewall may be configured to block requests
from the Internet to the proxy server
administration port.

You can find a configuration file template (proxyserver.cfg) in
the proxy server directory. The configuration file must be located
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in the directory from which you start or stop the SequeLink Proxy
Server.

Configuration File Example:

Port=4000
ServerPort=4003
Host=189.23.5.132
AdminPort=5000

NOTES:
m Keywords in the configuration file are case-sensitive.

m Make sure that you use different port numbers for the Port
and AdminPort keywords. Also, the port numbers for the Port
and AdminPort keywords must be unique (cannot be used by
another TCP/IP service).

a ®* On Windows, you can use the SequelLink Manager to
obtain the TCP/IP ports used by SequeLink services. In
addition, you can verify the TCP/IP ports in the
system32\etc\drivers\services file.

b4 ¢ On Linux and UNIX, you can verify the TCP/IP ports in
UNix /etc/services.
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Starting and Stopping the SequeLink®
Proxy Server

This section provides instructions for starting and stopping the
Sequelink Proxy Server.

Starting the SequelLink® Proxy Server

On Windows:

Open a command-line window and change the working
directory to the proxy server directory. Start the SequeLink Proxy
Server by running the command appropriate for the Java Virtual
Machine (JVM) you are using:

proxyserverld -s [-v jview] configfile

where configfile is the name of the proxy server configuration
file without the .CFG extension. By default, this batch file uses
the J2SE JVM. If you want to use the Microsoft JVM, specify the
optional parameter -v jview as shown in the preceding
example.

On Linux/UNIX:

Start the SequelLink Proxy Server by running the shell script:
appropriate for the JVM you are using:

proxyserverld.sh -s [-v jview] configfile
where configfile is the name of the proxy server configuration
file without the .CFG extension. The configuration file must be

located in the directory from which you start or stop the
SequelLink Proxy Server.
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Stopping the SequelLink® Proxy Server

E On Windows servers:

Open a command-line window and change the working directory
to the proxy server directory. Stop the SequeLink Proxy Server by
running the command appropriate for the JVM you are using:

proxyserverld -q [-v jview] configfile

where configfile is the name of the proxy server configuration
file without the .CFG extension. By default, this BAT file uses the
J2SE JVM. If you want to use the Microsoft JVM, specify the
optional parameter -v jview as shown in the preceding example.

On Linux/UNIX:

Stop the Sequelink Proxy Server by running the shell script
appropriate for the JVM you are using:

proxyserverld.sh -q [-v jview] configfile

where configfile is the name of the proxy server configuration
file without the .CFG extension. The configuration file must be
located in the directory from which you start or stop the
SequelLink Proxy Server.

SequelLink® Proxy Server Logging

All messages generated by the SequeLink Proxy Server are
written to a log file in the installdir/proxy/log/ directory, where
installdir is your installation directory. The log file name has the
format:

proxy_server_name.log

where proxy_server_name is the name of the SequeLink Proxy
Server. Severe errors and information, such as server started or
server stopped messages display on the screen also.
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Using the SequelLink® Proxy Server as a
Windows Service

a Before you install the SequeLink Proxy Server as a Windows
" service, check the following requirements:

B Make sure that you have administrator rights. Installing and
un-installing the SequeLink Proxy Server as a Windows
service requires making changes to the
HKEY_LOCAL_MACHINE key in the Windows Registry.

m Make sure that the directory your JVM is installed and is
specified in the correct sequence in the system definition of
the PATH environment variable. Because the SequeLink Proxy
Server Windows service is configured to run under the local
system account, access to network resources is not available.
If the system definition of the PATH environment variable
contains a network directory before the directory in which
the JVM is installed, you will not be able to start the
Sequelink Proxy Server.

If you cannot start the SequeLink Proxy Server, either:

® Redefine the system definition of the PATH environment
variable so that the network directory appears in the
system definition after the directory in which the JVM is
installed. Then, reboot to make your changes effective
for the local system account.

® Change the definition of the SequeLink Proxy Server
Windows service to run under an account that has access
to the specific network drive.

m Make sure the CLASSPATH environment variable is defined
correctly for your JVM and that the Sequelink Proxy Server
.jar files are added to the CLASSPATH.
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Installing the Sequelink Proxy Server as a
Windows Service

1 Create a proxy server configuration file.

2 Open a Windows command window and change the working
directory to the proxy subdirectory of the SequeLink Client for
JDBC directory.

3 Issue the following command:
cmdsrvc -s service name -c -r [-v jview]

where service name is the name of the proxy server
configuration file. This command creates a Windows service
for the Sequelink Proxy Server. Use the Windows Event
Viewer to verify that the service was created successfully (in
the Application log for the source cmdsrvc). By default, the
JDK JVM is used. If you want to use the Microsoft JVM, specify
the optional parameter -v jview as shown in the preceding
example.

The Windows service you created should have the following
attributes:

B Automatic startup
B Log on as System Account
m Allow service to interact with the desktop

In addition, a Windows Event Viewer source is defined with
the name of the Sequelink Proxy Server. The SequeLink Proxy
Server logs start and stop messages to this source.

4 Start the Windows service using the Windows Services control
panel. Because the service is configured for automatic startup,
it will also start when the Windows machine is initialized.
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NOTE: Make sure that the following files located in the proxy/lib
directory are added to the CLASSPATH definition of your JVM:

For a SequeLink Proxy Server Add these files to the
running in... CLASSPATH of your JVM...

J2SE Platform JVM without SSL slproxy.jar

J2SE Platform JVM with SSL or slproxy.jar, slssl14.jar, and
data scrambling enabled iaik_jce_full.jar

Un-Installing the Sequelink® Proxy Server as a
Window Service

Before you un-install the SequeLink Proxy Server as a Windows
service, make sure that you have administrator rights.

To un-install the SequelLink Proxy Server:

1 Stop the Sequelink Proxy Server Windows service using the
Windows Services control panel.

2 Open a Windows command-line window.

3 Change the working directory to the proxy server
subdirectory in the SequeLink Client for JDBC directory.

4 Issue the following command:

cmdsrvc -s service name -d
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Using SSL Encryption

If your SequeLink environment requires greater data privacy than
that provided by fixed-key DES, fixed-key 3DES, or byteswap, you
can use SSL to encrypt data exchanged between the JDBC Client
and the SequelLink Server. This assumes that the communication
between the SequeLink Client machine (for applets, the Web
server from which the applets are downloaded) and the
Sequelink Server machine is secure, meaning that:

m Only authorized persons can obtain login access to the Web
server machine.

m Only authorized persons can eavesdrop on (or monitor) the
communication (physical communication lines and any
intermediate routers) between the Web server host and the
database server host. Because the data on your Intranet is not
encrypted, you also must ensure that only authorized access
to internal communication lines and internal routers is
permitted.

NOTE: SequelLink data scrambling (fixed-key DES, fixed-key 3DES,
and byteswap) can work with SSL, resulting in a completely
secure combination between the Sequelink Client for JDBC and
the Sequelink Server.
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Using SSL with a Java application running on your Intranet, you
can secure data over your entire network by installing the
Sequelink Proxy Server on the same machine as the SequeLink
Server (as shown in Figure 14-2) and specifying localhost as the
host name of the SequelLink Server in the proxy server
configuration file. The cleartext messages that are sent between
the SequeLink Proxy Server and the SequeLink Server do not
leave the machine.

Figure 14-2. Using SSL with the Sequelink Proxy Server
Installed on the SequelLink Server

Intranet

Client
[ — downloading
JDBC applet

Web/Application ; JDBC Client
Server | — installed on a
[ Web/Application
Server

SequelLink : Sequelink Proxy
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same machine as

|
1 . Sequelink Server

NOTE: SequeLink Proxy Server uses the IETF TLS (Transport Layer
Security) 1.0 standard, the successor to the SSL 3.0 protocol.
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SSL Cipher Suites

SSL cipher suite definitions have the format:

SSL_KeyExchangeMethod_WITH_DataTranserCipher_DigestFunction

The following cryptographic strong SSL cipher suites are
supported by SequelLink when using SSL with the SequeLink
Proxy Serve.

SSL_DH_anon_WITH_RC4_128_MD5
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
SSL_DH_anon_WITH_DES_CBC_SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
SSL_DHE_DSS_WITH_DES_CBC_SHA
SSL_DHE_DSS_WITH_RC4_128_SHA
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
SSL_DHE_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA
SSL_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_RC4_128_MD5
SSL_RSA_WITH_RC4_128_SHA
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Cryptographic Characteristics of Key
Exchange Algorithms

Table 14-1 lists the cryptographic characteristics of SSL key
exchange algorithms, including a description, the key-size limit,
and the type of situation for which specific algorithms are most
appropriate.

Table 14-1. Cryptographic Characteristics of Key Exchange Algorithms

Key Exchange

Algorithm Description When to Use

DH_anon The Diffie-Hellman parameters are When there is no risk of
generated during session man-in-the-middle attacks.
establishment.

DHE_DSS The Diffie-Hellman parameters are When the DSS certificate of
generated during session the server is used for signing
establishment. They are signed by the only and not used for key
DSS certificate. exchange.

DHE_RSA The Diffie-Hellman parameters are When the RSA certificate of
generated during session the server is used for signing
establishment. They are signed by the only and not used for key
RSA certificate. exchange.

RSA The public key from the RSA certificate = When the server uses an RSA
is used for key exchange. certificate.
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Cryptographic Characteristics of Data
Transfer Ciphers

Table 14-2 lists the cryptographic characteristics of data transfer
ciphers, including the algorithm used and the effective key size.

Table 14-2. Cryptographic Characteristics of Data Transfer

Ciphers
Data Transfer Cipher Algorithm Effective Key size
DES_CBC DES in cipher block 56
chaining mode
3DES_EDE_CBC Triple DES in cipher 168
block chaining mode
RC4 RC4 from RSA 128

Configuring SSL Encryption for the
SequeLink® Proxy Server

You configure SSL encryption in the proxy server configuration
file by adding the keyword=value pairs:

Network=ssl
CipherSuites=value
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NOTES:

1

The Network and CipherSuites keywords in the proxy server
configuration file are case-sensitive.

If you do not want to use SSL, specify Network=socket in the
proxy server configuration file or omit the Network keyword
from the configuration file.

The value of the CipherSuites keyword is a list of cipher suites
to use, in order of preference. The listed cipher suites are
separated by commas with no blank spaces allowed. You
must specify cipher suites that use the same type of
certificate. For example, you cannot specify a combination of
RSA cipher suites and DSS cipher suites. See “SSL Cipher
Suites” on page 362 for a list of supported cipher suites.

For cipher suites that require a DSS or RSA certificate, you
must specify the X.509 certificate (with the public key) and
the corresponding private key in the proxy server
configuration file. See Table 14-3 for a list of the
keyword=value pairs you can specify in the proxy server
configuration file for each key exchange algorithm.

When the JDBC Client and the Sequelink Proxy Server agree
on a cipher suite that requires a certificate, the JDBC Client
must specify the certificate checker class that will be used to
verify the certificate chain the SequeLink Proxy Server sends
to the JDBC Client. See “Verifying the SequeLink® Proxy
Server Certificate” on page 371 for more information on
certificate checker classes.

Table 14-3 lists the key exchange algorithms you can use and the
keyword=value pairs you can specify in the proxy server
configuration file when using a particular key exchange
algorithm.
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Table 14-3. Key Exchange Algorithms and Keyword/Value Pairs for
the Sequelink Proxy Server

Key Exchange
Algorithm

Keyword

Value

DHE_DSS

DSSCertificate

DSSPrivateKey

PassPhrase

UsePassPhraseDialog

Name of the file with the DSS certificate in DER
format or a PKCS #7 certificate chain.

Name of the file with the DSS private key in
PKCS #8 encrypted format.

Pass phrase with which the private key file is
encrypted. If this keyword is unspecified, the
Proxy Server will prompt for the pass phrase.

To be prompted for the pass phrase using the
standard input/output instead of a dialog box,
set this keyword to No. Remember that the pass
phrase will be shown on the screen as you type.

DHE_RSA

RSACertificate

RSAPrivateKey

PassPhrase

UsePassPhraseDialog

Name of the file with the RSA certificate in DER
format or a PKCS #7 certificate chain.

Name of the file with the RSA private key in
PKCS #8 encrypted format.

Pass phrase with which the private key file is
encrypted. If this keyword is unspecified, the
Proxy Server will prompt for the pass phrase.

To be prompted for the pass phrase using the
standard input/output instead of a dialog box,
set this keyword to No. Remember that the pass
phrase will be shown on the screen as you type.

RSA

RSACertificate

RSAPrivateKey
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Table 14-3. Key Exchange Algorithms and Keyword/Value Pairs for
the Sequelink Proxy Server (cont.)

Key Exchange
Algorithm Keyword Value

PassPhrase Pass phrase with which the private key file is
encrypted. If this keyword is unspecified, the
Proxy Server will prompt for the pass phrase.

UsePassPhraseDialog To be prompted for the pass phrase using the
standard input/output instead of a dialog box,
set this keyword to No. Remember that the pass
phrase will be shown on the screen as you type.

Using Private Keys with the SequeLink®
Proxy Server

The SSL cipher suites that use server authentication require a
valid server certificate and associated private key. The SequeLink
Proxy Server must access the private key from a private key file.
Because it is not safe to store the private key as cleartext in a file,
the SequeLink Proxy Server expects the private key to be stored
in PKCS #8 format, which is a standard method of storing
encrypted private keys when the encryption key is derived from
a pass phrase.
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Providing the Pass Phrase for the SequelLink®
Proxy Server

The SequelLink Proxy Server requires the pass phrase to start. The
private key can be retrieved in either of the following ways:

B  When the SequelLink Proxy Server starts, it prompts for the
private key. In graphical user interface (GUI) environments, a
dialog box may appear. For example:

[EiPass Phrase =] B3

Enter pass phrase:

]34 | Cancell

Type the pass phrase in the appropriate field of the dialog
box and click OK.

In situations without a GUI, such as when the SequeLink Proxy
Server is running in a terminal session on a UNIX machine,
specify UsePassPhraseDialog=No in the proxy server
configuration file. The SequeLink Proxy Server will use the
standard input/output of your environment to prompt for the
private key. When you type the pass phrase and press ENTER,
the pass phrase displays on your standard output. When you
are finished, make sure to scroll the output window so that
unauthorized persons cannot see the pass phrase on your
screen.

m Code the pass phrase in the proxy server configuration file.
Add the keyword=value pair:

PassPhrase=pass phrase

where pass phrase is the pass phrase required to access the
private key. Leading and trailing blanks are stripped from the
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value when the pass phrase is retrieved from the
configuration file; therefore, the pass phrase cannot have
leading or trailing blanks in the configuration file. Make sure
that only trusted accounts have access to the configuration
file.

NOTE: If the SequelLink Proxy Server will be started as a
Windows service, you must specify the pass phrase in the
configuration file because the SequeLink Proxy Server cannot
prompt for the pass phrase.

Storing the Private Key in PKCS #8 Format

If your private key is in cleartext format, you can use the
encrypt.bat utility (on Windows) or the encrypt.sh shell script (on
Linux/UNIX) to store the key in a file in PKCS #8 format.

The private keys are encrypted with triple DES with a 168-bit key
derived from the pass phrase using a one-way hash function
(SHA).

To provide sufficient randomness in the generated keys, you
must provide sufficient randomness in the pass phrase. The
English language has approximately 1.3 bits of randomness for
each character; therefore, to provide 168 random bits for the
two keys, you must have 130 characters (conservatively) of
English text. Using punctuation characters and a mix of upper
and lowercase letters, you can construct pass phrases that have
more randomness with fewer characters.

Sequelink Administrator’s Guide



370 Chapter 14 Configuring the SequeLink® Proxy Server

Using the Encryption Tool

E On Windows servers:

encrypt [-v virtual machine] infile outfile

where:

virtual machine is the executable name of the JVM that is
installed on the machine where you
encrypt the key. By default, this BAT file
uses the J2SE JVM. If you want to use the
Microsoft JVM, specify the optional
parameter -v jview.

infile is the name of the cleartext file.

outfile is the name of the encrypted file.

)( On UNIX:

UNIX s , ,
encrypt.sh infile outfile

where:
infile is the name of the cleartext file.
outfile is the name of the encrypted file.

You may want to run the encryption tool on a machine other
than the one running the SequelLink Proxy Server and transfer
the encrypted file to the SequeLink Proxy Server host to avoid
writing a copy of the private key in cleartext on the Sequelink
Proxy Server host. Make sure that you transfer the complete
proxy/lib directory to the machine on which you want to run the
encryption tool.

The proxy server installation directory also contains a decryption
tool that can be used to decrypt a file that has been encrypted
with the encryption tool. The encryption and decryption tools
prompt for the pass phrase and show it on the screen as you type,
so make sure that you close the terminal session window after
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you have encrypted or decrypted the file to prevent
unauthorized people from viewing it.

Using the Decryption Tool

#f] On Windows servers:

decrypt [-v virtual machine] infile outfile

where:

virtual machine is the executable name of the JVM that is
installed on the machine where you
encrypt the key. By default, this BAT file
uses the J2SE JVM. If you want to use the
Microsoft JVM, specify the optional
parameter -v jview.

infile is the name of the encrypted file.

outfile is the name of the cleartext file.

)( On UNIX:

UNIX
decrypt.sh infile outfile

where:
infile is the name of the encrypted file.
outfile is the name of the cleartext file.

Verifying the SequeLink® Proxy Server
Certificate

When you use a cipher suite that specifies server authentication,
the SSL handshake protocol ensures that the server knows the
private key that corresponds to the public key in the certificate.
Subsequently, the client application must verify that the server is
indeed the server with which it wants to communicate by
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verifying that the received certificate is the certificate that it
expects from the server.

The JDBC application or applet provides the JDBC Client with a
class that implements the
com.ddtek.sequelink.cert.CertificateCheckerinterface interface. If
you do not supply a class that implements this interface, the
connection will be refused.

This interface is defined as:

package com.ddtek.sequelink.cert;
public interface CertificateCheckerInterface

{
public void CheckCertificate(byte [][] certChain)
throws SecurityException;

}

The JDBC driver calls this method and passes the X.509 certificate
chain that it received during the SSL handshake to the method.
All certificates are DER encoded and the server certificate is the
first certificate in the array. The checkCertificate method must
verify that the received certificate is trusted and is, for example,
signed by a trusted authority. If the certificate is not trusted, the
method must throw a Security Exception. You specify the name of
the class that implements this interface in the certificateChecker
keyword in the JDBC connection URL or the data source.
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The driver/examples subdirectory contains the Java source files
listed in Table 14-4 as examples of classes that implement
CertificateCheckerlInterface.

Table 14-4. Java Source Files Implementing
CertificateCheckerInterface

Java Source File Description

CheckAgainstCertificateFromJar.java  Adapt and use for downloaded
applets.

CheckAgainstCertificateFromFile.java Adapt and use for Java
applications on a client
machine.

KeyStoreCertificateChecker.java Adapt and use for Java
applications that use a Java
keystore to verify that the
provided certificate chain is
trusted.

These classes retrieve the server certificate from a JAR file, or
local file, and compare it with the certificate that is passed as the
first element of the certChain parameter to the checkCertificate
method. You can change these files as appropriate for your
environment.

Coding the certificate you want to compare other certificates
against in the downloaded applet is safe only if no one tampers
with the applet while it is being downloaded from your Web
server. You must use signed applets and you must configure your
Web browser to explicitly check the signer of downloaded
applets. Alternatively, you can use a secure and authenticated
SSL connection to the web server when downloading the applet.
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Using the Demo Certificates, Certificate
Checker, and Private-Key Format
Conversion Tool

Sequelink provides some demo applications in the
installdir/proxy/demos directory, where installdir is your
installation directory, that allow you to create or convert
certificates.

Demo Certificates

The demo certificates that SequelLink provides are intended for
testing purposes only and cannot be used to provide secure
connections. Table 14-5 lists the private key files and describes the
corresponding certificates.

Table 14-5. Demo Certificates

File Descriptions

demo-DSA-CA.cer Demo Certificate Authority with a DSS
X.509 certificate. This certificate is self
signed.

demo-DSA-CA.pk8 Corresponding (PKCS #8 encrypted)

private key of the public key provided by
the certificate demo-DSA-CA.cer.

demo-DSA-server.p7b Demo DSS server X.509 certificate signed
with the public key provided by the
certificate demo-DSA-CA.cer.

demo-DSA-server.pk8 Corresponding (PKCS #8 encrypted)
private key of the public key provided by
the certificate demo-DSA-server.cer.

demo-RSA-CA.cer Demo Certificate Authority with an RSA
X.509 certificate. This certificate is self
signed.
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Table 14-5. Demo Certificates (cont.)

File Descriptions

demo-RSA-CA.pk8 Corresponding (PKCS #8 encrypted)
private key of the public key provided by
the certificate demo-RSA-CA.cer.

demo-RSA-server.p7b Demo RSA server X.509 certificate signed
with the public key provided by the
demo-RSA-CA.cer.

demo-RSA-server.pk8 Corresponding (PKCS #8 encrypted)
private key of the public key provided by
the certificate demo-RSA-server.cer.

NOTES:

B To use the demo certificates, you must add slssl.jar (if you are
using J2SE 1.3) or sissl14.jar and iaik_jce_full.jar (if you are
using J2SE 1.4 or higher) to your CLASSPATH variable.

B You can re-generate demo certificates by running the
following Java program in the installdir/proxy/ directory,
where installdir is your installation directory:

java com.ddtek.sequelink.demo.GenerateDemoCertificates

B You can customize the generation of these demo certificates
by editing the demo.properties file in the
installdir/proxy/demos/com/datadirect/sequelink/demo
directory, where installdir is your installation directory.
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The following examples show how to use the demo certificates:

Example A: Using SSL with an RSA Server Certificate

1

Start the Sequelink Proxy Server with the following
configuration:

Port=9500

AdminPort=9600

Host=SequeLinkhost

ServerPort=SequeLinkport

Network=ssl

CipherSuites=SSL_DHE RSA WITH 3DES_EDE CBC SHA,SSL_
DHE RSA WITH DES CBC SHA,SSL RSA WITH 3DES EDE CBC
SHA, SSL_RSA WITH DES CBC_ SHA,SSL RSA WITH RC4 128 MD5,
SSL_RSA WITH RC4 128 SHA
RSACertificate=cert/demo-RSA-server.p7b
RSAPrivateKey=cert/demo-RSA-server.pk8
PassPhrase=Demo Pass Phrase

where SequelLinkhost is the TCP/IP host name or address of the
Sequelink Server and SequeLinkport is the port on which the
Sequelink Server is listening for connection requests.

Make a connection to the Sequelink Server, for example,
using DataDirect Test:

jdbc:sequelink:ssl://proxyserverhost:9500;
cipherSuites=SSL RSA WITH RC4 128 MD5;
certificateChecker=com.ddtek.sequelink.cert.
AcceptAllCertificateChecker

where proxyserverhost is the IP address or symbolic host
name of your proxy server host.

If successful, the following message appears:

Certificate accepted by
AcceptAllCertificateChecker.

*** ONLY FOR TESTING PURPOSES ***

Certificate chain:

1: 0O=SequelLink Demo Certificates, OU=Demo RSA
Server Certificate, CN=demo.ddtek.sequelink.com
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2: 0=Sequelink Demo Certificates, CN=Demo RSA CA
Certificate

Example B: Using SSL with a DSS Server Certificate

1

Start the proxy server with the following configuration:

Port=9500

AdminPort=9600

Host=SequeLinkhost

ServerPort=SequeLinkport

Network=ssl
CipherSuites=SSL DHE DSS WITH 3DES _EDE CBC SHA,SSL
DHE DSS WITH DES _CBC SHA,SSL DHE DSS WITH RC4 128 SHA
DSSCertificate=cert/demo-DSA-server.p7b
DSSPrivateKey=cert/demo-DSA-server.pk8
PassPhrase=Demo Pass Phrase

where SequeLinkhost is the TCP/IP host name or address of
the SequelLink Server and SequeLinkport is the port on which
the SequelLink Server is listening for connection requests.

Make a connection to the Sequelink Server, for example,
using DataDirect Test:

jdbc:sequelink:ssl://proxyserverhost:9500;
cipherSuites=SSL DHE DSS WITH DES CBC SHA;
certificateChecker=com.ddtek.sequelink.cert.
AcceptAllCertificateChecker

where proxyserverhost is the IP address or symbolic host
name of your proxy server host.

If successful, the following message appears:

Certificate accepted by
AcceptAllCertificateChecker.

*** ONLY FOR TESTING PURPOSES ***

Certificate chain:

1: 0O=Sequelink Demo Certificates, OU=Demo DSA
Server Certificate, CN=demo.sequelink.ddtek.com
2: 0=Sequelink Demo Certificates, CN=Demo DSA CA
Certificate
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Example C: Using SSL with Anonymous Cipher Suites (No Server
Authentication)

1

Start the proxy server with the following configuration:

Port=9500

AdminPort=9600

Host=sequeLinkhost

ServerPort=sequelinkport

Network=ssl
CipherSuites=SSL DH anon WITH 3DES EDE CBC SHA,SSL
DH_anon WITH DES CBC SHA,SSL DH anon WITH RC4 128 MD5

where sequelLinkhost is the TCP/IP host name or address of the
Sequelink Server and sequelinkport is the port on which the
Sequelink Server is listening for connection requests.

Make a connection to the Sequelink Server, for example,
using DataDirect Test:

jdbc:sequelink:ssl://proxyserverhost:9500;
cipherSuites=SSL DH anon WITH DES CBC SHA

where proxyserverhost is the IP address or symbolic host
name of your proxy server host.

Demo Certificate Checker

Sequelink provides a demo certificate checker that accepts all
server certificates. It displays on the screen a warning and a
description of the certificate the client received from the server
through the SSL handshake. This certificate checker is
implemented by the
com.ddtek.sequelink.cert.AcceptAllCertificateChecker class.
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Demo Private-Key Format Conversion Tool

Sequelink provides a private-key format conversion tool
that can perform the following tasks:

m Export a private key and X.509 certificate from a Java
keystore (JKS) to an encrypted PKCS #8 private-key file and
DER-encoded certificate file

m Export a private key and X.509 certificate from a PKCS #12
keystore

The private-key format conversion tool is a command-line tool
that uses the following syntax:

java.com.ddtek.sequelink.demo.KeyTool
[-keystore keystore]

[-alias alias]

-certfile certfile

-keyfile keyfile

[-storetype storetypel

[-storepass storepass]

[-keypass keypass]

where:

Java Keystore PKCS #12
Parameter (JKS) Export Keystore Export Description

keystore X X The file name of the JKS or the
PKCS #12 keystore.

alias X The alias in the JKS. If supplied,
it is assumed that the keystore
parameter is a JKS.

certfile X X The DER-encoded X.509
certificate file.
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Java Keystore PKCS #12
Parameter (JKS) Export Keystore Export Description

keyfile X X The PKCS #8 encoded private
key. The private key ends with
the same password as the JKS or
the PKCS #12 keystore.

storetype X X The type of JKS. The default is
jks. This parameter is optional.

storepass X The password used to protect
the JKS or the PKCS #12
keystore. If omitted, you will be
prompted for this password.

keypass X The password that protects the
JKS key entry. This parameter is
required when the password for
the key entry is different from
the keystore password.

To use the demo private-key format conversion tool, you must
add slssl14.jar and iaik_jce_full.jar to your CLASSPATH variable.
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15 Configuring SequeLinke Services
for Your Database

Many of the Sequelink service templates provide a
configuration that can be used without any modification;
however, some databases must be configured before the service
template can be used.

This chapter describes how to create a Sequelink service and
how to configure SequelLink services for specific databases:

m “Configuring SequelLink® Server for ODBC Socket” on
page 383

m “Configuring SequeLink® Server for JDBC Socket” on
page 392

m “Configuring SequeLink® Server for DB2 on z/OS" on
page 408

m “Configuring a SequelLink® Service for Oracle” on page 426

Creating a SequeLink® Service

When you install SequeLink Server, at least one SequelLink data
access service, and one or more service templates determined by
the SequelLink Server, are installed. You can use the SequeLink
Manager to create additional services based on the Sequelink
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service templates and to modify the default service attributes
defined in the service templates:

Zﬁa [SequeLink 6.0] Agent service

z/0S [SequelLink 6.0] Agent service for z/OS

[SequelLink 6.0] DB2 service for z/OS

[SequeLink 6.0] DB2 UDB LUW service

[SequeLink 6.0] DB2 UDB LUW service (enhanced code page support)
[SequelLink 6.0] Informix service (32-bit only)

[Sequelink 6.0] JDBC Socket service (32-bit only)

[SequeLink 6.0] ODBC Socket service

[SequeLink 6.0] ODBC Socket service (enhanced code page support)

[SequeLink 6.0] ODBC Socket service (enhanced code page support -
UNIX UTF8 encoding)

b4 [SequeLink 6.0] ODBC Socket service (enhanced code page support -
HINIX UTF16 encoding)

[SequelLink 6.0] Oracle 9 service (32-bit only)

[Sequelink 6.0] Oracle 9 service (enhanced code page support -
32-bit only)

[SequeLink 6.0] Oracle 10 service

M B

[SequelLink 6.0] Oracle 10 service (enhanced code page support)
[SequeLink 6.0] SQL Server service

[SequeLink 6.0] SQL Server service (enhanced code page support)
[Sequelink 6.0] Sybase service

[SequelLink 6.0] Sybase service (enhanced code page support)

[SequelLink 6.0] Sybase service (enhanced code page support - UTF8
encoding)

b4 [SequelLink 6.0] Sybase service (enhanced code page support - UTF16
UNIX encoding)
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In most cases, the SequelLink service templates provide a
configuration that can be used without any modification. Not all
Sequelink service attributes are defined in the templates. See
Appendix D “SequeLink® Service Attributes” on page 491 for a
list of all SequeLink service attributes.

Configuring Sequelink® Server for ODBC

Socket

Many of the Sequelink service templates provide a
configuration that can be used without any modification. During
installation of the SequelLink Server for ODBC Socket, you specify
a service, a backend driver, and data source. The following
sections describe how to add other services and data sources.

Configuring a SequelLink® Service for
ODBC Socket on Windows

You can use the same Sequelink Server for ODBC Socket to
connect with different ODBC drivers. For each ODBC driver you
want to access, create a new ODBC system data source. In the
server data sources of the Sequelink service, you can then
specify a different DataSourceSOCODBCConnStr service attribute
(see “"DataSourceSOCODBCConnStr” on page 536).

Setting Up the ODBC Driver Environment
Before setting up the Sequelink Server for ODBC Socket
environment, ensure you have set up the backend ODBC driver

environment and that you can make a connection to this ODBC
driver.
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Verifying the ODBC Driver Environment

The ivcheckodbc utility, which is installed in
install_dintools\ivcheckodbc.bat, is used to test the backend
ODBC driver.

To verify the environment for the backend ODBC driver:

1

Create a system data source for your ODBC driver. Refer to
your ODBC driver documentation for instructions on creating
and testing a system data source.

To make sure that you have set up the environment for the
ODBC driver that you want to use, run the ivcheckodbc utility
from a DOS prompt. For example:

run ivcheckodbc.bat

The ivcheckodbc utility makes a connection, checks the
requirements of the backend ODBC driver, and returns the
information you need to enter during the configuration of
the SequelLink Server for ODBC Socket on Windows.

Configuring the SequeLink® Server for ODBC
Socket

You can use the administrative tool of your choice to configure
the SequelLink Server for ODBC Socket. The following procedure
uses the MMC.

1

Refer to the documentation for the ODBC driver that you
want to access to determine whether it is a Unicode driver.
Create the appropriate SequelLink service for the ODBC driver
that you will be using.

B For a non-Unicode driver, use SequeLink ODBC Socket
Service.

B For a Unicode driver, select SequeLink ODBC Socket Service
(enhanced code page support).
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Configuring SequeLink® Server for ODBC Socket

Right-click on SequelLink Services to create a new service,
using the service template that you identified in Step 2.

Enter the service name and the TCP/IP port. Then, click Next.
Register the Sequelink Service and click Finish.
Select the newly created SequelLink ODBC Socket Service.

Select the data source you want to change, or create a new
server data source by right-clicking Data Source Settings.

Right-click the Advanced node, and select New / Attribute.
The Properties window appears.

From the drop-down list, select
DataSourceSOCODBCConnStr.

In the Value field, type the connect string of the data source
you created in “Verifying the ODBC Driver Environment” on
page 384. For example, if you want the Socket Server to use
the Oracle9i_on_host data source, type in the string
DSN=Oracle9i on host.

NOTE: This attribute contains the name of the ODBC system
data source.

10 Click OK. The attribute is changed.

11 Save the configuration.
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y¢ Configuring a SequeLink® Service for
" ODBC Socket on Linux/UNIX

Before setting up the SequeLink Server for ODBC Socket
environment:

m Make sure that you have set up the environment for the
ODBC driver that you want to use, as described in “Setting Up
the ODBC Driver Environment” on page 386.

m Then, configure the Sequelink Server for ODBC Socket, as
described in “Configuring the SequeLink® Server for ODBC
Socket” on page 384.

The configuration examples are for a 32-bit environment. The
examples are also valid for SequeLink Server for ODBC Socket in a
64-bit environment.

Setting Up the ODBC Driver Environment

Before setting up the Sequelink Server for ODBC Socket
environment, ensure you have set up the backend ODBC driver
environment and that you can make a connection to this ODBC
driver.

Verifying the ODBC Driver Environment

The Sequelink Server for ODBC Socket uses the DataDirect ODBC
Driver Manager. This driver manager loads the backend driver
upon request, finding all of the necessary information in the
backend ODBC data source configuration file odbc.ini, located in
installdir/bin/odbc.
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The odbc.ini file must contain one line in the [ODBC Data
Sources] section and one section for the data source:

m In the [ODBC Data Sources] section, for example:

[ODBC Data Sources]
Socket Default DataSource=0DBC Driver

This entry indicates that a data source called
Socket_Default_DataSource uses the driver ODBC DRIVER.

B In the [Socket Default_DataSource] section, as shown in this
example on 32-bit Solaris:

[Socket Default DataSource]
Driver=installdir/bin/odbc/lib/odbcdrvr.so
Description=0DBC Driver

This entry indicates that the ODBC driver odbcdrvr. so for the
data source ODBC Driver is located in the directory
installdir/bin/odbd/lib/.

The file extension of the backend ODBC driver depends on
the operating system:

e .a-AIX
® 5o - Linux, Solaris
e 5| -HP-UX

The ivcheckodbc utility, located in the install_dir/tools
subdirectory, is used to test the backend ODBC driver with the
DataDirect Driver Manager on Linux/UNIX. The DataDirect Driver
Manager on Linux/UNIX is a requirement for SequeLink Server
for ODBC Socket. For more information about the ivcheckodbc
utility, refer to the SequelLink Troubleshooting Guide and
Reference.
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To verify the environment for the backend ODBC driver:

1

Create a data source for your backend ODBC driver in the
DataDirect Driver Manager configuration file, odbc.ini.
Update the file to reflect the appropriate data source
configuration information, based on the documentation of
your backend driver.

The following example uses the definitions for the DataDirect
Progress ODBC driver.

In the [ODBC Data Source] section, add:

[ODBC Data Sources]
dsn prog l0=DataDirect 5.3 Progressl0

This entry identifies a new data source called dsn_prog_10
that uses the DataDirect 5.3 Progress10 ODBC driver. The
Progress10 ODBC driver finds all the necessary
configuration information in section [dsn_prog_10] of the
odbc.ini file.

Add a [dsn_prog_10] section, as shown in this example on
Solaris:

[dsn_prog 10]
Driver=/usr/DataDirect/ODBC/0530/1ib/ivprol1020.so
Description=DataDirect 5.3 Progress OpenEdge
DatabaseName=your db

HostName=your host

LogonlID=your uid

password=your pwd

PortNumber=your server port

This entry indicates that a Progress10 data source called
dsn_prog_10 has been created. The ODBC driver for this
datasource is located in the directory
/usr/DataDirect/ODBC/0530/lib/.

2 To make sure that you have set up the environment for the

ODBC driver that you want to use, run the ivcheckodbc utility,
for example:

$ /usr/slserver60/tools/ivcheckodbc.sh
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The ivcheckodbc utility makes a connection, checks the
requirements of the backend ODBC driver, and returns the
information you need to enter during the configuration of
the SequelLink Server for ODBC Socket on Linux/UNIX.

Configuring the SequeLink® Server for ODBC
Socket

1 Refer to the documentation for the ODBC driver that you
want to access to determine whether it is a Unicode driver.
Create the appropriate SequeLink service for the ODBC driver
that you will be using.

m For a non-Unicode driver, use SequeLink ODBC Socket
Service.

m For a Unicode driver in UTF-8 encoding, select SequeLink
ODBC Socket Service (enhanced code page support for
UTF8 drivers).

B For a Unicode driver in UTF-16 encoding, select Sequelink
ODBC Socket Service (enhanced code page support for
UTF16 drivers).

SequelLink Administrator’s Guide



390

Chapter 15 Configuring SequeLink® Services for Your Database

2 Use the administration tool of your choice to create a new

service. This example uses the MMC. Right-click on SequelLink
Services to create a new service, using the service template
that you identified in “Verifying the ODBC Driver
Environment” on page 386.

a When prompted, perform the following actions:

® |n the Service Name field, type the service name you
want to use for the new SequelLink service. The service
name must be unique (not used by another service).

® In the TCP port field, type the number of the TCP/IP
port on which the new Sequelink service will be
listening. The port must be an available port.

e (Click Next.

b The wizard prompts you to register the SequeLink service
on the host machine. The default is to register the service,
which makes the service information available to the
operating system.

¢ Click Finish to create the new Sequelink service.

The Driver Manager finds its configuration file using the
environment variable ODBCINI. This environment variable is
automatically set for the SequeLink Server for ODBC Socket
environment. If you want to put the odbc.ini file elsewhere,
modify the ODBCINI environment variable.

See “ServiceEnvironmentVariable” on page 573 for more
information.

ServiceEnvironmentVariable:
ODBCINI=installdir/bin/odbc/odbc.ini

a Select the ODBC Socket Service that you created in Step 2.
b Select the Configuration node.

¢ Select the Service Settings node.
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d Right-click the Environment node and select
New/Attribute.

e Enter the setting for the environment variable. For
example, on Solaris, enter:

ServiceEnvironmentVariable: ODBCINI=newdir/odbc.ini

Specify where the SequeLink Server for ODBC Socket can find
the shared library of the driver manager and the backend
ODBC driver (LIBPATH for AIX, SHLIB_PATH, for HP-UX, or
LD_LIBRARY_PATH for Solaris and Linux).

a Select the ODBC Socket Service that you created in Step 2.
b Select the Configuration node.
¢ Select the Service Settings node.

d Right-click the Environment node and select
New/Attribute.

e Enter the setting for the environment variable. For
example, on Solaris, enter:

ServiceEnvironmentVariable:LD LIBRARY PATH=/usr/Data
Direct/ODBC/0530/1ib/ivprol020.so

If the ODBC driver that you are using has required specific
environment variables, add them as service attributes to the
Sequelink Server for ODBC Socket configuration.

a Select the ODBC Socket Service that you created in Step 2.
b Select the Configuration node.
¢ Select the Service Settings node.

d Right-click the Environment node and select
New/Attribute.

e Enter the setting for the environment variable and its
value. For example, on Solaris,
ServiceEnvironmentVariable: ORACLE HOME=/db/oraclel0
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6 Set the connection string the SequeLink Se